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Abstract

The targeting protocols applied by forces during armed conflict are some of the most
secretive documents held by any military. However, their role in applying principles of
International Humanitarian Law (IHL) mean that they are key to understanding their
development. This piece is primarily concerned with practical and operational application of
the precautionary principle under IHL; how much knowledge is sufficient to carry out an
attack lawfully during modern armed conflict. In order to establish if a standard has
developed with the increase in Intelligence, Surveillance and Reconnaissance (ISR)
technology, this piece uses the framework of an investigation into an incident in Kunduz,
Afghanistan in 2009. | explore the difficulties of obtaining information post-incident, the
differential standards expected by NATO and the Bundesgerichtshof (German Federal Court
of Justice), and the manner in which these can be evaluated through the principles of
proportionality, distinction and precautions in attack. The piece looks at the interrelated
issues raised by the Rules of Engagement (ROE) and Tactical Directives, as well as the
problems surrounding the clarity of intelligence available. | argue that this case is
demonstrative of the failings inherent in the application and practical use of the
precautionary principle outlined by IHL. The lack of transparency afforded in, and after,
incidents of this nature prevents objective analysis and so the development of IHL can be
obfuscated. | conclude that the lack of information following incidents of this kind confuses
any intelligence standard that exists under IHL.

Introduction

The 2009 Fuel Tankers case provides an illustrative example of how a multi-national force
operates during conflict. The implications of this one targeting decision have been far-
reaching, to the extent that conflicting opinions appear to have arisen out of the official
reports made. Despite the numerous legal and political questions raised by this particular
incident, this piece will focus primarily on the standard of intelligence required by IHL. This
case study has been chosen as a framework for the analysis as it highlights potential failings
in the application and practical use of the precautionary principle outlined by IHL. |
demonstrate that this incident exposes the wider issue with target identification and
verification in complex battlespaces such as Afghanistan. Furthermore, | contend that the
lack of transparency afforded in, and after, incidents of this nature can limit external
analysis which, in turn, can restrict the development of customary IHL. Meanwhile states
continue to create and maintain ROE that can obfuscate the issue further.
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The law of targeting is being increasingly scrutinised to understand the implications of new
technology and new warfare situations. The Fuel Tankers case relies primarily on the
principles of distinction and precaution and so can be analysed to provide an indication of
the current accepted state practice. This particular incident is chosen due to the depth of
information available which is not often the case, including the substantial legal analysis
undertaken by von Heinegg and Peter.! Furthermore, the German media gained access to
some of the classified documents which indicate that NATO were dissatisfied with the
intelligence information relied upon by the commanders. This presents a useful indicator for
the development of any intelligence standard under IHL. This piece intends to evaluate the
precautionary principle, and the depth and scope of knowledge required prior to and during
attack for it to be lawfully conducted.

The piece is structured such that it initially provides an introduction to the key legal
principles relevant to targeting in IHL, before discussing the problem of analysing highly
classified military incidents. The next section outlines the detail of the incident in Kunduz
and highlights the investigations that were conducted post-attack. The final third of the
article provides a legal analyses of the incident to establish whether Klein had taken all
feasible precautions in his attack, and if it is possible to determine a normative legal
development.

Legal Principles

At its heart IHL is concerned with establishing a balance between military necessity and
humanity. The concept of ‘limited warfare’ is understood to require “every belligerent to
strike a balance between the conflicting concerns of humanity and military necessity.”2
Thus, the principles of IHL affirm and define the limitations of military operations.The
prohibition on targeting the civilian population is “well-established in customary
International law and is based on the principles of distinction, precaution and protection...”3
For targeting the primary body of law is found within Additional Protocol | (API)* and in the
corpus of customary law maintained by the International Committee of the Red Cross
(ICRC).> As such, the three pillars of IHL, namely: distinction,® proportionality’ and
precautions,® establish the lawful limits on military operations.

The principle of distinction is a fundamental norm of IHL and forms Rule 1 of the ICRC study
on customary IHL. Dinstein states that dinstinction “constitutes the underpinning of
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international humanitarian law (IHL) in the sense that, if you were to remove it, the entire
legal edifice might collapse.”® It is reflected in API Art. 48 and affirmed as custom by the
International Court of Justice in its Advisory Opinion of 1996 on The Legality of the Threat or
Use of Nuclear Weapons,?° in which it stated that this was one of the “cardinal principles
contained in the texts constituting the fabric of humanitarian law” and one of the
“intransgressible principles of international customary law.”!! Thus, in order to undertake a
lawful attack commanders must distinguish between civilians and military objects at all
times.

The principle of proportionality is designed to balance the competing demands of military
necessity and humanity. As Doswald-Beck states: “The principle of proportionality in attack
(that the foreseeable harm caused to non-combatants be outweighed by the benefit
expected to be achieved by the military action itself) is an excellent example of compromise
between military and humanitarian needs...”?? IHL recognises the inherent risks that warfare
presents to the civilian population and property, but does not prohibit their incidental loss.
It is currently delineated by API Art. 51(5) that prohibits “an attack which may be expected
to cause incidental loss of civilian life... which would be excessive in relation to the concrete
and direct military advantage...” Thus, the standard that is established is one of excessive
loss in relation to the military advantage.

To be able to achieve distinction between military and civilian objects and to ensure that
any incidental loss is not excessive in relation to the direct and concrete military advantage,
commanders require a certain level of situational awareness. In IHL this is the precautionary
principle as defined at API Art. 57. The requirement to verify a target is stated as customary
rule 16 by the ICRC and found at API Art. 57(2)(i) as: “Those who plan or decide upon an
attack shall... do everything feasible to verify that the objectives to be attacked are neither
civilians nor civilian objects...” This reflects the requirement to provide adequate distinction.
Proportionality is covered by the following section of Art. 57, which states that those
planning or conducting an attack should “take all feasible precautions in the choice of
means and methods of attack with a view to avoiding, and in any event to minimizing,
incidental loss of civilian life...”13

Everything feasible is understood to mean that which is reasonable or practically possible.*
Thus, the standard is considered to be that “which is practicable or practically possible,

taking into account all circumstances ruling at the time, including humanitarian and military
considerations.”!> This interpretation is an operational standard'® but it is the view asserted
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by numerous states!” and the ICRC has recognised this as being customary.® The ICRC
Commentary on the precautionary standard comments that the interpretation must “be a
matter of common sense and good faith. The person launching an offensive must take the
necessary identification measures in good time in order to spare the population as far as
possible.”*®

Interestingly for this incident, the German military manual at the time?® was unclear as to
the level of information that should be available requiring a standard of “maximum
precautions to protect the civilian population,”?! thus seeming to require a higher standard
than IHL. However, later in the same document in reference to protecting civilians it
requires “all feasible precautions.”?? In terms of verification it states more simply: “Before
engaging an objective, every responsible military leader shall verify the military nature of
the objective to be attacked.”?3 The understanding of the German military of the obligations
created by IHL is significant for this case. It is my contention that the analysis conducted by
the Bundesgerichtshof in the review of this case is notably awry in the temporal scope of
the obligations to maintain their intelligence and situational awareness throughout the
attack.?*

Nevertheless, the specific quality and quantity of information or intelligence required for
commanders to make the decision to launch an attack is far from clear. The legal rules turn
predominantly on the ‘feasible precautions’ as stated; however, any developments in this
standard will be developed by military operations and state practice. In order to be able to
establish if there is a difference in the lex lata and lex feranda, investigation of these types of
incidents is important.

Scarcity of Information

One of the main issues with undertaking legal analysis of this, and other military instances of
mistaken targeting, is a paucity of accurate information. Large swathes of evidence and
reports remain classified and are therefore inaccessible for legal analysis of the facts. This
case is no different, excepting that the political furore in Germany has led to a number of
documents being leaked or released, presenting an opportunity to delve more deeply into
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the issues. However, as Heintschel von Heinegg remarks; “Still, in view of the ill-founded
allegations of war crimes and the needs of the German armed forces in Afghanistan for legal
clarity and legal security, a more timely publication would have been most helpful.”?
Indeed, in this case there were a number of investigations conducted including those led by
ISAF, NATO, the ICRC, German Parliament, German Military Police and Amnesty
International. It should be noted that despite, or perhaps as a result of, the variety of
investigative commissions and the court cases in Germany, the details surrounding the
circumstances of the attack remain contested.?® Nonetheless, it is possible to view the
leaked footage of the incident taken by one of the US jets preceding and during the attack.
This footage, as reported by the Washington Post, shows “only a handful of people running
away after the explosion.”?” The factual details of the air attack, as publicly available, can be
brought together from a range of both official and journalistic sources.

It should be noted that the primary problem with conducting legal analysis from journalistic
sources is one of bias. There is an overwhelming predilection for discussion of the casualty
numbers and the German papers particularly were concerned with the political impact.?®
Furthermore, maybe the most valuable information, that of the NATO report, can only be
viewed in snippets from Der Spiegel who obtained a leaked copy.? It is clear then that
without access to the full report the legal analysis can rely only on the quotes made by the
papers, which could have been taken out of context. Full investigatory reports can run to
many thousands of pages, with substantially reduced and redacted versions routinely
published, most notably by the US Military. An example of this is the report of the US into
the MSF hospital incident of 3 October 2015. The original classified version is reputed to
have over 3,000 pages of documentary evidence3° whilst the unclassified public version
comprises just 126 pages.3! This release of reports in an unclassified form is welcome and
the US are by far the leaders in this field.3? Although these are substantially redacted, they
allow a far greater detail for analysis against the provisions of IHL and have more reliability
than documents that have been leaked.?? Irrespective then of whether Der Spiegel had
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access to the full classified version or a reduced summary, a few sentences gleaned from the
conclusion3® has the significant potential to be de-contextualised, as much by omission as by
intent.

Nonetheless, it is possible to establish the basic facts of the case through these and the
German Court ruling which was, in part, made public. As this ruling has yet to be translated
into English, scholarly articles analysing the case remain a key source of information.
Although the dominance of English as the lingua franca within international law has the
potential to undermine the concept of universality,® IHL is applicable to all states3® with
variation occurring in the interpretation and application of these rules.?’

Given all of these considerations it could be viewed as unwise to take the view that IHL is
universal in application, however it should be recalled that IHL is designed to be symmetrical
and applied equally by states.3® Nonetheless, it is shown that there are variations in
understanding, with information for analysis not only scarce, but also limited by language,
classification, and by and from states. Furthermore, information is also potentially biased by
the reporting of newspapers. None of this is unusual but it shouldn’t mean that
investigations are avoided, merely qualified by these factors. In order to attempt to
establish any developments in applied standards to meet the ‘feasible precautions’
requirements, and thus establish what intelligence standard is required, it is vital to conduct
this form of analysis, despite the difficulties presented.

Kunduz 2009: The Fuel Tankers Case

During the evening of 3 September 2009, the German Military Intelligence Officer on duty at
Kunduz, Afghanistan, was contacted by Afghan security forces on the ground to inform him
that two NATO fuel tankers had been hijacked in the Alibad region by insurgent forces. The
intelligence unit contacted the regional commander and aerial reconnaissance was
requested from NATO headquarters in Kabul to locate the missing trucks. An American B1-B
long range bomber was in the vicinity and was tasked with searching for the trucks. They
were located around an hour later by the bomber, and this was confirmed shortly
afterwards by an intelligence source on the ground.? The reconnaissance bomber and the
ground informant both confirmed that there were no civilians in the area.
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In order to further the operation, the German military command needed to maintain air
support and this they requested. At the time they were advised that air support “would only
be possible in a situation of ‘troops in contact’.”*° According to the European Centre for
Constitutional and Human Rights (ECCHR) the NATO ROE at this time required close air
support only in cases where the German troops are endangered.*! As it was, Klein
determined that, given the proximity of the Taliban fighters and two trucks to the base, they
posed an ‘imminent threat’.*?> The two ISAF F15 jets arrived at the scene and, using infrared
cameras, filmed the activity below. The decision was made to use two 500 pound bombs
and target only the sandbank, "in order to definitively exclude the possibility of collateral
damage in the neighbouring villages."** There appears to have been some discussion
between the USAF crew and the German troops concerning the quantity of bombs as well as
the requirement to carry out a low fly past.** Ultimately, Klein ordered the bombs be
dropped some seven hours after the tankers were located on the sandbank.*

Knowledge at the time

The exact level of intelligence available to Klein at the time of the incident remains classified
and therefore it is only possible to surmise from the information that is available.*® Although
it is possible to ascertain a broad overview of the targeting doctrine that is used by military
forces,*” this merely shows a process that is followed. It is designed to work in conjunction
with ROE, Commanders’ Operational Plans (OPLAN), specific legal guidance, Tactical
Directives and a myriad of other documentation and procedures at the operational level. All
of these documents that form the basis of targeting protocols are routinely classified at very
high levels and so it is virtually impossible to ascertain exactly what information or
obligations Klein was working with at the time of this incident.

However, from the sources that are publicly available, it is apparent that Klein had access to
three different sources of intelligence upon which he based his decision: the first ISAF B1-B
bomber, the latter two ISAF F-15E fighters and the human source. Initially, he had
intelligence obtained from the B-1B bomber which had located the tankers. This aerial
footage was such that the aircraft could: “positively identify that many of the individuals
were carrying small arms and rocket-propelled grenades.”*® They were also able to identify
two trucks and two smaller vehicles on the sandbank. The number of individuals on the
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sandbank at this time was reported by those in the Tactical Operational Centre to be around
70.%° After around 30 minutes, the B1-B aircraft had to leave the area due to a shortage of
fuel.

Around 20 minutes after the bomber departed, two ISAF F-15E fighters flown by the USAF
reported to the German Joint Tactical Air Controller (JTAC) to co-ordinate targeting and
weaponeering. These aircraft were able to provide infrared images of the scene on the
sandbank, footage of which was made available to the German court.>® This grainy footage
shows the tankers on the sandbank as well as a number of people. It is not possible to
determine whether or not the individuals are holding weapons from this source.>!

The final intelligence source that Klein relied on was an individual on the ground who was
reportedly able to see the sandbank. This informant was reportedly contacted by Klein
seven times during the night>? to confirm that there were no civilians present on the
sandbank. On each occasion, Klein was informed that the people were insurgents and there
were no civilians present. The informant did not speak English and so the intelligence came
through an interpreter.>3

Based on these three sources of intelligence, Klein commanded the deployment of two 500-
pound GBU-38 bombs>* thus destroying the tankers and anyone in the immediate vicinity of
the sandbank. So, given the number of civilian casualties caused by the bombing, the
question is whether Klein, or any others, acted unlawfully. In other words, had Klein
successfully applied and adhered to an intelligence standard as prescribed by IHL.

The Official Reports

The German position was made clear at the Bundesgerichtshof, where the Federal
Prosecutor General concluded that Klein did not breach any rules of IHL applicable and so he
could not be held liable for the casualties.>> On the other hand, it is disclosed that the NATO
report, written following their investigation and remaining classified, highlights that Klein
had been dependent on one human source which was “inadequate to evaluate the various
conditions and factors in such a difficult and complex target area.”>® This statement was
made with consideration of the aerial imagery that was made available to Klein at the time
of the incident. To further complicate the issue, the ECCHR states that the NATO report
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“found a number of violations of the NATO ROE.”>’ They continued to say that the ICRC had
conducted their own investigation into breaches of IHL and “came to the conclusion that the
attack had been unlawful.”>® None of these reports is publically available; however, these
statements raise concerns about the differing view of the level of information that is
required prior to, and during, the conduct of an attack.

The arguments may well turn on different aspects of the rules to be applied during armed
conflict, including IHL, ROE and Tactical Directives. Their legal status is significantly different;
accordingly a different intelligence standard may be applied by each. The value of this is
two-fold; firstly, increasing restrictions or permissions, of whatever form, within state
practice could be indicative of a developing norm and thus custom. Secondly, given states
have differing treaty obligations, and differ on cultural and policy approaches to the law, the
adoption of similar ‘rules’ could indicate opinio juris in specific areas.>® It is important to
note, however, that the soft law provisions of ROE and Tactical Directives are not intended
to create law, merely to be operational tools to comply with the overall mission
parameters.%®

Nevertheless, to attempt to establish if there is a standard of intelligence that has
developed in modern conflict, the provisions guiding forces, and the interpretation of the
law are key. However, it is apparent that there remains a lack of transparency in the reports
leading to disparity in the decisions. How then can it be said that there is a clear intelligence
standard? Furthermore, the question should be asked as to whether any others involved in
the attack would be responsible under law.%! To be able to analyse this further we need to
establish what law is applicable and consequently what standard of intelligence Klein was
required to have.

Intelligence Standard? The Law

Any intelligence standard would need to be devolved from the law concerning methods and
means of attack, primarily the precautions in attack. These can be said to derive from the
fundamental principles of proportionality and distinction.®? Both Germany and Afghanistan
are parties to API; however the United States have not ratified it. Furthermore, APl is
concerned with international armed conflicts (IAC)®3 with Additional Protocol Il (API1)®* being
relevant to non-international armed conflict (NIAC). As the ICRC explains: “It was necessary
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to differentiate between the two situations, as States were not prepared to grant the same
degree of legal protection in both cases.”®>

At the time of the attack in question, the conflict in Afghanistan was non-international in
nature and so APl cannot be applied directly. Therefore, in order to establish what law is
applicable it needs to be determined what aspects of the law are considered customary.
Furthermore, even if these aspects of law are deemed customary, it does not mean that
they can be directly transplanted into a non-international conflict. As declared in Tadic¢
concerning the development of customary law from treaties, “...this extension has not taken
place in the form of a full and mechanical transplant of those rules to internal conflicts;
rather, the general essence of those rules, and not the detailed regulation they may contain,
has become applicable to internal conflicts.”%®

The ICRC considers that the rules for precautions in attack are customary. They state that
“constant care must be taken to spare the civilian population” and develop this by aligning
custom with the standard in API. Rule 16 of the ICRC’s customary law study®’ thus states:
“each party to the conflict must do everything feasible to verify that targets are military
objectives.” This is based on what is considered state practice and confirmed by the new
San Remo Manual relating to NIAC which states that: “All feasible precautions must be
taken by all parties to minimise both injuries to civilians and damage to civilian objects.”®® It
should be recalled that the San Remo manual is not a legally binding IHL instrument,
however these types of documents can form the basis of custom.®® In this case | would
argue that this is declaratory of state practice and the customary standard that is already
accepted.

However, US concerns over the development of customary rules should be noted when
considering the application of APl in a NIAC. In response to the ICRC study, the US
responded with a lengthy statement questioning the rigours of the methodology and the
development of opinio juris.”® That aside, the US recognises that all but one of their NATO
partners have ratified API’! and so detailed work has been undertaken to ensure the success
of coalition operations. To achieve this, the US applies many of the provisions of APl as a
matter of policy’? and states the military need for “common rules to govern allied
operations and a... need for common principles to demonstrate our mutual commitment to
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humanitarian values.””® In 1987 the US stated they would not be a party to API but
recognised that “certain provisions of Protocol | reflect customary international law or are
positive new developments, which should in time become part of the law.”’# By the Iraq war
of 2003, it is arguable that the precautions in attack standard applied by all states complied
with APL.7> Furthermore, the application of API standards in targeting was consistent for all
states involved in the coalition in Afghanistan as a matter of practice.’® This would therefore
lend credence to the assertion that the precautionary principle, requiring all feasible
precautions to be taken in conducting an attack, is now considered normative in nature.

Therefore, Klein was required to do ‘everything feasible’ to ensure that he was targeting a
military objective and minimising injuries to civilians. As Oeter states: “The command
authorities responsible for planning and deciding upon an attack must employ all means of
reconnaissance and intelligence available to them unless and until there is sufficient
certainty of the military nature of the objective of an attack.”’” Consequently, Klein must be
established as the commander responsible for ‘planning and deciding’ upon the attack. In
this scenario, it is apparent that Klein, as the commanding officer of Task Force 47 present
at PRT Kunduz, was the commander responsible. The Court also considered the role of the
JTAC, a sergeant who was responsible for providing the information the Colonel required to
make his decisions. In the situation of 3 September 2009, Klein was viewed by the
Bundesgerichtshof to be the ‘command authority’ and so meeting the legal standard for
precautions was his responsibility.

The next criteria that needs to be met is whether or not the tankers themselves constituted
a military objective targetable under IHL. The current law definition of this is established at
API Art. 52(2) which creates a criteria that is two-fold and cumulative. It states that military
objectives should be objects “which by their nature, location, purpose or use make an
effective contribution to military action and whose total or partial destruction, capture or
neutralization, in the circumstances ruling at the time, offers a definite military
advantage.”’® Therefore, Klein had to ensure that his targets provided an ‘effective
contribution’ to the adversary’s military action and the targeting of such would offer a
‘definite’ military advantage ‘in the circumstances ruling at the time’.

Klein judged that the tankers stranded on the sandbank were those that had been hijacked
earlier that day which by their purpose contributed to the military action.” It is reported
that he believed the fuel from those tankers would be used to fuel the insurgents’
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campaign, and he feared that attacks would be brought against the base near Kunduz.8°
These understandings led to the conclusion that the destruction, capture or neutralisation
of the tankers would offer a ‘definite’ military advantage.

Moreover, to better understand the ‘circumstances ruling at the time’, this particular
incident should not be taken in isolation. Since April 2009, the Kunduz camp had faced daily
attacks and in July 2009 they had been warned of a complex attack against them. This
intelligence indicated that two vehicles would be used, one as a bomb, in combination with
suicide bombers infiltrating the camp.8! Thus, Klein was convinced that the tanker trucks
would soon be used in an attack against the camp and he was “determined to neutralize”??
them. Therefore, he was sufficiently certain that they were a military object targetable
under IHL. This also highlights the significance of reliable intelligence to develop greater
strategic situational awareness to operate in concert with more time-sensitive targeting
data.

Proportionality

A further issue at point is whether Klein was required to observe the law of proportionality
if it is established that he did not believe there were any civilians present.® It is here that |
contend that the Bundesgerichtshof was notably awry in their analysis of the law. They
determined that: “there was no duty for the commander of the PRT to take all feasible
precautions in the choice of means and methods to spare civilians as far as possible...”8*

The Bundesgerichtshof judged that Klein had carried out ‘everything feasible’ to verify that
the people present on the sandbank were not civilians; thus he had exhausted his
requirements under law. However, a number of criticisms can be raised against this
argument. In his commentary to the additional protocols, Bothe states: “The obligation to
do everything feasible to verify that the target of attack are military objectives, as
prescribed in subpara. 2(a)(i), involves a continuing obligation to assign a high priority to the
collection, collation, evaluation and dissemination of timely target intelligence.”®> (emphasis
added) The duty to cancel or suspend an attack is held to be customary, and is clearly stated
in the San Remo manual such that: “An attack must be cancelled or suspended if it becomes
apparent that the target is not a fighter or military objective...”®
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Turn to Anachronism’ (5 December 2016) Blog of the European Journal of International Law
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The obligation to cancel or suspend an attack can lie with any personnel who have the
ability to do so0.%” The evidence of the continuing temporal scope of the precautionary
principle was demonstrated during the 1999 NATO air campaign over Kosovo. The
International Criminal Tribunal for the former Yugoslavia (ICTY) approach is exemplified by
the attack on a convoy at Djakovica on 14 April 1999. The parallels that can be drawn
between the details of this attack some ten years earlier and the Kunduz incident are quite
striking. In 1999, pilots carrying out the attack on the convoy became concerned that the
situation did not conform to previously encountered convoys. As such, a slower A-10 aircraft
was dispatched to gather more intelligence and further attacks were suspended. Following
the reports that the convoy contained both military and civilian vehicles all attacks were
cancelled.®® Thus, both incidents concern air to ground targeting and confused intelligence
potentially leading to an impression of military objectives rather than civilians.

It is important to note that the Final Report to the Prosecutor concludes that it was their
opinion that, whilst the pilots may have benefited from more information, “neither the
aircrew nor their commanders displayed the degree of recklessness in failing to take
precautionary measures which would sustain criminal charges. The Committee also noted
that the attack was suspended as soon as the presence of civilians in the convoy was
suspected.”® A point to note here was that during the Djakovica air strike it was not the
commanders but the aircrew who initially questioned the status of the convoy and ceased
strikes until further information was available. This is significant in that it could, potentially,
suggest that the USAF F15 fighter pilots over Kunduz should have further questioned their
attack. It is noted that they were concerned about the target and the pilots repeatedly
requested permission to carry out a ‘show of force’;° this was declined and they were told
to “hide.”®! The redacted cockpit transcript clearly demonstrates the concerns of the two
pilots. It details the second pilot talking to the first, saying, “... something doesn’t feel right
but | can’t put my thumb on it...”%2 The pilots having had their requests for a show of force
declined accepted that: “...the JTAC said imminent threat from what you told me. | would
dig a little more but basically he might have some more information...”?3 Thus, accepting the
command they carried out the strikes.

It is accepted practice that a JTAC has the best level of intelligence available, there is an
assumption that the information held by them will be the most reliable given their proximity
to the ground based activity.?* Therefore, it follows that the pilots would believe that the
JTAC had information unavailable to them. Furthermore, it is established that the imagery
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available to them within their cockpits was of an insufficient quality to ascertain whether
the individuals were combatants or civilians.®> Given that observations of proportionality are
aligned to the overall military advantage,®® the pilots would not have been in a position to
make a decision of this nature. Although they also held the duty to take all ‘feasible
precautions’ it is my contention that they acted upon their doubts and raised them to the
JTAC and as such, having had them alleviated, continued with the attack.

That the Final Report to the Prosecutor following the Djakovica incident did not press for
criminal investigations is perhaps not surprising. It should be noted though that the Final
Report has been criticised precisely due to the conflation of state liability and individual
criminal responsibility.%” Benvenuti reflects that the Report “... does not explain the reason
why, in addition to state responsibility ... a parallel criminal responsibility does not arise for
the individual persons acting wrongfully.”°® However, the standard frequently referred to is
not that of simple mistake, but the act must have been “committed with intent and
knowledge.”®® The International Criminal Court has furthered this and requires knowledge
such that a “... person means to cause that consequence or is aware that it will occur in the
ordinary course of events.”100

As the responsible commander, Klein was required to ensure that ‘everything feasible’ had
been done to verify that the objective was a military one;'°! he had to take ‘constant care’
to protect civilians;!°? and he was required to ‘cancel or suspend’ the attack if civilian
casualties were likely to be ‘excessive’ relative to the ‘concrete and direct’ military
advantage anticipated.1® This tri-fold of obligations relates directly to the intelligence that
he could obtain, and the intelligence that those involved in the attack had; the intelligence
standard. As such, it is concluded that Klein’s obligations under IHL did not end at the point
he determined there were no civilians on the sandbank. He was required to continue to
carry out these ‘feasible precautions’ throughout the attack. Thus, the reasoning of the
German court can be called into question with their dismissal of the later obligations.

Nevertheless, the situation as presented does not indicate that Klein was aware of civilians
at any point. Moreover, there is no indication from the footage of the F-15 fighters, nor
from the human source, that intelligence became available during the attack that there
were civilians in the vicinity of the sandbank. Therefore, although the duty to ‘cancel or
suspend’ the attack remained, it is likely that it had no real consequences in this case. The
main concern with the German court developing this line of argument is for continuing
demonstration of state practice. This case is already cited by the ICRC; demonstrating
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Germany’s understanding of ‘feasible precautions’.’* This in turn could lead to a differential
in the development of custom in NIAC. It is my contention that this understanding would
not be deemed to be in accordance with the fundamental principles of proportionality and
distinction, and thus would constitute an invalid argument. However, this type of
misinterpretation can easily lead to confusion within operational situations and thus alter
the law de facto.

Therefore, it is significant to understand if the criticisms of the civilian casualty numbers are
justified and if there a breach of IHL, potentially constituting a war crime.10 Significantly,
was there a sufficiency of intelligence for Klein to base his decision upon to launch the
attack in the first instance. In order to understand these queries, it is crucial to establish
how much intelligence, or information, is required and therein lies the heart of the issue.

Precautionary Principle

In order to fulfil the requirements of the precautionary principle, it is important to
understand the limits and boundaries of this standard. The standard is viewed as a
subjective one “in the sense that in judging the commander’s actions one must look at the
situation as he saw it and in the light of the information that was available to him.”1% A
recent US Commander’s Handbook affirms their understanding stating: “[i]n planning and
conducting attacks, combatants must take feasible precautions to reduce the risk of
incidental harm. What precautions are feasible depends greatly on the context, including
operational considerations.”!%” These statements thus confirm the requirement for
assessments to be made based on the information that was available at the time, rather
than based on hindsight. The Danish Military Manual follows the same approach and
affirms, “[i]n the assessment of what can be considered to be reasonable in such a situation,
factors such as time, intelligence resources, and protection of one’s own troops are
included.”1% Therefore, the amount of information that is required is based upon what is
practically possible for a commander to obtain at the time, with Schmitt explaining that:
“Decisional factors might include such matters as the time necessary to gather and process
the additional information, the extent to which it would clarify any uncertainty, competing
demands on the ISR [intelligence, surveillance, reconnaissance] system in question, and risk
to it and its operators.”1%° Quéguiner concurs, furthering that there is no obligation of result,
only that the commander must, in cases of doubt, seek further information.**° This
understanding is particularly significant for the development of an intelligence requirement
under IHL, as it provides the caveat that any analysis should consider the information
available at the time to the reasonable commander.
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However, whilst the precautionary principle is not absolute, it is held that: “A military
commander must set up an effective intelligence gathering system to collect and evaluate
information concerning potential targets. The commander must also direct his forces to use
available technical means to properly identify targets during operations.”*! If a commander
is unable to access sufficient information to provide for subjective certainty and doubt
remains then, to remain lawful, he must refrain from attack.''? | would argue that the
standard of intelligence required remains contextual, and so any doubt should also be
framed in this manner.

In Kunduz Klein was required to do ‘everything feasible’ to establish whether there were
civilians present.!'3 As stated, Klein had three different sources of information, albeit the
images from the F-15E fighters could be said to provide little value in establishing whether
the people were civilians or insurgents. The initial source, the B1-B bomber, indicated that
the individuals were carrying weapons, and the human source said that the individuals
‘were all involved'. It is not clear if there were other sources of information available to
Klein, but certainly these were the only sources that were indicated in the journalistic
articles, and referenced by the Bundesgerichtshof. Therefore, initial investigation should
focus on these areas before further reaching into the realms of what could also have been
available to him.

The human source appears to be the most contested; on quality, reliability and sufficiency.
The German reports, state that Klein “made the order at least seven times that the human
source should be contacted in order to verify whether the situation remain unchanged.”1*
The frequency of this was highlighted within the case to question Klein’s belief that there
were no civilians present; however it was argued he was simply trying to gain all the
information available. In contrast to this, Grigo claims that the human intelligence “should
have made him think twice: according to McChrystal’s report, the man called every 15 to 20
minutes, hinting at the Taliban stealing gasoline.”'> There is no indication that the
informant at any point told Klein that any civilians were involved. Nonetheless, reports
indicate that the informant did not speak English and so the direct contact was with an
interpreter. The reliability of the information received from this source has been criticised
based on the terms used to discuss the individuals on the sandbank. It is claimed that the
use of the word ‘insurgent’ could be misleading and that, in fact, the translator merely
stated that the individuals were ‘all involved’.11®

It should be noted that English would not be Klein’s native tongue and as such the nuances
of language could be significantly lost in these communications. Nonetheless, the use of
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local sources is common in Afghanistan!!” and consequently the simple dismissal of this

intelligence purely on this basis is somewhat disingenuous. It seems clear that the phrase
‘all involved’ could easily be interpreted to mean that the people were all involved in taking
the fuel, rather than anything more sinister.

Finally, and most significantly, the reliance on the human source was criticised by the NATO
report for being a sole source of intelligence.’*® However, there is no requirement under law
that states the quantity or quality of intelligence that has to be obtained prior to launching
an attack. As Dinstein states: “Palpably, no absolute certainty can be guaranteed in the
process of ascertaining the military character of an objective selected for attack, but there is
an obligation of due diligence and acting in good faith.”!'® Quéguiner concurs, agreeing that
there is no obligation of result, only that the commander must, in cases of doubt, seek
further information.'?° Therefore, based on the information available, Klein had established
through two sources that there were no civilians indicated on the sandbank. It can be
argued that he had, at this point, met the intelligence standard as required under IHL.

Other Intelligence Sources

Upon this straightforward application of IHL, Klein could be said to have fulfilled the
requirements of the precautionary principle, and so, in concurrence with the
Bundesgerichtshof, there was no breach of IHL for individual criminal liability. However, a
more nuanced approach could imply that Klein was required to gain more information than
the single human source he used. As Boothby asserts: “All of the circumstances pertaining at
the time must be considered in order to determine what precautions are feasible. The
important point is that the taking of verification precautions should be considered, and a
positive decision should be made as to their feasibility...”*2* Therefore, it could be
questioned what further information may have been available to Klein in the circumstances
at the time and whether he had made a ‘positive decision’ to exclude further investigation.
Given the broad range of intelligence assets at the disposal of the US-led coalition it would
be reasonable to hope that more than one human source and the poor footage of F15
fighters could be deployed.

In work focusing on Network Enabled Operations Topolski argues that Klein operated in a
binary manner, “visible from his [Klein’s] choices to limit intelligence to his J3 [informant];
not to request further validation from other partners in the network-enabled operation; to
consider the Americans at the command centre as unsupportive; and choosing to falsify
information rather than be open and allow for deliberation.”*?? Given the timescales in
which Klein was operating, it would be difficult to argue that these tankers posed an
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‘imminent threat’, particularly as he had them under surveillance and could react should
they move from the sandbank. It is established that there were seven hours in which Klein
could have sought further information from either NGOs or troops on the ground. Further, it
is reported that Klein was in command of a task force consisting of members of the
Kommando Spezialkrdfte (German Special Forces).??® What role these Special Forces played
in the attack remains classified but it could indicate that Klein had more resources available
than the one human source may indicate.

It is also possible that more assistance could have come from the air. The cockpit transcript
of the F15 fighters indicates that during this short period they also encountered an A-10
shortly before they arrived at the target area. This was the same kind of aircraft used to
evaluate targets in the Djakovica convoy incident in 1999 and so one wonders if this could
have been employed. In addition to this, not long after the F15 fighters released the bombs,
they were in communication with an ISR platform. They provided information to this
platform that responded with: “... we’re not here in support of a [Troops in Contact] (TIC),
we’re just looking to deconflict airspace with you... if you do need us for some help we’ll see
if we can get retasked to you.”'?* These platforms have far more sophisticated equipment
for surveillance and reconnaissance and would have been able to provide greater
intelligence detail prior to a strike. That Klein never requested such is concerning. Based on
the premise that Klein is obliged to undertake all practicable steps to verify the nature of the
objects that are to be targeted, it would follow that he should have used all of the
information sources available to him. It is perfectly reasonable to expect that these
resources may not have been available to him; however, | would contend he was under a
duty to, at least, request such assistance. In consideration of the time scales and intensity of
the battlespace it would seem that, in the circumstances facing Klein on 3 September 2009,
he had sufficient time and space to make the request and await a response.

It could be argued that Klein was never under the impression that there would be zero
civilian casualties from the strike as he was aware that one of the original drivers of the
tankers was still with them. IHL is established to balance in favour of the civilian in cases of
doubt and should then be considered as civilian.'?® Therefore, if Klein, or any other
individual, was in any doubt at all about the status of the people on the sandbank then he
should presume they were civilians until such point as he could be reasonably certain that
they were targetable. In this case the pilots asked the same question and the response from
the base was: “... if the driver’s still alive down there he’s willing to sacrifice that.”1%® It is
likely, that given the overall military advantage offered by the destruction of the tankers,
the collateral damage of one individual would be considered proportionate.

Rules other than law

123 /KSK unterstiitzte Oberst Klein in der Bombennacht’ (10 December 2009) Spiegel Online
http://www.spiegel.de/politik/ausland/eliteeinheit-in-kunduz-ksk-unterstuetzte-oberst-klein-in-der-
bombennacht-a-666249.html accessed 10 April 2018

124 Cockpit transcript (n 95) 21:38:05

125 AP| Art. 50(1)

126 Cockpit transcript (n 95) 21:01:30

18



The NATO report, albeit classified, is critical of Klein’s actions in this incident and this
perhaps gives us the greatest clue that something is amiss within the understanding and
application of the precautionary principle. That IHL does not require absolute certainty is
well-established, therefore it is important to establish the basis on which NATO reached
their conclusion. Without access to the document one can only use the information that has
been leaked, and in this we find an indication of the expectations of NATO. It is stated that:
“it was not clear what ROE was applied during the airstrike”*?” and a lack of understanding
led to “actions and decisions inconsistent with ISAF procedures and directives.”1®
Therefore, it appears that NATO are basing their criticism on other sources of instruction
rather than the pure basis of IHL.

The ROE and Directives referred to here are the methods by which IHL is transcribed and
operated upon by military personnel; they are not a direct translation of that law. The UK
Army Field Manual defines them as: “commanders’ directives - in other words policy and
guidance - sitting within the legal framework rather than law themselves.”?° Therefore, it
would be incorrect to assume that any breach of ROE and/or Tactical Directives would
automatically lead to activity that is considered unlawful. ROE are developed from IHL but
are also derived from national policy and operational requirements.39 Furthermore, in the
Kunduz case, von Heinegg states: “ROE are especially restrictive insofar as they do not allow
armed forces to make use of the entire spectrum of measures that are lawful under IHL.”*3!
The restriction placed on forces by ROE has, however, at times been overinflated by the
popular media®3? and it is interesting to note that Sandvik blames the introduction of too
permissive ROE for the failings at Kunduz.133

Sandvik's criticism of the new ROE of July 2009 as being too permissive is in direct conflict
with the other sources listed here. In fact, it is widely asserted that the ROE (and the
accompanying Tactical Directives) established in early July 2009 were actually more
restrictive than previously used. Muhammedally reports that: "... some subordinate-level US
commanders were critical of the 2009 directive, interpreting it as more restrictive than was
required."*3* Furthermore, he continues that some of the troops and commanders were
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concerned that it was compromising their right to self-defence.’*> Without access to the
ROE it is not possible to accurately determine the facts but this problem is one that Sandvik
is likely to have also faced. Irrespective then of whether or not personal perceptions have
played a part, it is the case that ROE can never be less restrictive than the law on which
they're based.!3¢

Perhaps though the relationship between ROE and IHL is more intricate than initially
observed. Rowe maintains that: “As a form of military order, which the soldier is required to
obey, their legal status cannot be independent of, or supplant, national or international law
binding in or on the state concerned.”!3” The legal status of ROE is clearly not intended to
bind the state, as is demonstrated by R v Clegg: “...it is not suggested that the yellow card!3®
has any legal force.”*3° The position in Canada and Australia is similar but it should be noted
that in 1996 it was accepted that ROE could form a basis of military duty and as such could
lead to a breach of that duty.!#° Thus, ROE are not intended to form binding law and nor are
they intended to demonstrate state practice for the purposes of developing customary law.

Despite the reluctance of states to recognise any legal obligations created as a result of ROE,
the role they play should not be underestimated. It is the method by which conflict is
conducted and as such will continue to play a role in how IHL is interpreted. An example of
this is shown by Bothe who discusses the detail that ROE should develop for IHL. In
commentary on the adoption of API Art 50, discussing the loss of the phrase: “immediate
vicinity of military objectives” from the draft provisions, Bothe reflects that: “This action
indicates a recognition that it is not possible to regulate all of the infinite variables which
may affect military operations... These matters should be regulated in detail by the ROE and
technical instructions issued by the Parties.”*%! Thus, if ROE are expected to provide the
depth and detail to the provisions established by IHL it indicates that this relationship is
more symbiotic than perhaps is initially expected. However, this relationship remains driven
by the dictates of IHL which must always guide ROE.

The primary issue with ROE as a basis for state practice is the fact that the majority of them
are secret, for operational reasons. The UK policy on this is quite clear: “we do not comment
on the detail of ROE and it would not be appropriate to comment on the national caveats
that may have been imposed by other nations.”**? Again the Commonwealth states of the
UK, Canada and Australia have very similar approaches to the publication of ROE. On the
other hand, the United States do occasionally publish ROE whilst retaining classified details
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of operational planning but this is frequently only following the conclusion of the operation
to which the ROE relate.

Rowe argues that ROE should be more widely published. Whilst conceding that there are
operational details that should remain classified for mission security and success, he states
that the publication of ROE “would tell an enemy nothing about the legal obligations ...
although he may be pleasantly surprised to note that the US also accepts at least one rule of
customary international law in these ROE.”**3 This increased transparency would also aid
legal evaluation of intended state practice and provide more detail for cases such as the
Kunduz incident of 2009. Any development of customary law derives from state practice
and, much like the US adoption of API principles, can be seen in its infancy through military
operations.

The Classified NATO Report

Therefore, returning to the NATO report, it could provide the final piece of the puzzle to the
events of 3 September 2009 but, as previously stated, this report remains classified. In order
to establish whether the precautionary standard has developed and expectations are now
exceeding that which were previously established, it would be valuable to understand this
report. The report levels criticism about a failure to clearly follow ROE and the Tactical
Directives in place, and further concludes that the “intelligence summaries and specific
intelligence provided by HUMINT (human intelligence) did not identify a specific threat to
the camp in Kunduz that night.”44

The nature of a specific threat was significant for NATO as it could indicate that the attack
was not carried out in accordance with the Tactical Directives put in place by General
McChrystal in July 2009. It applied to both ISAF and USFOR-A (United States Forces —
Afghanistan), altering their approach to targeting by giving a primary focus on reducing
civilian casualties and avoiding alienation of the local population. In part the Tactical
Directives remained classified for operational security reasons but the de-classified version
demonstrates the approach to close air support that is significant for the incident under
discussion. It states that commanders should limit the use of approaches such as close air
support and they “must weigh the gain of using CAS (close air support) against the cost of
civilian casualties...”'* Further, it states that: “The use of air-to-ground munitions and
indirect fires against residential compounds is only authorized under very limited and
prescribed conditions.”**® The relevant conditions though are not included in the
declassified version of the Tactical Directives. Therefore, the unclassified provisions made by
the Tactical Directives do not appear to place any heavier a burden on the forces operating
in Afghanistan than IHL had already placed on them at this point. The significant aspect of it
appears to be a restatement of the importance of maintaining a ‘hearts and minds’
approach to battling the insurgency in Afghanistan at the time. The requirement to weigh
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civilian casualties is already provided for in the principle of proportionality and the
statement that residential compounds not be targeted would follow the principle of
distinction. As such, it is hard to argue that Klein had breached these rules, at least at the
unclassified level.

However, given the specifics of the Tactical Directives are not detailed, and a reading of this
only outlines well established principles of IHL, it is once again only possible to infer from
commentary their significance. In this case, the impression would be that there was a
requirement to have troops in contact, endangered or facing imminent threat, prior to close
air support being approved. Reuters reported that: “Under orders he [General McChrystal]
issued in July, aircraft are not supposed to fire unless they are sure there is no chance
civilians can be hurt or are responding to an immediate threat.”**’ (emphasis added) This
standard is beyond that required by IHL and more akin to an international human rights
approach to use of force. This prioritises life and requires that: “Persons posing a threat
must be captured rather than killed, unless it is necessary to protect persons against the
imminent threat of death or serious injury...”**® Thus, Klein’s actions in launching the attack
could be questioned on the basis that he had not established beyond doubt that there was
no chance that civilians could be hurt. That is a higher standard than IHL requires, but for
NATO their concern is likely broader than purely legal liability. Nevertheless, without access
to the report it becomes difficult to clarify the real issues found by NATO and appreciate
their rationale. Therefore, fully understanding the precautionary principle as NATO
presumes it to be, and how it is approached by states involved in modern warfare, is mired
in secrecy.

Conclusion

That a significant number of civilians were injured or lost their lives as a direct result of
Colonel Klein’s decision on that day in September 2009 is without doubt. | have argued that
in the seven-hour window available to Klein he could have done more to clarify the status of
the individuals on the sandbank. Although a single source of HUMINT is not in obvious
contradiction to IHL, given the increasing availability of technology and resources in modern
warfare, as well as the timeframe in which this happened, it seems reasonable to expect an
‘everything feasible’ standard would have demanded more. That the transcripts indicated
other more sophisticated platforms were in the vicinity and potentially able to assist is
critical evidence. It is arguable that the restrictive ROE present at the time presented Klein
with a dilemma as to gaining further information and the F15 fighters that were despatched
to him provided no advantage in terms of intelligence. Further, the constantly shifting
dimensions of ROE and limited provision for intelligence standards had further complicated
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his decision-making process, causing distrust and a lack of openness cross-allies. This was
evident from the concerns shown by the two pilots and the critique levelled by NATO.

It is my contention that Klein failed to carry out ‘everything feasible’ to assess the situation
and as such acted unlawfully. The apparent disregard for the opinions of the pilots and lack
of further requests for support from headquarters indicates that, irrespective of the result,
he did not carry out what would be expected from a ‘reasonable war-fighter’. The great
tragedy of this, aside from the civilian casualties, is that the Bundesgerichsthof, when
presented with an opportunity to clarify the law, have avoided this in favour of viewing the
standards individually, thereby creating further confusion. | believe that they overlooked
some crucial aspects of this incident in their judgment: most notably the legal requirement
to maintain constant awareness of proportionality and the obligation to cancel or suspend
attacks where necessary. There is also a failure to address what role the individuals were
playing on the sandbank and whether Klein had made a ‘positive decision’ to exclude any
further investigations. Moreover, they have not clearly assessed what actions Klein could
have taken to gain better intelligence given the timeframe he had available.

Aside from the issues this has presented for the specific case the implications are far
broader. The development of the precautionary principle under modern warfare is likely to
be conducted through incremental change. The lack of transparency restricts external
analysis potentially creating divergence and further undermining clarity that would aid in
legal development. The symbiotic relationship of ROE and other policy directives with the
development of custom needs further investigation, specifically in the area of precautions
that have been significantly altered by technological innovation.
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