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Abstract 

The automotive industry is undergoing probably the most far-reaching changes that have ever 

affected it. The outward manifestations of change are the emergence of the “connected” vehicle 

as the norm rather than the province of the up-market cars competing on the presence of 

innovative ICT-driven features, the race to develop fully autonomous vehicles (AVs) and the 

switch to more environmentally sustainable alternative fuel vehicles. The main enabler of these 

fundamental developments is technological change. But technology is also a driver of change, 

this is nowhere more obvious than in the application of ICTs in the transport arena. But 

technological changes of this magnitude also lead to changes in industry structure, a shift in 

the basis of competition from features and performance to functionalities, and a growing 

reliance on knowledge that is new to the traditional industry. This paper addresses one aspect 

of this milieu of developments, that is the emergence of cybersecurity threats to the modern 

highly-computerised vehicle. Countering such problems requires a high degree of knowledge 

sharing in the industry and particularly between car manufacturers and their supply networks. 

This article collects, synthesises and analyses some primary evidence from cybersecurity 

experts in the industry. The overall conclusion reached is that, in the view of auto-cybersecurity 

specialists, the level of knowledge-sharing is inadequate. The article presents a number of 

potential explanations for this phenomenon; the common feature of these explanations is the 

existence of significant tensions and lack of trust in the knowledge environment. 

Key words: Cybersecurity, Knowledge-sharing, Auto industry, Supply networks, Trust 
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1. Introduction 

The automotive industry is experiencing its greatest period of change since the introduction of 

mass production in the early part of the 20th. Century. The industry is simultaneously 

embracing the drive to create fully autonomous vehicles (AVs) and “connected” cars, a shift 

to more environmentally acceptable propulsion systems, including electric vehicles (EVs), and 

the much-anticipated change in culture from motoring based on private vehicle ownership 

towards mobility as a service (MaaS). 

The term “connected vehicle” refers to one equipped with internet access, a wireless local area 

network, and built in capabilities that allow it to share digital information with other connected 

vehicles, physical devices, transport infrastructure, drivers and passengers. Increasing 

connectedness in cars is inter-twined with achieving higher levels of autonomy and ultimately 

a “driverless” car. The direction of causality in these developments is not important here, the 

cybersecurity consequences of increased dependence on, and exposure to, computer systems 

will be the same. Estimates of the likely number of connected vehicles abound, but one in five 

will have some sort of wireless connection by 2020, that is a quarter of a billion vehicles. The 

value of the 2021 connected vehicle market is estimated at €122bn (Allied Market Research 

2018). The share of costs of electronics in the connected car value chain has risen from one-

third now and is estimated to reach 50% by 2030 (Wagner 2019). 

Industry estimates of the extent of computerisation in connected cars vary widely; but up to 

150 embedded electronic control units (ECUs) and 300 million lines of code are no longer 

fanciful (Deichmann et al. 2019), making the vehicle highly dependent on numerous complex 

software systems and their seamless integration. Connected cars have become complex, 

pervasive and ubiquitous nodes on the Internet-of-Things (IoT). Whilst connected vehicles 

have the potential to deliver a wide range of benefits, particularly in the domain of safety and 

security, reducing harmful environmental impacts and extending the range of services available 

to users, these developments are not unambiguously beneficial. In particular, the greater the 

exposure of vehicles to digital environments, the greater related cybersecurity threats become. 

This tension between vastly more sophisticated vehicle performance and ever-increasing 

vulnerability to cybersecurity breaches has yet to be resolved at all relevant levels, including 

the car itself, road and associated infrastructure, and the auto industry in all its parts. 
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This paper argues that the effects of rapid development of vehicle connectivity and the 

expanding data environment connected cars inhabit, has led to tensions which need to be 

addressed. However, the paper does not discuss the major systemic tension inherent in the 

development of modern vehicles, that between the increased functionality and safety afforded 

by widespread computer connectivity and the raft of new opportunities for cybercrime which 

technological change creates. This theme is extensively explored elsewhere (see, for example, 

Kennedy et al. 2019). The roots of these tensions lie, in part, in the rapidly increasing 

complexity of automotive industry supply networks, the embodiment of unfamiliar 

technologies in industry products and the greater share of electronics in industry value chains. 

Furthermore, connected cars are only one element of a rapidly diversifying automobility 

ecosystem and expanding cybersecurity environment. Understanding the dynamics of the 

developing relationships between industry exploiters, managers and users of data on actual and 

potential cybersecurity threats, is a vital precursor to developing collective strategies for 

countering them. But possession of specialised cybersecurity knowledge also creates 

opportunities to gain competitive advantage by keeping it secret from competitors. Tensions 

arise when organisations simultaneously share their knowledge in alliances with others and, on 

the other hand, protect it to enhance individual performance (Bogers 2011). 

The discourse and research on cybersecurity in the automotive industry has mainly 

concentrated on developing technical solutions and capabilities for the protection of assets, 

amelioration of organisational threats such as the need to protect core functions, and ensure 

business continuity, compliance with regulatory and legal policies and, to a much lesser extent, 

collaboration and cooperation strategies and processes (Craigen et al. 2014, Tisdale 2015). 

The theme of knowledge-sharing within the context of cybersecurity has remained in the 

relative shadows. The under-studied implications of growing cybersecurity threats for 

management and organisational structures, rather than technical issues per se, hold centre stage 

in this paper. As Pappas et al. (2018) demonstrate, the drive to design and implement 

sustainable and secure ways to profit from major changes in the data ecosystem presents major 

challenges for business leaders. 

Figure 1 captures the main themes of this paper. 
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Figure 1. Major themes 

2. Literature Review 

The main question addressed by this paper is 

How has auto industry responded to the cybersecurity knowledge management (KM) 

challenges posed by the development of ever more connected and autonomous vehicles? 

2.1 The automotive industry 

Modern vehicles have become pervasively connected. Internal connectivity is achieved 

through the use of electronic control units (ECUs) tasked with controlling and monitoring the 

internal vehicle network and its interconnected subsystems (Loukas 2015). Computer 

applications promote more informed manufacturing processes, the creation of new business 

models (Liu et al. 2012), reduced costs and risks (Leminen et al. 2012), enables real time data 

collection, and the integration of rapidly increasing numbers of software-based applications 

and improved product performance. The spread of the Internet of Things (IoT) in design, 

development and production processes has resulted in improved product performance (Aris et 

al. 2015), but also a greater reliance on design, engineering, production, and component out-

sourcing which, in turn, is predicated on building trust with suppliers through greater 

knowledge-sharing. 
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2.2 Cybersecurity 

Cybersecurity is a broadly used term, whose definitions are highly variable, context-bound, 

often subjective, and at times, uninformative. There is a substantial literature on what the term 

“cybersecurity” means and how it is situated within various contexts. Cybersecurity within a 

business or organisation is commonly protection focused on proprietary information, 

maintaining the integrity of databases, ensuring timely access to systems and information by 

authorised users, and preventing unauthorised access and damage to systems and their 

components. It aims to make an organisation more competitive and successful in a safe and 

secure environment. This involves strategies that enhance confidence with shareholders, 

customers and stakeholders, through to preventing damage to the business brand, actual losses 

and business disruptions. 

In the context of this paper, cybersecurity is understood as: 

the protection of vehicular electronic systems, communication networks, control algorithms, 

software, users, and underlying data from malicious attacks, damage, unauthorized access, or 

manipulation (NHTSA 2017). 

Cybersecurity knowledge embraces both the component level and architectural knowledge 

used to protect connected vehicles, systems, sub-systems and embedded software. Component 

specific knowledge encapsulates the design concepts applied in component manufacturing 

processes; it includes design processes, component characteristics, manufacturing processes, 

security test results and functional and performance specifications which are applied within a 

specific component. Architectural knowledge includes architecture designs, design decisions, 

interface specifications, assumptions and parameters applied when integrating components into 

a system or sub-system. 

Designing and developing cyber-resilient components and systems for connected vehicles is 

beyond the capabilities of a single supplier or OEM. Studies in automotive component 

manufacture highlight the importance of detailed component specific knowledge in ensuring 

secure component integration (Erdem et al. 2015). Cooperation between OEMs and their 

suppliers in the form of cybersecurity knowledge-sharing is a vital aspect of component design, 

development and integration. 

Making vehicles is now based on integrating different components and technologies provided 

by a plethora of geographically dispersed suppliers. A component’s functional and 
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performance parameters are important in understanding whether it will comply with the 

expected overall performance of the vehicle, while architectural knowledge is important in 

providing a holistic view; architectural knowledge embraces how components will be 

integrated into vehicle modules, systems or sub-systems and in identifying potential cyber-

weaknesses in component manufacturing and integration processes. 

2.3 Knowledge-sharing 

Knowledge-creation and sharing influences organisational development and performance, and 

improves the ability of organisations to create solutions to problems. “Knowledge-sharing” 

embraces the ways in which knowledge may be shared between individuals, teams and 

organisations or combinations of them (Suppiah et al., 2011). It is important to understand 

where the boundaries of specific instances of knowledge-sharing lie; what knowledge is shared 

and with whom is a fundamental issue. The identification of “organisation” is particularly 

problematic; is it the individual firm, its supply network, R&D networks, the industry or some 

other grouping with common interests? Productive and valuable knowledge-sharing is built on 

three main pillars: voluntarism (Peng 2013), reciprocity and trust. 

Knowledge sources are fundamental building blocks in promoting creativity and innovation in 

organizations. Knowledge-sharing helps develop new platforms for the development and 

introduction of new products and services (Wang and Noe 2010). Improved component design 

and integration strategies which cross supply chain networks can only be achieved through 

collaboration and collective effort rather than competition. Organisational knowledge is a 

corporate asset and needs to be managed as such, and, as a consequence, knowledge-sharing 

should be developed as a core organisational capability. There are clearly potential benefits to 

some specific aspects of knowledge sharing. For example, cyber threat intelligence (CTI) 

sharing can benefit all players in an industry by growing the collective stock of experience and 

thereby providing some protection to individual industry members from the possibility of 

reputation loss resulting from an unidentified threat and consequent cybersecurity breach 

(Wagner et al. 2019). 

The automotive industry is, and has always been, a knowledge-sharing network (Schulze et al. 

2015, Loebbecke et al. 2016, Kotabe et al. 2017); shared knowledge is an important resource 

underlying product development capability. Studies of the Japanese auto industry, particularly 

Toyota (Filippini and Forza 2016, Rinehart et al. 2018), and of the Chinese auto industry (Jean 
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et al. 2014, Corredoira and McDermott 2014, Khan et al., 2015) provide recent case evidence. 

Knowledge-sharing practices in the European automotive industry were highlighted by 

Schulze and Brojerdi (2014) and Loebbecke et al. (2016). However, the main concern of 

research to date has been new product development (NPD) (Blome et al. 2014;); much less 

attention has been paid to supplier and component integration (Yeniyurt et al. 2014). 

This brief review suggests three broad industry developments which can potentially lead to 

tensions in the cybersecurity arena. The three areas are: 

 The new technologies, greater complexity and changing roles at all stages in the value 

chain contingent on producing connected vehicles  

 Greater use of component outsourcing, particularly in vehicle electronics 

 Inadequately formulated and applied cyber-component integration strategies 

These developments are not inclusive, others are also strong influences on the future direction 

of the industry. Nor are they exclusive to the automotive industry. There are lessons to be 

transferred between the auto industry and other domains, but this is a two-way process. The 

focus of this paper is firmly on the automotive industry and cybersecurity knowledge-sharing 

within it, but the challenges identified have clear resonance with those being encountered in 

other sectors. Whilst many industry players recognise the need to shift the balance of 

interactions away from protecting competitive advantage towards knowledge-sharing, one 

dimension of such change is that the search for improved cybersecurity creates tensions which 

are difficult to resolve. 

3. Methodology 

The empirical work which forms the major part of this study was based on an on-line survey 

of expert opinion. The survey results were themselves analysed and deepened via face-to-face 

semi-structured interviews with subject (automotive industry) cybersecurity experts. Using the 

two approaches provided elements of both methodological and data triangulation. However, the 

strength of the research in terms of its reliability, validity and credibility depends critically on 

the individual expertise of participants and their overall spread of knowledge in aggregate. 

The participant sampling approach described here is purposive and seeks to cover a wide range 

of experience, knowledge and contexts without, on the other hand, losing focus on the specific 
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issues raised by cybersecurity knowledge-sharing. Participants in the study needed to meet the 

following ex-ante criteria: 

 Be involved with connected vehicle development and manufacturing or connected 

vehicle component development and manufacturing 

 Be involved in automotive cybersecurity issues and/or knowledge transfer processes in 

the automotive industry 

 Their employer/organisation was involved in connected vehicle development research, 

and/or automotive cybersecurity research 

3.1 Identification of potential participants 

The identification of individuals who met these requirements and were willing to take part was 

a major practical issue. Four stages were adopted. Firstly, the researchers identified four global 

automotive companies, two OEMs and two major Tier 1 component suppliers, where contacts 

already known to the researchers through previous collaborative research were potentially 

readily available. 

OEM 1 is a multinational automotive company with a focus on designing and building 

connected vehicles. Staff involved with cybersecurity issues, system and vehicle integration 

projects, automotive software engineering, in-vehicle security, automotive infotainment and 

telematics, and information security were potential participants. 

OEM 2 has been involved in automated driving and intelligent driver assistance research since 

2000. Employees from OEM 2 with skills and experience in in-vehicle security and 

diagnostics, automotive software design and development, component and software 

integration, and vehicle information security were candidates for participation in the study. 

Supplier 1 manufactures connected automotive components prone to cyber-attacks such as 

ECUs, infotainment systems and vehicular telematics technology. Supplier 1 employs 

personnel with skill and experience in component integration, software integration, automotive 

software development and, software testing and validation. 

Supplier 2 develops innovative solutions and expertise in connected mobility through its 

expertise in sensor technology, sensor software, and services. Supplier 2 services leading 

OEMs in connected vehicle and autonomous vehicle development. 
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At the second stage key contacts within these companies were approached to confirm their 

interest in the research and to suggest others within their organisation who satisfied the criteria 

identified for participants. This generated a starting list of potential participants which was then 

“cleaned” to reduce overlaps where appropriate and ensure a broad a range of expertise. At the 

third stage the research team provided this starting list of potential participants with 

information on the aims and objectives of the project, the researchers, ethical standards applied 

in the research including confidentiality, anonymity and security of data gathered, and the use 

which would be made of the results. The final (fourth) stage was the seeking of written 

confirmation that participants would be willing to take part. This stage was completed at the 

outset of interviews and as part of the distribution process for online questionnaires. 

3.2 On-line questionnaires 

The study makes use of online semi-structured questionnaires to gather data. The choice of 

online questionnaires was driven by the geographic nature of the automotive supply-chain, the 

complexity of the phenomenon being studied and the practical (logistical) problems of 

conducting face-to-face interactions. 

The questionnaires asked about the participant’s job role, title, duties and the length of time 

they had been employed in their current role. Open-ended questions explored how aware the 

participant and their organisation were of cybersecurity threats, the cybersecurity vulnerability 

mitigation measures being employed, the resources made available to promote automotive 

cybersecurity knowledge-sharing and any approaches in use. A final section contained a mix 

of closed and open-ended questions on component integration strategies employed by their 

own employer and supply chain partners. The online questionnaire was designed and 

distributed using the application Qualtrics. 

Computer assisted qualitative data analysis (CAQDAS) was employed to code survey data 

collected via online questionnaires. CAQDAS enables the researcher to code and categorise 

collected data, as well as to organise and attribute meaning and relationships between codes 

(Gilbert et al. 2014, Silver & Lewins 2014). NVivo was used to code the survey data. NVivo 

is a powerful query tool that assists in organising and analysing non-numerical or unstructured 

data (Bazeley & Jackson 2013). 
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3.3 Face-to-face interviews 

The data collected from the online questionnaires was supplemented by face-to-face 

interviews. The interviewing timetable ran alongside the online survey and interview data was 

not intended to be an input to the questionnaire design process or provide a means of deepening 

the online survey evidence by pursuing issues raised in questionnaires. This parallel approach 

can be characterised as qualitative interactionism with the aim of capturing evidence based on 

authentic experience (Silverman 2015). 

The interviews lasted between 40-50 minutes and were all conducted at the interviewee’s place 

of work. Interviews were audio recorded with consent and transcribed. Transcriptions were 

checked by the research team. Content analysis is dependent on creating codes or labels that 

can be applied in order to develop data into meaningful categories to be analysed and 

interpreted. There are two broad approaches to the coding of data: a priori coding where codes 

are created beforehand from existing theory (Corbin et al. 2014) and emergent coding where 

codes are drawn from participant generated evidence. Both approaches were used in the study. 

Coding of the semi-structured face-to-face interview data was conducted manually rather than 

using a computerised coding process. Saldana (2015) supports manual coding in content 

analysis over computerised coding, arguing that it is more reliable and valid. Manual coding 

was also used given the relatively small number of cases and their diversity. Different 

terminology was used by different participants reflecting the global spread of the automotive 

industry and the ubiquity of cybersecurity challenges. One implication of this was that coding 

needed to be carried out by someone with their own expert knowledge of key cybersecurity 

issues. An initial list of potential a priori codes was developed inter alia from study of the 

sources identified in the literature review above. Emergent codes were a product of the 

iterations of the coding process itself. 

3.4 Results 

Data was collected during the period June to October 2018. Fifty-two experts from nine 

countries took part. Table 1 shows the distribution of participants by country and type of 

enterprise they belonged to. 
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Country OEM-1 OEM-2 Supplier-1 Supplier-2 Total 

Germany 3 2 2 1 8 

India 0 0 3 0 3 

Italy 2 1 2 1 6 

Korea 1 0 0 0 1 

Luxemburg 0 0 0 6 6 

South Africa 2 0 0 0 2 

Sweden 2 4 0 0 6 

UK 4 5 2 3 14 

USA 1 2 2 1 6 

Totals 15 14 11 12 52 

Table 1: Research participants by country and type of organisation 

In overall terms the most surprising result is the lack of awareness of cybersecurity knowledge-

sharing reported by participants. Participants were asked to state their level of awareness of 

cybersecurity knowledge-sharing initiatives involving their company. Table 2 provides the 

evidence. 

Locus of cybersecurity 

knowledge-sharing 

Aware Not aware Total 

Between their OEM and other 

OEMs 

11 18 29 

Between departments in their 

OEM 

18 11 29 

Between OEMs and their 

supply networks 

9 20 29 

With their OEM customers 3 20 23 

Between departments in their 

company 

5 18 23 

With their own suppliers 4 19 23 

Table 2: Awareness of cybersecurity knowledge-sharing activity 

The first three rows of the table summarise the combined responses of employees of OEM 1 

and OEM 2. Rows 4-6 show the aggregated summary results for Supplier 1 and Supplier 2. 

Respondents’ lack of awareness of cybersecurity knowledge-sharing initiatives and activities 
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reflects both absence of such activity and/or respondents’ lack of knowledge of activities where 

they do exist. Disaggregating the results by employer (OEM 1, Supplier 1 etc) did not reveal 

any noteworthy differences. 

Table 3 identifies the major issues identified by respondents. Figures in columns 2 and 3 are 

counts of the frequency with which each group stated an issue was a problem. For example, 

the first row of the table shows that asymmetry of relevant knowledge was mentioned 24 times 

by respondents from OEMs. By contrast the issue was not a major one according to suppliers. 

Figures are only shown if an issue count reached 10 or above across the 29 OEM respondents 

and eight for the 23 suppliers. Note that figures in cells do not equate to the total number of 

respondents in any category since an individual could identify as many or as few as they chose 

to. The figures shown are only indicative of relative importance of the different issues. In total 

OEM respondents identified twenty different issues, and suppliers fifteen. 
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Development Frequency: 

OEMs 

Frequency: 

Suppliers 

Issue 

Growing complexity 24 Most of the relevant knowledge lies with 

of supply networks suppliers. 

Component suppliers do not share 
18 component specific information. 

Information asymmetry between OEMs and 

suppliers. 

Changing 16 Skills shortages in cybersecurity issues. 

technologies of 

connected cars 9 Obsolete software - components or 

architectures whose functionality is not fully 

understood. There is a resistance to change 

10 familiar manufacturing processes. 

Coding standards, different coding methods, 

styles and languages create cybersecurity 

challenges. 

Competition 26 Main goal is to manufacture and sell 

vehicles; sharing cybersecurity knowledge 

with competitors is a major challenge. 

Nature of competition creates a lack of trust 

24 19 between stakeholders. Incentives to share 

cybersecurity knowledge are weak or 

negative. 

17 Cybersecurity solutions need time and 

money to develop and implement; currently 

there is too little investment in knowledge-

17 sharing. 

Emphasis on speed to market marginalises 

cybersecurity issues. There is a systemic 

underestimation of cybersecurity risks. 

Increased reliance on 

outsourcing 

21 Component design being outsourced to 

reduce development times resulting in 

reduced knowledge-sharing. 

23 Growing use of NDAs and Design Contracts 

12 which restrict cybersecurity knowledge-

sharing. 
15 

Differences in legislation and regulatory 
12 requirements between countries can restrict 

knowledge-sharing. 
16 

Differences in nationality, language, culture 
13 

etc create different perspectives and 

approaches. 

Challenges of out-sourcing discourage 

cybersecurity knowledge-sharing. 
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Component 

integration 

20 

17 

Over-reliance on suppliers for cyber-related 

solutions. 

Lack of a safe communication platform to 

discuss cybersecurity issues. Current 

strategies not designed to combat 

cybersecurity vulnerabilities. 

Table 3: Major cyber-security knowledge-sharing issues identified by respondents 

The evidence from the study emphasises a number of challenges that promote tension between 

the need for knowledge-sharing and the disincentives to revealing vulnerabilities and 

cybersecurity breaches. The nature and culture of competition in the industry is potentially the 

major hurdle to be overcome if cybersecurity knowledge-sharing is to play a significant 

positive role in the future development of AVs and connected cars. As a cybersecurity expert 

from a major systems integrator/supplier put the case: 

When it comes to cybersecurity knowledge-sharing, there is none ……because every player is 

trying to protect themselves in order to make sure that they will introduce into the market that 

trend or that highly innovative product before their competitors and at the end of the day 

everyone is trying to make money. (Cybersecurity expert, Supplier 2). 

OEMs and component suppliers compete both in maximising market share and innovation 

leadership. This creates an environment whereby cybersecurity and the sharing of 

cybersecurity-related information, practices and approaches are viewed as an obstacle that 

affects sales and hinders innovation. A senior manager from OEM 1 emphasised the role of 

speed to market as a competitive force: 

Cybersecurity sort of creates more problems in delays in getting the vehicles out there, and the 

senior managers, at the top are not interested in problems, they want to get vehicles out to 

market. Sell one million vehicles a year that’s all we interested in, anything else we will sort it 

out after. If an engineer identifies a flaw, and approaches management, they will be okay we 

will fix it, that’s a flaw, we will fix that, we will look into that. It then gets elevated up to pounds 

and dollars, then it’s yeah we’re not doing that. (Senior manager, OEM 1). 

The head of one of the major divisions at Supplier 2 underlined the issue: 

Due to the competitive nature of the industry, it’s a race to see who is going to bring the next 

innovative product to market, I remember the first man on the moon, l don’t know who the 
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second was, so we are in a very competitive industry, a very fast moving industry, and the only 

way to try and stay ahead is to keep your cards close to your chest. (Senior manager, Supplier 

2). 

The lack of trust is also a feature of relationships between suppliers. This is reflected in the 

increased use of non-disclosure agreements (NDA’s), and design contract agreements. A 

cybersecurity engineer from a systems integrator stated: 

There is no trust been us as suppliers, to the point that when we have meetings during a joint 

collaboration, the meetings are heavily restricted to the point where it is almost useless, no 

one wants to share anything that they think will give them an edge over the other suppliers. 

(Cybersecurity engineer, Supplier 2). 

The attitude towards cybersecurity protection in the automotive industry is that it delays 

production, increases development costs and does not increase the overall value of the product. 

“Value” is here being interpreted as the monetary value as measured by the market price of the 

car. Not only is it difficult to measure or explain cybersecurity and its benefits to customers it 

is also not normally possible to put a price on them or measure consumers’ willingness to pay 

for cybersecurity features. This has in turn created an environment whereby cybersecurity is 

viewed as less important compared to saleable features and, to a lesser extent, safety. This was 

noted by a head of cybersecurity: 

Because they have to get the vehicles out to market quick, and they have to compete with all 

their competitors and stuff like that, it has built a situation where security is taking a side door. 

It has taken fifteen years for the UK vehicle industry to consider safety properly. There is more 

of a safety culture now than there was, but there is no security culture. (Cybersecurity Lead, 

Supplier 2). 

Lack of trust and the highly competitive nature of the industry were not the only factors 

highlighted as sources of tension between the need for knowledge-sharing as a pre-requisite 

for effective action and the disincentives to reveal vulnerabilities and cybersecurity breaches. 

Participants argued that lack of knowledge and appropriately skilled personnel has resulted in 

a dearth of mechanisms to encourage and promote cybersecurity knowledge-sharing at all 

levels within and across the automotive spectrum. As a consequence, some OEMs have become 

over-reliant on component manufacturers to provide cybersecurity solutions and applications. 

Component suppliers, in a bid to remain relevant, have capitalised on this gap by retaining and 

guarding the relevant knowledge; a head of research at a major component supplier stated: 
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When we talk to OEMs, from the questions they ask, you can tell they do not know, they do not 

have the information if l may say. They need to go and get the knowledge so that they can ask 

the right questions. They need to find some time and resources to go and find details of each 

component to be able to discuss at the same technical level as us. (Head of Research, Supplier 

2). 

The tensions result from asymmetry of knowledge present were expressed by an OEM vehicle 

component integration manager: 

There is not a lot of sharing between vehicle manufacturers and component manufacturers 

because most OEMs do not have the technical knowledge. Suppliers have the knowledge, but 

they really don’t want to share the knowledge, I mean they just want OEMs to sign the contract, 

win their confidence and tell them that everything is fine. Some Germany suppliers are starting 

to be a little bit flexible, which is a good thing but the information they provide is very much 

limited to be useful. (Integration manager, OEM 2). 

The over-reliance on component suppliers by OEMs in the design and development of 

technology has created an environment whereby most of the knowledge resides with 

component suppliers and informed co-creation and debate between them is lacking. A senior 

manager from a major supplier pointed out the dangers to OEMs of knowledge asymmetry: 

The transfer of knowledge is too oriented around the suppliers and not so by the vehicle 

manufacturers. OEMs are too reliant on suppliers, for example OEM X are too reliant on 

component supplier Y. So, in the event that component supplier Y develops a component for 

OEM X that is not of high quality, OEM X are not big enough to go back to component supplier 

Y and dictate to them and say this is what we need, and these are the requirements, no. 

Company supplier X, will provide OEM X with a pre-defined solution because they (OEM X) 

cannot provide the information themselves. They are then forced to re-factor their architecture 

to accommodate the solution in, basically they might be creating holes in their security 

architecture by doing so. So basically, they get what they are given. (Senior manager, Supplier 

1). 

Software creates particular issues. A director of a major systems integrator explained: 

A component supplier might provide an OEM with a component, but they will not tell the OEM 

how they have designed and manufactured the component. It might seem like that is good for 

business, but it is really not a good situation from my perspective because l am thinking, well 
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there is software in there, for example the OEM knows it is there but they do not know anything 

about what it does, there is no understanding on what it does, which again is a threat according 

to threat analysis. (Research Director, Supplier 2). 

4. Discussion and implications 

The literature review identified three broad and interlinked trends which create tensions in the 

automotive cybersecurity domain. New forms of industry players are exerting a strong 

influence on the ability of the industry as a whole to anticipate, identify, counter and manage 

cybersecurity threats. These threats are not simply the product of crimanl and other mal-

intentioned activity, but are a product the changing structure of supply networks, including the 

rise of systems and integrators. Some of these roles have been taken on by existing Tier 1 

suppliers, others by major organisations with their roots in other domains, for example ICT 

companies, and yet others by new entrants. Of course, OEMs retain overall responsibility for 

the integrity of their products, including safety and security. This raises a number of questions 

as the evidence gathered from industry experts, summarised in Table 3, shows. 

According to the study’s participants, current component integration strategies are not designed 

to address cybersecurity vulnerabilities. When the few participants who demonstrated an 

awareness of integration strategies used by their organisations were asked whether those 

strategies addressed or provided relevant information and steps to cater for cybersecurity 

threats, they reported that those currently in use were designed and developed before the 

introduction and inclusion of the electronic control systems and software modules deployed in 

modern connected vehicles. Current integration strategies were developed before the 

ubiquitous implications of automotive cybersecurity threats were appreciated and, as a result, 

most component integration strategies are not cyber-resilient. 

The results in Table 3 also reveal an over-reliance by OEMs on suppliers to design and develop 

technical and technological solutions to automotive cybersecurity threats. This limited or 

constrained participation by OEMs in cyber-vulnerable component design and integration 

processes, coupled with NDAs and contractual agreements, has culminated in component 

suppliers being the gate-keepers of much of the cyber-related knowledge. This over-reliance 

on component suppliers is validated by the extremely low numbers of personnel employed in 

their OEMs’ cybersecurity departments. One major UK-based OEM only has a team of two 

individuals who have been recently recruited to manage their cybersecurity affairs, however 

there are plans to increase the team to forty. This low level of specialists was repeated in other 
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OEMs. By contrast two of the major systems integrators had much higher levels of specialist 

input. The UK arm of one major European supplier employed twenty cybersecurity experts 

with at least 20-30 years of experience between them. At the other end of the scale, one global 

player currently employs 128 automotive cybersecurity experts, with an additional 19,000 

personnel worldwide covering various automotive cybersecurity related work such as 

regulation and legislation of connected vehicles. 

In the view major suppliers, most OEMs do not have sufficient technical or specific knowledge 

of the cyber-vulnerable components they integrate into their product architectures. This lack of 

cybersecurity knowledge is one of the reasons why OEMs may ignore secure development 

practices in the design and development of connected vehicles. Additionally, some of the 

software code that exists in connected vehicles is obsolete, written in old software language 

versions that most current automotive system integrators are not familiar with; they are unable 

to determine its functionality or relevance. In addition, they may be unable to predict potential 

consequences if it were removed. 

The automotive industry has conventionally relied on, and encouraged knowledge-sharing. 

Prior to the introduction of electromechanical constructs in vehicles, OEMs relied on 

knowledge-sharing as a key element in developing and maintaining high involvement 

relationships with suppliers. Studies of the European, Chinese and Japanese auto industry 

provide evidence of the existence of knowledge-sharing practices and their major role in 

improving vehicle manufacturing. However, the introduction of technologies that permit 

vehicles to connect to and communicate with and across their internal and external 

environments has impacted on the automotive supply chain. A new breed of entrants has 

pushed vehicle manufacturers away from their traditional core technology base and rendered 

familiar knowledge-sharing approaches outdated. In particular, traditional knowledge-sharing 

mechanisms based on a tiered supply chain model have struggled to counter cybersecurity 

issues. As Bryans (2017) notes, the lack of economic incentives to share knowledge, and the 

lack of effectiveness of the information being shared, have promoted a lack of participation. 

Manufacturer intrusiveness reflects the level of detail an OEM employs in defining the design 

of an artefact. The level of intrusiveness influences the cybersecurity knowledge the OEM has 

about the component and leads to insights on how cybersecurity vulnerabilities may arise and 

what mitigation measures may be required to address any cybersecurity threat. However, 

globally dispersed component suppliers jealously guard cybersecurity knowledge despite 
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often having limited access to details of the vehicle architecture where their components will 

reside. 

A lack of trust between OEMs, between suppliers and between OEMs and suppliers is also 

evident. This lack of trust has seen the spread of Non-Disclosure Agreements (NDAs), 

Design Contracts and Confidentiality Agreement Contracts in joint projects and third-party 

contractors. This can be attributed to a number of factors, such as the competitive nature of 

the industry and the perceived need to protect Intellectual Property (IP) including design 

documents. The potential costs to OEMs of loss of reputation contingent on cybersecurity 

failings is also relevant and compounded by their lack of technical knowledge in regard to the 

components or cyber-solutions that they integrate into their products. In addition, top managers 

may view cybersecurity as a design requirement that delays vehicles to market, an after-thought 

that delays production and increases development costs. The automotive domain is far from 

static. Standards and practices are developing rapidly and the push towards more open models, 

institutions and behaviours is gathering pace. Hopefully these will enhance trust rather than 

hinder much needed change. 

Our study has, of course, major limitations. In particular a larger number of face-to-face 

interviews would have provided greater insight into the origin and consequences of 

cybersecurity knowledge gaps. However, detailed studies which focus on gathering 

qualitative data are, at best, rare. Previous research on the automotive industry has focused 

attention on the role of knowledge-sharing in new product development (NPD) (Lawson et 

al. 2015, Tuli and Shankar 2015) and little emphasis has been placed on component integration 

(Yeniyurt et al. 2014); this is an important gap to fill.   
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