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Executive Summary

This report outlines the result of exhaustive literature review of the best practices in citizen science
engagement, motivation and impact. Additionally, for part of this exploration, the authors followed the

seven specific questions from the CSI-COP project and spun off another three.

This way, the project team took into consideration a broader number of perspectives in their quest of

finding the most suitable engagement methods, specific to their project.

An important occurrence of this project, a turn that happened in the middle of the task that was set to
create this deliverable was the COVID-19 outbreak.

The CSI-COP project will investigate GDPR compliance to better understand how far we are being
tracked-by-default as we use the Internet visiting websites and apps on our mobile devices. CSI-COP
will engage citizen scientists to address the growing concerns in society around privacy issues, and the
methods that attempt to ensure integrity in the collection and use of data. Regardless of background, a
community of CSI-COP citizen scientists will be recruited from across Europe and beyond. A series
of free-to-attend workshops and a MOOC will be developed with training material to informally
educate about GDPR. CSI-COP’s community of citizen scientists will be a) fully trained to explore
cookies and apps for embedded trackers, b) supported throughout their research, CSI-COP citizen
scientists will investigate cookies on websites they normally visit, and apps on smart devices they use
daily, and c) encouraged to record and report to the CSI-COP consortium the number and types of
trackers they uncover in cookies and apps. CSI-COP’s well connected eleven partner consortia made
up of seven universities, one non-profit, two SMEs and one Association will promote and support the
citizen scientists as role models, with the university partners inviting them post-project as pro-privacy
champions. The unique findings on digital trackers uncovered by the citizen scientists will be
systematically mapped by CSI-COP consortium producing a taxonomy of trackers. The tracker
taxonomy will be used to create an online repository. The repository will be available as an open-access
knowledge resource on trackers embedded in cookies and apps. The knowledge resource will be a tool
useful for a variety of stakeholders including data protection researchers, GDPR compliance regulators,
tech journalists, software developers, parents, teachers, higher education curriculum developers, and

any organisation that provides computers for public use such as libraries.

This communication is part of a project that has received funding from the
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This deliverable reports on two main areas: ten relevant research questions for CSI-COP (as defined
in our project proposal) and on what we identified as the most suitable engagement practices for our

project.

In the section called ‘Summary of Answers to CSI-COP's Research Questions’, we are providing
answers to the research questions which will be guiding other areas of execution in our project. The
answers are concisely organized in Table 1. (Summary of key findings concerning citizen science
engagement) and further expended in Appendixes 1-10, towards the end of the document. Since the
aforementioned table is precisely writen to highlight in a streightforward way the answers, we will not

repreat them in this Executive Summary.

The section called ‘Identified Practices and Recommendations from Other Citizen Science Projects’
represents the other main area we report on. We identified 18 good practices to inspire and to be used
as guidelines by those that are creatinng and developing the volunteers engagement programe within
our project. From setting the goals of engagement, to overcoming social imbalances, engage with local
experts, deal with mass-media and going through gamification, Dark Patterns and GDPR requirements,

these best practices are all going to serve the other workinng packages of CSI-COP.

We are also are making available a number of visual representation about the sources of information

that we used in the execution of Task 2.1 within CSI-COP project.

Figure 1 illustrates a map of the spread of these sources. One of our aims was to explore less observed
texts and videos from around the world and by the same time to give the right importance to the world
recognized citizen science hub centres. It wasn’t easy, indeed. A massive concentration of citizen

science activities exists in USA, Germany, UK, Australia and a few other countries.

This communication is part of a project that has received funding from the
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Fig. 1 The spread of information sources for CSI-COP T2.1, around the world
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The spread of authors around the world (for the explored sources of information of Task 2.1/CSI-COP)
is illustrated in the next map (Figure 2). It shows a bit more diverse distribution and confirms a great
global interest that exists for citizen science activities.

This communication is part of a project that has received funding from the
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Fig. 2 The spread of authors for CSI-COP T2-1 sources, around the world
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In terms of recentness, over 63% of information sources that we used to form our understanding are
from the current year and the past five years. The information sources produced during the last decade
account for 79%. The next figure shows the complete overview about how recent the sources of our

citizen science studies are (Figure 3).

This communication is part of a project that has received funding from the
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Fig. 3 CSI-COP T2.1 Information sources per year
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We used various sources of information: journal articles, webpages, official reports, books (including
book chapters), professional blogs, conference proceedings, doctoral thesis and other sources of
reliable information. Indeed, the vast majority of what we studies are journal articles (just under 56%),
but we are able to confirm that citizen science activity is well communicated through webpages and
blogs, too (aggregate number of CSI-COP T2.1 source, 23.48%). There is a significant number of
official reports about citizen science research experiences (11,74% from what we studied). Bellow, we
represent a fuller picture in a bar chart.

This communication is part of a project that has received funding from the
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Fig. 4 The types of information sources used for CSI-COP T2.1
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Another interesting visualization of our Task 2.1 dataset reflects the level of collaboration that exists

in citizen science, measured through the number of authors for publication. This figure uses the

publications we studied for completing CSI-COP Task 2.1. Although it is obviously limited to our

selection of information sources, we believe this image is giving a general view about the

collaboration level that exist in citizen science projects.

Page 10
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Fig. 5 Citizen science collaborations viewed through publication output in information sources used
for CSI-COP T2.1
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Keywords:

citizen science, cookies, data collection, dark patterns, data protection, data protection laws, digital
divide, ePrivacy, GDPR, gender, geographical location, motivation, privacy, privacy-by-default,
privacy-by-design, socio-economic factors, tracking.
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The Requirements of Task 2.1 (T2.1)

The Description of T2.1 Requirements

The Task 2.1 of CSI-COP (T2.1) was set to conduct an exhaustive exploration of published articles to
find the most appropriate and relevant practices and efficient methods in citizen science engagement
that can be applied in the CSI-COP project. The research partners assigned to this task explored peer-
reviewed publications, citizen science funded project-deliverables, science in society reports, theses,
scientific publications, blogs as well as reports of governmental and non- governmental institutions.
The focus of this task will be to review existing citizen science projects and activities, incl.

identifying gender, socio-economic and geographical differences to uncover:

1.  Whether citizen scientists developed scientific skills and competences

2. If participation acted as a motivator leading to informal and formal science education of
young people and adults

Whether participation countered perceived anti-intellectual attitudes in society

Whether participation raised the scientific literacy of European citizens

Whether participation promotes social inclusion and employability

Best tools for citizen science reporting and interaction with researchers

N o g s~ w

Best platform for managing citizen science’s data collection

During the execution of this task, three additional areas of explorations have been proposed and

accepted:

8. Existing types of platforms used by citizen scientists and experiences with them
9. Challenges in management of collected data

10. Online support - requirements and experiences of citizen scientists
These questions are sometimes referred in this report as “the 7+3 questions”.

The outcome is this public report (D2.1) that has a particular importance for the Work Package 2 of

CSI-COP, in order to create an understanding about which are the effective tools for citizen science,

This communication is part of a project that has received funding from the
Page 12 European Union's Horizon 2020 research and innovation programme under grant agreement N°873169



CSI-COP

Citizen Scientists
Investigating Cookies
& App GDPR Compliance

the best practices in citizen science engagement, the motivation in producing new knowledge and

technologies and ultimately, for increasing scientific engagement.

Although this report might have a relevant significance to other citizen science projects and studies, it
Is important to highlight that the research behind this report, as well the report itself was particularly
designed and conducted to support the goals and activities of CSI-COP project. Thus, the answers,
the identified practices and the recommendations found in this report are having central the needs and

the aims of our project.

The findings gathered in this task will be leveraged in WP3 (recruit and training), WP4 (Citizen
Science Investigations), WP5 (Citizen scientists co-innovating a repository of digital trackers), and

WP6 (communication, dissemination and exploitation).

The CSI-COP Partners involved Task 2.1 which led to this report are: Immer Besser GmbH,
Coventry University, University Patras, Tilburg University, University of Oulu, Bar-llan University,
Czech Technical University in Prague, Universitat Autonoma de Barcelona.

Identified Challenges in Following the Requirements of T2.1

Specific to CSI-COP is the challenge of remaining true to the principle, practices and technologies of
no-tracking. This includes citizen scientists engagement in the CSI-COP project which impose strict
ethical practices. The hurdles we must negotiate in the CSI-COP project aim to ensure confidential
categorising of types of participants complying ourselves to the general data protection regulations
(GDPR) and other national data protection acts. Protecting the data of the community of CSI-COP
citizen scientists will be the utmost priority to ensure that no personal data (n.b. personally
identifiable data - PID) is collected. All personal data (age-range, sex, socio-economic, geographical)
of the citizen scientists will be kept anonymous, private and secure. This challenge and the decisions
we took in its regards led, among other things, to the decision of not developing or implementing an
app for the project or to employ extra cautions in using citizen science platforms (which should

present the option of no-tracking).

Other challenges have been pointed out in 'sister’ citizen science projects. For example, NEWSERA

citizen science project objective raises this point: "launching a citizen science project requires the

This communication is part of a project that has received funding from the
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creation of a complex ecosystem™ with the "participation of quadruple helix stakeholders” (2020).
And the CoAct citizen science project considers the challenge of ““... underexplored field of Citizen
Social Science responding to issues related to Mental Health Care, Youth Employment,

Environmental Justice” (2020).

Further challenges include finding the most appropriate citizen science engagement tool. CSI-COP
search for answers to the 7+3 specified questions confirmed that there can be no best tool nor best
platform fit for all - often we have identified several alternative answers. Each CS project is unique -
it sets its own goals; it defines its type of data to be collected and it specifies requirements on
knowledge and engagement of its participating citizen scientists. These characteristics have
significant impact on the properties of the tool and choice of the platform used by the specific CS
project. This report tries to review various solutions used by successful CS projects and to identify
(single out) good practices and recommendations from existing literature that proved to have positive
impact on engagement strategies for CS projects.

This communication is part of a project that has received funding from the
Page 14 European Union's Horizon 2020 research and innovation programme under grant agreement N°873169



CSI-COP

Citizen Scientists
Investigating Cookies
& App GDPR Compliance

The Methodology and the Implementation of Task 2.1

Core activities leading to producing this report have been divided into two consecutive

phases:

Phase 1. Distributed collection of relevant information resources.
Phase 2. Cooperative writing of the D2.1 text as a consensus report of all

partners.

The Phase 1 running in M1 and M2 of the project has been opened by the T2.1 leader who
described how the task team will work and interact for doing extensive explorations of
Citizen Science literature and various other relevant sources of information. During the first
web based meeting it was agreed that the exploration should not be limited to the peer-
reviewed literature, but it should pay attention to information provided by further alternative
sources of reliable information including but not limited to governmental and NGO reports,
reliable Citizen Science blogs, recorded webinars etc. In this phase, each partner institution
was expected to work on its own, not to specifically divide the workload per se, but to
improve the data gathering process by allowing a collaborative and creative workspace for

participating countries to represent their extracted data generated from the gathered resources.

In order to increase the diversity of the sources of information that we aimed to review, we
decided that the team members will search for themselves for finding the most relevant
knowledge for CSI-COP. The T2.1 leader remained available to recommend further readings
if that was needed. The T2.1 Partners were invited to gather their detailed explorations every
week to T2.1 leader in a provided pre-defined template (a bespoke tool named Explorer-T2.1)
in order to match with the project deliverables while researching for the relevant information

for the project.

Each partner that collaborated on the weekly exhaustive literature review studied various
citizen science project topics. In return and within 2-3 days, the participants obtained the
feedback from T2.1 Leader regarding the pitfalls and the possible improvements for further

explorations. Therefore, for each version of the explorations document, a note from the T2.1

This communication is part of a project that has received funding from the
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leader explaining how the methodology was applied was enclosed. That was particularly

helpful to consolidate the team while maintainig the methological track of our work.

Additionally, T2.1 leader collated the weekly highlights into collaborative documents to keep
track of the progress the team made by consistently investigating alternative and CSI-COP-
relevant citizen science concepts. Progressively, such effort aided the participants to come up
with their own stimulating novel ideas during the process, which were also recorded and
highlighted in the exploration document. Hence, such work aspect was additionally put on to
bounce collective ideas to refine diversity of the collected information. As a result, the T2.1
partners were able to make the best of their own efforts and knowledge and in the same time

the team cohesion substantially increased.

After 6 weeks of exploration all the findings provided by the task partners have been merged
into a single structured document named CSI-COP D2_1 Draft v.1 that was made available

to all task partners on the project shared space, as an input for the next phase.

The Phase 2 was dedicated to collaboratively editing of the CSI-COP D2.1 draft using the
project shared space complemented by several virtual meetings during which the team of
partners discussed the most relevant findings for the CSI COP project and the best ways for

presenting them.

In order to carry out systematic literature reviews on citizen science, during both phases the
T2.1 partners used extensive number of online databases including Google Scholar, Web of
Science, PubMed, IEEE Xplore, Science Direct, Directory of Open Access Journals (DOAJ),
as well as pre-print servers and repositories like Zenodo. Consecutively, the gathered
resources were sorted out by its content by analysing its title, abstract and keywords
information, duplications were solved and necessary elimination was conducted for the
information sources which were not eventually needed for the project. Furthermore, in order
to match with the project deliverables, concepts including CSI-COP research questions, such
as platforms, learning, motivations, best practices, data quality, online support and design
principles were separately investigated to enrich the content of the work ensuring this way

that the resources are analyzed at full potential.

This communication is part of a project that has received funding from the
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Finally, T2.1 partners looked for relevant articles in the references of the found papers and

those citing them, too.

As a result, we present in this report a list of references and a bibliography list. The list of
references reprezents a strict selection and it contains all information sources that we cited.
The bibliography list information sources that we read, watched or used in any further way
for informing us. The later had a formative influence on opinions of the team partners as they
were presented during the phase 2 discussions. Furthermore, the bibliography list has a great
potential for further readings, being useful either for the other CSI-COP tasks or for other

citizen science projects.

It is no doubt that the included bibliography consisting of over 200 hundred titles does not
cover the topic of Citizen Science exhaustively. On the other hand, it is rich enough to be
considered as a representative sample which can provide rough estimate of the extent to
which citizen science activities occur in different countries or help in identification of
possible local kindred partners who could support CSI-COP dissemination strategy. Data
extracted from the bibliography list have been analysed with intention to demonstrate the
spread of depth of our explorations, including geographical balances and the level of
collaboration (measured through authorship collaboration in publications) — the results appear

in the maps presented earlier (Figures 1 and 2).

Preparing input for the presented analysis proved to be rather demanding because nearly 10%
of the bibliography items had more than 10 co-authors (there was even an item with 37 co-
authors and another one with 73 co-authors). Limiting the analysis to just a given number of
the first authors would compromise the final results because for some disciplines the co-

authors are being presented in alphabetical order, hence we extended the work to all authors.

At the time this report is released, the dataset is stored on the project shared space. CSI-COP
is part of the Open Data Pilot on H2020. The data management plan (DMP) and the
subsequent actions regarding project’s data are due for release after the submission of this
report. Please check project’s website (www.csi-cop.eu) for more details about how the

dataset could be accessed.

This communication is part of a project that has received funding from the
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Summary of Answers to CSI-COP's Research Questions

The answers for each of the CSI-COP's research questions - addressed through exhaustive
search - highlights the best practises to engage, motivate and sustain the participation of
volunteer citizen scientists in a myriad of citizen science projects. An element of the most
successful methods is fostering learning by valuing the knowledge gained and recognising
citizen scientists' contribution to the advancement of science, including acknowledgement in
publications. This recognition can also be achieved through further public engagement like

involvement in science communication.

The comprehensive question-research can be found in the Appendices at the end of this
document. Each question's findings are detailed in Appendices 1-10. The wide findings are
fully supported by citations from referenced articles. The citations are listed in the Reference

section. In Table 1 we summarise the answers to each question.

This communication is part of a project that has received funding from the
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Table 1. Summary of key findings concerning citizen science engagement

Questions for Task 2.1

Do citizen scientists
develop scientific skills

and competencies?

Did participation act as a
motivator leading to
informal and formal
science education of young

people and adults?

Page 19

Summary of key findings from Exhaustive literature review

Participation in citizen science projects provides further learning opportunities for inquiring minds, with the
activities extending the learning experience. As an informal learning experience, citizen science is notable for
involving many of the procedures of formal science, including gathering data, testing hypotheses, and modeling
outcomes. Through engagement with professional scientists, citizen scientists gain a valuable opportunity to learn
and to generate new knowledge. The advantage for citizen scientists is to gain experiential learning or learning in

the context of given tasks. This further enhances knowledge acquisition in citizen scientists.

Read further in Appendix 1.

Volunteers participate in citizen science projects for many reasons, such as a willingness and a desire to contribute
to science, learn science, and for fun. Studies have shown that volunteers' motivation to participate includes a
number of factors such as values, altruism and concern for others, understanding, social, career, ego protective,

escape from negative feelings, and ego enhancement, personal growth and self-esteem.

Read further in Appendix 2.
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Did participation counter
perceived anti-intellectual

attitudes in society?

Did participation raise the
scientific literacy of

European citizens?
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Limited information is currently known regarding whether the participation by individuals in citizen science
projects countered any anti-intellectual attitudes in society. It could be the case that individuals and groups
motivated to take part in citizen science projects are those with an already high opinion of science and more open-
minded towards scientific experts. Citizen science projects include the aim to increase participants’ knowledge
about science and the scientific process. Participating in citizen science projects can go a long way to mitigating
negative attitudes to science, since the knowledge gained about the scientific topic can change the mindset about
what the processes are in involved in doing science following the 'scientific method'. Citizen scientists also learn
about the decision-making process, who makes the decisions, when, why and how to resolve issues around ethics
and how legal matters are addressed in the scientific method. Engagement can shape citizen scientists' approaches

toward science and the environment.

Read further in Appendix 3

Citizen science projects are organized with the aim to establish cooperation with general public in order to
accumulate information or extensive data that are necessary in decision making and that would be hard to obtain
with limited resources of academia. In some of the CS projects, the expected input cannot be provided without

specific skill or knowledge - such projects are offering necessary training to its participants and sometimes even
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Did participation promote
social inclusion and

employability?
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confirm the achieved knowledge level through dedicated certificates. The potential of citizen science projects is the
improvement of citizen scientists' contribution while optimising the possibility of discovery and scientific

advancement.

Read further in Appendix 4

It has been seen that citizen scientists starting out as members of a citizen science project, in peripheral roles,
progress to a central position in the group, such as a leadership role, which further motivates participation. Such
promotion can see citizen scientists taking an active part in the decision-making processes to achieve justice. By
also sharing knowledge with each other, citizen scientists are included and become more inclusive by building
networks, utilizing IT technologies to communicate and collaborate with government authorities to promote their
missions. Participation by a diverse citizen population is an important social inclusion factor that not only enriches
the project’s capital, but ensures the citizen scientists bring their own particular interest and expertise. In this way,
citizen science projects can be seen as enablers for social inclusion for multi-disciplinary and cross-fertilization

methods.

Read further in Appendix 5
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The best tools for citizen
science reporting and
interaction with

researchers

The best platform for
managing citizen science

data collection
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A variety of different applications exist to enable citizen scientists to record their data collection. These include:

Anecdata, iNaturalist, Sapelli, Spotteron, Opendatakit, ArcGIS's Survey123, and ClimateScan.

An assortment of successful techniques exist to maximise interaction between citizen scientists and researchers.
These include 'hitching a ride on existing networks'; offering a fun experience; using social media; through digital
storytelling; gamification and nurturing project ambassadors.

Read further in Appendix 6

The best platforms can include a bespoke developed framework to collect project-topic specific data. In addition, a
variety of platforms are available for data collection, management, and sharing that can be appropriately integrated

for citizen science projects. One well-known platform is SciStarter.

Read further in Appendix 7
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Citizen scientists’
experiences with existing

types of platforms

Challenges in management

of collected data
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Additional Questions and Findings

Community-based knowledge creation can emerge from open-source platforms. This model can provide a "strong
group culture with clear rules and norms" with "patterns of behaviour" that "enhance commitment and foster
high-quality team-work". This way of considering "knowledge as socially constructed'* could help to sustain

communities of citizen scientists.

Read further in Appendix 8

Challenges include that although the amount of data processed by citizen scientists is significant, it is a small
number of contributors that make a large share of the contributions. Additionally, some citizen scientists, as
volunteers on projects, may provide less reliable or even wrong results it they have not been adequately trained.
Consequently, their investigations might include errors in the data that has been collected. Nonetheless, past citizen
science studies indicated that any probable issues that arise during the data collection phase by the citizen science
participants did not affect the project outcome in great detail at the end. The overall quality was sufficient enough to

carry out future projects.

Read further in Appendix 9
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Citizen Scientists support  Participating citizen scientists have been shown to prefer that their efforts are appreciated, that their contributions

requirements are acknowledged as meaningful and fruitful for the growth of the project. Interest could decrease and can be lost if
their work is not rewarded in some sense. VVolunteers are more eager to continue in contributing into the project if
an efficient management framework is established. This then utilises the best and timely communication channels

between the researchers and the citizen scientists.

Read further in Appendix 10
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|dentified Practices and Recommendations from Other Citizen
Science Projects

P1: The goals of engagement and how to reach them in CSI-COP

A solid engagement framework is essential for the a priori quality of the project. To achieve

it, and to judge its quality, the goals of the engagement must be clearly stated, and the

engagement should be designed accordingly. In a recent BSCS Science Learning report

‘Designing Citizen Science for Both Science and Education’ (Edelson, 2018), a number of

goals to reach both scientific and educational objectives have been listed. These core

engagement design goals for the scientific outcome are:

1.

Page 25

Scale

The objective to achieve a large number and broad diversity of participants can be
attained by promoting participation through suitable publicity (such as to overcome
certain biases (gender, age..), supporting interaction among participants, making the
data collection protocol as easy as possible, standardizing protocols across the project,
using and incorporating existing data sets and holding suitable community events.
Access

Access to the project activities designed for citizen engagement should be as easy and
attractive as possible (see above, ‘Scale’). Access to important sources/expertise for
data collection and/or analysis of websites requires the project manager to involve
enough experts to enable participants to complete desired tasks.

Sustainability

Engagement should be maintained for an extended time. This implies transparent and
realistic communication of the project’s goals and expectations. Activities should not
be overly time-consuming (Latham, 2020).

Community empowerment

The objective can be attained by providing easily accessible and understandable tools
that will allow anyone to master the required tasks, and to exchange tips with

participants.
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5. Identification with the project
Similarly, a goal of engagement should be the identification (enthusiasm) of citizens
with the project (see also P2). This is achieved by giving them an adequate voice in
the project, in particular in decision-making.

6. Data quality and credibility
Provide established measures for assuring the data quality and credibility by training
participants, install tools to verifying (and possibly reject) data, monitoring protocols,

requiring sufficient documentation, etc
The core design objectives for learning outcomes are:

1. Cognitive objectives (new skills, understanding of science, etc.)
Include frequent (informal) exchange notes among scientists and citizens.

2. Affective objectives (new attitudes, stewardship, perceptions etc.)
Encourage participants to reflect and share their experience with friends, colleagues,
media, etc. by providing suitable interactions, like blogs (and encourage comments;
answer them), regular meetings and reporting. Citizen Science presents the
opportunity to achieve self-efficacy, stewardship attitude and behavior and interest in
pursuing science.

3. Intermediate (instrumental) objectives
The design of engagement should create opportunities for achieving cognitive and
affective outcomes and supporting facilitation by teachers or other educators.

(Edelson, 2018).

P2: Position the CSI-COP Engagement

It is an important practice to formulate the general pitch of a Citizen Science project.
Positioning the engagement of CSI-COP is a strategic decision which sends a general
message to prospective citizen scientists intending to participate in the project. It often
decides on the citizens’ motivation to join, and to identify with the project. In fact, it was
pointed out (Cavalier, 2016) that citizen scientists want (and should wherever possible) to

be recognized as legitimate partners and partake in decision making. This seems
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particularly important in the case of CSI-COP where the fundamental issue of privacy is
in the centre of interest, and where citizens can leave a lasting legacy of effectively
changing the widespread digital practice of tracking-by-default.

P3: Engage through CSI-COP champions

CSI-COP (Prospect) Champions are people of diverse backgrounds who have caught ‘fire’
for the project and inspire others to join and identify with the CSI-COP effort and serve as an
example. Such champions are part of other Citizen Science project and have a positive effect.
The #Talking Climate Handbook, How to Have Conversations about Climate Change in Your
Daily Life (Webster, R. 2019) offers important guidelines to prospective champions to
constructive conversations on the project with prospective citizen scientists. A shorter, CSI-
COP bespoke version of this handbook, in a form of a flyer could be an effective option to all
prospective partners of the project in order to attract possible Champions toward the project

website.

P4: Register CSI-COP on Citizen Science platforms (Group B)

General Citizen Science platforms provide a fertile environment for developing a broad
engagement program. These platforms offer various functionalities, practical support,
suggestions and instructions on how to set up the project; they also make it more visible.
Being known to scientists and interested citizens alike, they help expand the range and
numbers of participants. In most cases, the platforms are international and open to everyone.
They support engagement and willingness of the general public to dedicate themselves to
complex projects (Yadav, P. and Darlington, J., 2016, Phillips, T., Porticella, N., Constas, M.
and Bonney, R., 2018).

There are numerous platforms available on the web, such as SciStarter, Zooniverse, CitSci,
Citizen Science Grid. Project creation is quick and simple and allows easy updates if
necessary, without interfering with the work already done by the participants. The scientists —

participants interaction is fostered by scientific forums and real-time message exchange
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systems. All services are free and easy to use, making it a satisfying experience altogether.
As part of setting up CSI-COP, the existing platforms should be compared and examined for
their usefulness, as discussed in a separate section of this report (see Comparison of Citizen

Science Platforms).

P5: Organize Citizen Science Workshops

A world-wide recognized successful practice for citizen science engagement is the
organization of workshops. Good practices show the benefit of organizing such workshops,
for the various groups potentially participating at the project, such as parents, pupils, retired
persons, students, professors and librarians and other specific groups of people. An example
of guidelines on how to run workshops is found in The Librarian’s Guide to Citizen Science
(2019) and in the CS guide for Megathon and Resources for organizers. Partnerships between
different groups of professionals, such as librarians and citizen scientists can broaden

perspectives, engage new audiences, and result in mutually beneficial outcomes.

Another notable good practice that could serve as a model for CSI-COP is a cross-service
approach from the European Commission which organized a workshop entitled Co-Designing
Missions with Citizens to support citizen engagement in the identification and development
of future EU missions under Horizon Europe (Research and Innovation, 2020). A highlight of
the exercise was the precious expertise of international leaders in the theory and practice of
deliberative democracy from Australia, Belgium, Denmark, France and the UK. This
workshop gathered Mission Boards members, 12 Member State representatives, as well as the
Mission task forces of the European Commission to work together with the experts. It was
not only intended to build capacity on the engagement aspects but also share the respective
challenges each faced in their respective areas and open the dialogue with Member States. In
light of the deliberative democracy experts’ skills and experience, the workshop successfully
resulted in the development of a methodology for Citizen engagement tailored to each
Mission Area. The takeaways were very positive in shared understanding, key questions to be

discussed, useful networks to activate, as well as concrete activities to be taken forward.
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https://ec.europa.eu/info/news/citizen-engagement-workshop-co-design-missions-citizens-
2020-feb-14_en.

P6: The most suitable practice for CSI-COP regarding a possible app

Using online tools can have a very positive impact on a project development. Benefits are
particularly obvious in simplifying and systematizing data collection, yielding higher
efficiency in collecting, storing and managing data, and an improved data quality; again it is
worth emphasizing that the platforms are easy to use and processes efficient, and that ‘data-
quality concerns are addressed throughout, including in the project’s design and results’

dissemination.

The European Commission reflects upon this and acknowledges that more inclusive practices
regarding the validity and usefulness of volunteer data are necessary.” (Lantham, 2020).
However, using more integrated technologies like apps which because of their complexity
often are relegated to commercial providers, raises the issue of privacy and tracking.
Therefore, building an app for engaging with the CSI-COP volunteers is not a recommended

practice as long as such an app will track users’ activity.

However, it is worth further scanning the literature during other project tasks for issues like
how citizen scientists interacted with apps, were they made aware of their privacy rights
before being asked to use a CS project app and whether Apps can be built, as part of a new

project.

P7: Engage with local experts

There can be great benefits from engaging with local experts when developing volunteer
outreach at local and at even wider levels. The local experts are most probably already in
contact with some groups of enthusiasts via direct interactions (bidirectional) or by having
their activity and opinions followed via social networks (unidirectional). CSI-COP could
benefit from both the expertise of the local experts and from their existing interactions with

people that are concerned of network privacy matters. Given the spread of the CSI-COP
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Consortium, the local experts could also offer a diversity of expertise, understandings,

perceptions and local concerns.

To deepen and systematize this interaction, it is useful to organize community events such as
workshops, hackathons, seminars or contributing to conferences (CSA Webinar 2019, 2020a,
2020b). The benefits not only include professional knowledge, but also important aspects
like the understanding of immediate interests for that community, a possible local jargon that
is used to describe the problem the research tries to address, best suitable dates/time for
organizing events, and how to access the local mass media which could know the local

expert/-s from previous cases.

The other benefit of connecting with the local expert is to gain the local experience which is
needed for the project to tune with the volunteers coming from that area. Such particular

experience could regard:

e Immediate interests for that community (e.g. situations that are happening / happened
in that community, their very local concerns, individuals from their community that
were / are affected by the phenomenon)

e A possible local jargon that is used to describe the problem your research try to
address to

e Access to local mass-media which could know the local expert/-s from previous cases

e The understanding of the local expert about best suitable dates/time for organizing

events

P8: Address the possible imbalances in the distribution of project participants

The number of participants and a balanced distribution among the different groups of people
(diversity) is often a decisive factor for the quality of the project. Depending on the research
guestion, an imbalance can strongly reduce the validity of the result, but also the
effervescence of a citizen science project. Curtis (2018) is a good source of information for
understanding who typically takes part in Citizen Science projects. Typically, the
professional scientists are firmly in charge, participants are 80% male, many of them aged
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31-45 years (women show a wider range 35-50). Another concern is the (geo)social balance
and participation of minorities. See (Bonney et al. 2016, West Oakland Environmental
Indicators Project, 2013, Ridgeway and Yerrick 2018, Ballard and Belsky, 2010, Skarlatidou
et al. 2019) for a variety of such studies. Good and thoughtful planning of the recruiting
program, by specifically addressing underrepresented groups systematically in the early

stages is important.

However, the balanced participation, although highly desirable, may not always be needed
for the research question at hand. The CSI-COP project has dedicated specific task (Task 2.2,
‘Gender, socio-economic and geographical factors”) for this important research approach.

We thus recommend studying the influence of the diversity factors on the CSI-COP research
issues when designing the engagement, in particular the differences between professional

scientists and lay people.

P9: Develop volunteer-centric practices

The good practice of customer centricity from business environment could be taken as an
example from citizen science projects in general, including CSI-COP. Such practice will
develop a positive volunteer experience which leads to volunteers’ retention, easier
recruitment on a long haul (word of mouth will just work better) and ultimately could
contribute to the sustainability of the project, beyond the initial funding period.

A general principle to follow for a volunteer-centric practice is that the researchers and
research project administrators should express their gratitude for those who volunteer and
take task assignments and for that, they need to create a smooth and positive experience. Any
kind of difficulties, complications and other stressful situations should be eliminated. The
volunteers should feel right from the beginning that the project designer had their presence
(contribution) in mind, the problems of their needs have been anticipated and the final
solution represents a wise design for creating a great, positive experience. For most of the

volunteers, a joyful experience is the greatest reward.

This communication is part of a project that has received funding from the
Page 31 European Union's Horizon 2020 research and innovation programme under grant agreement N°873169



CSI-COP

Citizen Scientists
Investigating Cookies
& App GDPR Compliance

A good training programme - as described in the following practice, P10 — leads to positive
experiences among volunteers, but this is not all. A clear protocol increases engagement and
creates the fundamentals of obtaining scale. Clear indications for joining a webinar, a field
action or simply for registering in the research project are among the basic elements for

developing a volunteers-centric practice.

Another way to elaborate volunteer centricity is to set the right expectations on participants’
side. Researchers are formally trained to read the description of a research project and could
easily understand what the expectations are and what kind of expectations they can set for
themselves. VVolunteers are not trained for that. They may have completely different
backgrounds. Therefore, supporting them to create an understanding about what they should

expect and periodically refresh that front is highly recommended.

Further elements of volunteer centricity include being easily available, regularly collect their
feedback and consider their input (including surveys), make direct contacts, invite them to
test solutions, adapt the tools used to interact with them to better fit their preferences and
possibilities.

P10. Training volunteers

Not surprisingly, it has been found that training improves the quality of the citizen scientists'
outcomes (Aceves-Bueno et al., 2017). This also reinforces the need for holding study design
workshops (Wilderman, 2005). Training must involve scientists (at least in the research
methodology) and citizens; often the specific context and tasks of the project require that
people not only acquire new knowledge, but also new methods of working. For instance, in
the Salal Harvest Sustainability Study (Ballard and Belsky, 2010) harvesters developed a
better understanding of the process of scientific investigation in terms of data collecting,
reliability, validity, and methodological consistency. Furthermore, individuals who
participated in a results interpretation workshop also gained skills in reading and interpreting
graphs, drawing conclusions from evidence, and explaining how the results compared to their
own observations. Jordan et al. (2011) did find that providing training for participants altered

their intentions to change, such as increasing their pro-environmental activities such as
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volunteering for environmental organizations or educating others about them (Crall et al.,
2012). CSI-COP project could find strong analogies with such projects and benefit from their
shared experience on the benefit of training.

It is also very important to notice that continuous trainings increase the citizens” confidence

in completing the tasks and help to improve their skills. (Latham and Ceccaroni, 2020).

P11: Involve volunteers beyond data collections

Data collection is just one stage of a research project. The same as scientists, citizens are
concerned with the pursued hypothesis, the findings but most probably their biggest
enthusiasm stays in the whole research journey. Sometimes the remaining work may even be
more difficult than the previous steps (planning, data collection, analysis). In a purely
scientific environment, usually one or several papers are published in dedicated journals. In
projects with a more immediate interest beyond the specialized scientific community, the
situation is more complex. On one hand it might be necessary to verify the data with
independent groups (volunteers, scientists). The results of the project should be made
available to different groups in different ways to generate and increase the impact. There
might be a need to convince policy makers, businesses, legal professionals. This is
particularly true for the CSI-COP project which covers the interests of almost everyone. A
successful ending of the project requires the engagement of all individuals who share the
collective goals (Hano et. al., 2020). Furthermore, Citizen Science projects may need to be
maintained for a long time if they address fundamental problems - this puts special
requirements on their organization. The famous Krefeld study (Hallmann et all, 2017) took

27 years for the first significant results.

Smoke Sense is a citizen science project conducted by The US Environmental Protection
Agency (EPA) that “aims to reduce the public health burden of wildland fire smoke” (Hano
et. al., 2020). It has aroused interest among organizations which have a similar purpose.
Recognizing that interest, these organizations see the project in support of their missions.

Latham and Ceccaroni (2020) identifies common goals with important organizations as
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highly significant elements of citizen science projects, supporting the engagement of citizen

scientists.

Involving volunteers in the multi-phases of the citizen science projects can generate affective
connections with the project such as a sense of belonging and responsibility and feeling
valued (Latham and Ceccaroni, 2020). An illustrative example of cooperating with volunteers
beyond data collections is the long-term pollinator monitoring citizen science project which
involves volunteers far beyond data collections (Serret et al., 2019). Strong community
network between all the participants was built through the websites because of the fact that
any participant could comment on observations of others and notify them of potential
incorrect identification or misapplied protocol. Again, the use of new technologies and digital
applications proves significant in accomplishing long term citizen science engagement due to

its convenience in collecting large amounts of data.

In compliance with Latham and Ceccaroni (2020) to reach continuous engagement of citizen
scientists, regular communication with them must be ensured. Online communities, forums,
and designated contact points of project partners play critical roles in sustaining participant
assistance and care and need adequate resources. Last but not least, giving the appropriate
credits to the volunteers provides a continuous engagement as well. (Latham and Ceccaroni,
2020).

In conclusion, the planning of CSI-COP should not only include preparation and data
collecting, but also a substantial ‘implication’ and outreach phase. Apart from publishing the
data most efficiently, possible future partners and allies for verifying and spreading the data
should be identified and contacted. Participants of the study should be appropriately

rewarded/acknowledged and contacts with them kept (Alumni).

P12: Connect with local and regional / national / global mass media

Collaborating with the media, in particular the local media (regional TV or (free) newspaper)
offers an excellent multiplicator to Citizen Science activities. Using its wide distribution, it

can reach a large audience; further it offers an easy platform for discussions. On the other
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hand, the medium may benefit by increasing its distribution. Depending on the research
question, collaborations with other partners, like local NGO’s, professional organizations as
well as other citizen science projects can be beneficial (Duzi at al.2019). Overgaard and
Kaarsted (2018) also argue that the implicit science communication extends trust to research

and results.

A successful example is ‘A Healthier Funen’, a citizen science project of the University of
Southern Denmark (SDU), Odense University Hospital (OUH), and TV2/Fyn (regional

broadcaster) on the island of Funen, Denmark (Overgaard and Kaarsted, 2018).

Land-Zandstra et al. (2016) points out another type of media presence within the iSPEX
citizen science project on aerosols, by using the dedicated iISPEX app. Here, the media took a
role in the project’ recruitment phase, when participants were recruited through newspapers,
television, science magazines which were also the tools helping participants to understand the
project and its purpose. Involving local media helped understand the Citizens concerns and
indeed projects on local interests enjoyed a sustained engagement of participants (Latham and
Ceccaroni, 2020).

P13: Acknowledge the local differences

Every community has its own characteristics, values and culture which may influence the
engagement planning and the outcome of a project, apart from the fact that certain research
questions have different local concern. The ‘scientific landscape’ (presence of universities,
academies, learned societies or dedicated research institutes) formed by traditions are
different and the knowledge about Citizen Science may vary. Similarly, there are significant
variations in the societal behaviours which could be determinant for the engagement with

volunteers in different communities.

For instance, in the Czech Republic first projects started only in 2018, (Duzi et al., 2019),
Moreover, cooperation with NGO’s varies strongly (Hecker, Garbe and Bonn, 2018). These

specificities should be considered when addressing local subjects and citizens. And,
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important for CSI-COP, different countries have different data protection laws and the
knowledge of the GDPR might vary accordingly. For instance, in Finland the national data
protection law (tietosuojalaki 1050/2018) complements the GDPR in specific ways. Read

more about this in P18: Consider both the European GDPR and the local data protection acts.

Thus, the engagement and research plans should carefully look into these differences, in
particular laws and attitudes towards the legal frameworks. In countries that have been less

exposed to Citizen Science, links to established projects might be useful.

Not least, at the final stages of a project, people in different countries might enjoy different

rewards and acknowledgments of their work.

P14: Create a scientific visibility programme

Apart from a broad visibility in society (see P15), results from projects like CSI-COP must be
made visible not only in the scientific community, but also at the political level because the
results may have direct consequences on regulatory work. Proper communication into the
scientific community is important for acceptance, quality of the research and wide
international attention. While the (professional) scientists in the project can build on their
experience and established networks and conferences, reaching policy makers is often
difficult and may require sustained initiatives. It is (also) here that the work after ending data
collection (P11) is important.

Scientific community
Since scientific communities are quite specialized while the scope of CSI-COP is wide, the

communication may go beyond the traditional ways which are:

e Reflect on the targeted audiences

e (Contact international colleagues

e Submit papers to appropriate journals

e Present the project and results at conferences and connect with the participants
e Connect with academic and research libraries (at least those near the CSI-COP

Partners)
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Related to the above examples, it is recommended to have a follow-up protocol for continued

communication, to further engage with the people that showed initial interest.

Policy making community

Example of actions that could increase the visibility at the level of policymakers are:

e Involve policymakers from the start of the project
e Continue regular communication with policymakers
e Take active roles in public discussions, especially to those that are professionally

moderated

Scivil (2019) created the report “Communication in Citizen Science: A practical guide to
communication and engagement in citizen science”. From this report we learned that entering
the media’s radar isn’t the only way to make your cause more visible, there are plenty of
strategies that can successfully boost the visibility. One way is to introduce your project at the
conference by connecting with its participants. Large societies and networks are usually on
the lookout for a new angle or to inject new life into their annually recurring initiatives.
(Veeckman, C. et al, 2019). Connecting with academic and research libraries from where the
CSI-COP partners are might be fruitful as they could put you in touch with the right
audience. Another good advice is to go local and to partner with cultural centres, museums,
or even sport clubs and music societies. Having a follow-up process is a good idea, since that
can make you engage further with your audience. Submitting papers, creating leaflets, book-
marks and business cards will also give prominence to the CSI-COP project. You can even go
for some more unconventional approach like making laptop stickers with a witty message, to

be distributed to scientific and professional conferences.

P15: Create a broader visibility programme

Since the community targeted by a CSI-COP is very diverse, the engagement must similarly
be varied. For that, a broad visibility program is recommended. Furthermore, it is an effective
method, as an ongoing cumulative process through empowering relationships and trust

between participants. See (Veeckman, 2019) for some general ideas.
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Outside of the scientific themes, there are several community engagement platforms which

could inspire CSI-COP and other citizen science projects: A partial list includes:

1. A Community Planning Toolkit for Community Engagement. See Community Places
(2014) which also lists the 10 Scottish National Standards for Community Engagement that

provide a useful reference point for ensuring a quality and effective engagement process.

2. Another tool is VOICE - Visioning Outcomes in Community Engagement. It is an IT
based tool which supports the process of analysis, planning, implementation and evaluation

(VOICE, n.d).

3. Choosing among several engagement methods could be difficult. Therefore, it is important
to use tools that help choose an effective engagement method. Dialogue Designer: uses
information on the project to suggest the most suitable method(s) for the needs and budget

(Dialogue Designer, n.d).

4. Similarly, Process Planner uses information on the project like scope, purpose, participants,

context, follow Up, expected results (People and Participation, n.d.).
Finally, consider specific steps to engage citizens like in these examples

e Engage in a professional manner with appropriate social media accounts (e.g. Dark
Patterns); contribute and benefit of their community to recruit in CSI-COP project.

e Connect with public and school libraries (at least those from the institution and from
the city where CSI-COP Partners are). Distribute bookmarks to be given with each
book that is borrowed.

e Make sure the CSI-COP website gains wide visibility and attractiveness.

e C(Create leaflets, bookmarks, business cards etc. to be distributed whenever an

opportunity occurs; please consider the impact of COVID-19.

P16: A few notes on the practices of “Gamification” or/and “Seriousification”

While the CSI-COP proposal doesn’t include a plan to create a game, we give a short

overview on why and how games are used in Citizen Science projects (in fact, professional
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scientists regularly use simulations which are not far from games). This short overview could
be especially useful for CSI-COP partners for the cases when their interactions with

volunteers could come across with the use of games for scientific purposes.

“Gamification—the application of game elements in a non-game context—is an effective tool
with which to enable citizen scientists to provide solutions to research problems.” (Serensen
J.J. W. H. etal., 2015, p. 1). Games have helped scientists solve complicated categorizations
and even research questions and they are often quite motivating and fun (Crowston K.,
Prestopnik N., Wang J., 2017). The competitive angle of games provides a further motivation
(“who finds the most?”’) (Ouyang, W., Winsnes, C.F., Hjelmare, M. et al., 2019).

Three circumstances are especially suited for gamification:

e Citizen Science projects that are trying to solve hard problems and search for non-
standard solutions - see eteRNA (eternagame.org, n.d.) and FoldIT (Fold.it, 2020).

o Citizen Science projects that collect data for research on human behavior studied in
the context of a well-designed game. A good example is research into Alzheimer
disease (seaheroquest.com, 2020).

e Gamification is an attractive tool to foster public interest in complex phenomena like

the role of science in modern society (www.frankenstein 200.org, n.d.).
Prestopnik and Crowston (2011) sum it up as follows:

e “For participants: The more fun a project is, the more motivated participants will be to
continue or expand their participation.”
e “For outsiders: The more fun a project seems to be from an outside perspective, the

more motivated outsiders will be to sign up and begin participating.”

It is worth mentioning a separate concept which refers to the inclusion of scientific tasks into
existing games, especially in those played by large communities. This concept is sometimes
called “seriousification”. The main difference between “gamification” and “seriousification”
is that the second is not creating a new, bespoke game. Rather differently, it uses existing
games, benefiting from an existing community of enthusiastic players which could solve

scientific tasks (e.g. classifications), as part of their game progress. A remarkable example is
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the participation of 332,006 gamers who did important classifications for Cell Atlas of the
Human Protein Atlas (HPA) and contributed to further development of deep learning
applications for that project (Sullivan et al., 2018)

P17: Special Recommendation on Dark Patterns and Persuasive Technologies

Since the topic of CSI-COP is dealing with the detection of privacy threatening elements in
websites and apps we considered it’s very important to draw special attention to a practice

that is spreading fast among those that track users’ activities.

Henry Brignull introduced the term Dark Patterns which refers to design elements in
websites, apps and other digital environments made by purpose to trick, misguide, confuse
and hide information from users in digital interfaces (Darkpatterns.org, 2018). Although users
care about privacy, online platforms control decisions and encourage them to abandon
privacy issues (Waldman A. E., 2019). These well-designed features perversely drive users to
allow digital intruders, to overlook further options and information (such as hidden costs) on
the device or to purchase more than they intended. Also, they usually distract attention from
the fact that users are unwillingly sharing information and even unveil publicly their
behavior.

Apart from such privacy and liability issues, dark patterns could also distort the quality of the
citizens’ contribution to CSI-COP or other citizens by hiding trackers or make them less

visible.

Users therefore need a better recognition of dark patterns both in the Internet and mobile
applications. Privacy patterns and privacy strategies support privacy-aware development
processes for IT systems. Privacy patterns help to detect possible privacy issues during
implementation and user interface design by providing a well-structured description of a
problem and offering solutions by standardized templates. (Bdésch C., Erb B., Karl F., Kopp
H. and Pfattheicher S., 2016).

The concept of persuasive technology refers to technology that aims to influence behavior
and decision of users through persuasion without forcing them (Frogg B.J., 1990). This
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technology is now largely used to influence users to take pre-designed decisions and to drive
increased attention to certain content. Persuasive technology is the secret ingredient of the
success behind social networking; it is the way how Internet influencers are born and grown

and how online radicalization happens.

The Stanford Persuasive Technology Lab was established in 1997 to teach ethical persuasive
technology methods. Since values of ethics are diverse, ethical guidelines and systems will
not fit in all of the cases. However, “a few core values should apply to all persuasive
computing designs, such as avoiding deception, respecting individual privacy, and enhancing

personal freedom.” (Frogg, 1998, p. 230).

Therefore, it is recommended that CSI-COP considers including in its training program a
section dedicated to raising awareness about dark patterns and other persuasive technologies.

Another recommendation is to give further considerations during the project to various
consequences that dark patterns or persuasive technologies may have on the project itself,

such as citizens omitting certain data.

P18: Consider both the European GDPR and the local data protection acts

The CSI-COP project concerns informal education about the rights conferred under GDPR.
Best practices will be developed to ensure (and possibly test) no-tracking of the citizen
scientists as they are recruited to take part in the project. While citizen scientists investigate
cookies and smartphone apps in their own time, we will not ask CSI-COP citizen scientists to
download any kind of app to take part in this project. Citizen scientists will co-design and
share the taxonomy of trackers found in their investigations and co-innovate the online
knowledge resource. This participating style shall motivate the recruited citizen scientists and
ensure they feel part of the CSI-COP community leaving a lasting legacy of changing the
widespread digital practice of tracking-by-default.

In addition to the European GDPR, data protection legislation exists in the CSI-COP
consortium member countries. In the following, we will review privacy and personal data

protection regulations and laws in Finland, the Czech Republic, Greece and Israel, to
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highlight the importance of such local legal framework. The citizens may investigate what
specific changes this implies for these countries. It is therefore advised that the citizens in
these countries and those that come from other countries are informed about the specifics of

their respective laws.

In Finland, privacy of individuals is written in the Constitution and personal data processing
was regulated by the person register law (Henkilorekisterilaki) 471/1987. The Personal Data
Law (Henkil6tietolaki) 523/1999 regulated data protection before GDPR, but it adopted some
of its principles, such as permission of data subject and the processes concerning personal
data registers (Oy, E.P., n.d.). Currently, the Data Protection Law (Tietosuojalaki) 1050/2018
clarifies and complements the GDPR and abrogates the Personal Data Law 523/1999
(“FINLEX ® - Etusivu”, n.d.). Finland applies the Data Protection Law and GDPR also in
the cases of GDPR article 2, 2(a) and 2(b), if not covered by other legislation (1050/2018, §
2). On the other hand, law enforcement and national security are kept out of the scope of

1050/2018 and regulated by a separate law (article 2).

In the Czech Republic, the Personal Data Processing Act (denoted as Act No. 110/2019 Sh.)
implementing EU Regulation 2016/679 (GDPR) was adopted on 24.4. 2019 and came into
effect on the same day. Its English translation is available on the official webpage of the
Czech Office for personal data protection (www.uoou.cz, n.d.). This Act replaced the
Personal Data Protection Act (Act No. 101/2000 Coll., On Personal Data Protection and on
Amendments to Certain Acts) the basic legal regulation governing the protection of personal
data and the activities of the Office for Personal Data Protection in 2000-2019.

Greece’s latest legislation regarding the General Data Protection Regulation (GDPR) is Law
N.4624/2019, which came into force the 29th of August 2019. It was the overdue
incorporation into Greek national law of the Directive (EU) 2016/680 and the Regulation
(EU) 2016/679 about the protection of natural persons with regard to the processing of
personal data and on the free movement of such data. From that date on (29.08.2019) the
previous law N.2492/1997 was abolished. The English version of the Greek law is a work in

progress, as can be read in the website of the Hellenic Data Protection Authority (HDPA)

* 4k
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Israel’s new Privacy Protection Regulations (Data Protection), 5777-2017, came into force
May 2018, implement the data security requirements put forth by the Privacy Protection Act,
5741-1981 which impose new obligations on individuals and entities that collect, store,

manage personal data or own databases containing personal data. (Shaked A., 2017, p. 1022.)
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Appendixes

In the appendices that follow, for each of the T2.1 research question we present
comprehensive research findings from a broad corpus of literature on citizen science and

citizen science projects.

Appendix 1: Do citizen scientists develop scientific skills and competencies?

The question of skills developed encapsulates a very important aspect: do citizens already
have scientific knowledge? Knowledge of a science, however, is different from possessing
the skills to informally engage in that science and contributing to its progress. Science

education is an important goal for many citizen science projects.

Open Knowledge Finland (2017) recommends that as a prerequisite for skills building, digital
skills (how to use the Internet, programming, data skills, etc.) should be taught at all school

levels.

Citizen science projects show that this is the case, citizens’ scientific skills and competencies

are developed through participation.

Evidence shows that participation in citizen science projects provides further learning
opportunities (Martin, 2016a, 2016b), and extends the learning experience (Price & Lee,
2013). As a means of learning in context, while involved in given tasks, the advantage is
experiential learning that enhances citizen scientists’ knowledge acquisition (Brossard, 2005).
The experiential learning gained from engagement in real-world scientific projects that
involve connecting with nature may increase individuals' environmental awareness and

concern (Brossard, Lewenstein, & Bonney, 2005).

Through engagement with professional scientists, citizen scientists gain a valuable
opportunity to "learn and generate knowledge™ (Cappa et al. (2016p. 246). The informal
learning experience from participating in citizen science projects, provides a valuable
opportunity to understand the procedures of formal science, including gathering data, testing
hypotheses, and modeling outcomes. Jordan, Ballard, and Phillips (2012).
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Additionally, citizen scientists learn the importance of validating research results. For
example, in ISCAPE Living Labs Citizen Science project citizen scientists used cheap
sensors for their research but had the possibility to compare their accuracy when compared
with more precise and expensive sensing systems. The comparison showed that results were
not substantially different. (Avoinvirta 2018). It could be assumed that this validation gave

citizens the feeling of producing results actually scientifically valid and usable.

Leveraging citizen scientists’ natural enthusiasm has helped in observing odd auroras leading
to enquiries placed to a space physics professor (Néveri, 2020). New observations were
made, and citizens gave the new aurora form a name. This was the first time worldwide an
aurora was discovered by citizens supporting the professor’s discovery of the nature of the
aurora type. The citizen scientists were included as authors of the derived scientific article
(Palmroth et al., 2020).

Evidence from published papers over the past few years do show gains in participant
knowledge of scientific content. For example, participants in The Birdhouse Network (TBN),
funded by the US NSF, placed nest boxes in the neighbourhoods and collected data about the
birds' bred during spring and summer. Participants in the early years of this project showed
statistically significant increases in their knowledge of bird biology (Brossard et al., 2005).
The final evaluation report of the BirdSleuth project showed that students who participated in
the project demonstrated increased knowledge of bird biology, communication, and
identification. They learned to use a field guide as a tool for obtaining information about bird
species. Students’ definition of hypothesis became more refined, and they showed
understanding of key features of scientific investigations and the nature of scientific research.
Participants enjoyed the curriculum and felt that they would like to count and study birds
again in the future (Thompson, 2007). Student assessments revealed that GLOBE students
scored higher in their knowledge of sampling, measurement, and data interpretation than
students who had not been exposed to GLOBE. Most youth in WINGS project (62%) did
report that participation increased their interest in science, and many reported that it helped

them to think more positively about science (Koke et al., 2007; Calabrese Barton, 2012).
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However, the risk of misunderstood communication or inadequate training could prevent
participants in citizen science projects from increasing their knowledge or skills in the
scientific field of the projects. For example, studies showed that participants in the invasive
plant recognition training did not increase their understanding of how scientific research is
conducted (Jordan et al., 2011). Participants in TBN showed little to no change in attitude as
a result of project participation (Brossard et al., 2005). In the NISS program, evaluators found
no changes in desired behaviours related to improving habitats, engaging in political
processes, or feeling empowered to make changes. Adult mentors involved with the Monarch
Larva Monitoring Project (MLMP), based at the University of Minnesota, note that the
participating youth appreciated the social aspects of the program, engaging in “science

bonding” (Kountoupes and Oberhauser, 2008).

Appendix 2: Does participation act as a motivator, leading to informal and formal science

education?

There is a variety of reasons that stimulate individuals towards volunteering in citizen science
projects. Participants in citizen science projects have collaborated "in exchange of a reward

or just for the pleasure of completing the task™ (Cappa et al., 2016, p. 246)

Well known motives are: (1) willingness and desire to contribute in science; (2) desire to
learn science by involving in Citizen Science; (3) for fun and enjoyment through game

playing, or another interactive project participation (Tweddle et al., 2012; Nov et al., 2011).

According to Bonney et al. (2016) the main motivations for initial participation are: easy
discovery of interesting citizen science projects, and the ease and simplicity of launching

the project, with quick, easy and secure project setup.

Alender (2016) reported that citizen scientists have “complex motivations” (p.1). Volunteer
motivation to participate included (1) values— altruism and concern for others, (2)
understanding, (3) social, (4) career, (5) ego protective—escape from negative feelings,
and (6) ego enhancement— personal growth and self-esteem (in Alender (2016) bid).

Studies show that participants’ engagement was motivated by trainings and constant follow-
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up among their peers. Examples include acknowledgement of successful scientific

achievements through being named as co-authors in academic publications.

One way to measure the effectiveness of citizen science participation is shown in Cappa et al.
(2016): the contribution by a large number of citizen scientists collaborating with
professional scientists "potentially helps expedite research projects” while "reducing their
overall cost” of research projects (p.246). These researchers add "the benefits for
researchers and citizens, citizen science represents a potential means to raise social
innovation by addressing problems of social interest through new aggregations of
collaborating individuals" (Cappa et al., 2016, p. 257). In environmental studies, Cappa et al.
(2016) inform that engaging citizens "is crucial to sustain the environment"”, for example, in

"monitoring birds, air pollution, and deforestation around the world™ (ibid).

To minimise the risk of drop-out and ensure continued engagement through contributions and
sustained motivation citizen science "scholars are paying increasing attention to the study of
mechanisms to foster participation' (Cappa et al., 2016, p. 257). Design elements in
computer-mediated projects are crucial (ibid). Motivated citizen scientists participating in
projects have been encouraged "to increase referral intention® by attracting other citizen
scientists (Cappa et al., 2016, p. 257).

For a long-term motivation and to ensure engagement for the life of the project and beyond, it
is important that volunteers prefer to receive feedback and appreciation for their participation
(Jennett and Cox,2014). This is made possible e.g. if citizen scientists have a means to easily

measure or observe what they are learning while participating in the project or if the project

meets volunteers’ fun and enjoyment expectations (Jackson et al., 2015).

Appendix 3: Did citizen science participation counter perceived anti-intellectual attitudes
in society?
We know from climate change denial, concerns about any effects from chemtrails and beliefs

in some quarters on conspiracy theories, that there does exist in society an anti-intellectual

attitude towards science and scientific experts.
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Limited information is currently known regarding whether the participation in citizen science
projects countered any anti-intellectual attitudes in society. It could be the case that
individuals and groups motivated to take part in citizen science projects are those with an
already high opinion of science. Another aspect is, that although some may use partial
scientific information to form a point of view not borne of robust research, being critical of
mainstream scientific practices, can arm civil lay scientists with expertise and knowledge
(Callaghan, J. E., & Lazard, L. (2012).

As citizen science projects include the aim to increase participants’ knowledge about science
and the scientific process, so by opening up research to citizens the practice can change
attitudes toward science and the environment. (Bonney, 2001; Bonney, & Krasny, 2004;

Brossard, Lewenstein and Bonney, 2005).

What has emerged from different studies, including from ‘crowd science’, is a blurring of the
line between institutional science and civil society. However, such collaborations do not
fundamentally challenge institutional hierarchies. Crowd science confers social legitimacy on
projects by involving non-experts, so be understood as one manifestation of an on-going shift
in the relationship between institutional science and society at large (Scheliga et al. 2018).

The Climate Outreach initiative (2019) noted an issue in people who are strongly opposed to
action on climate change. They found that there is no unique guidance for speaking to this
audience so the principles of ‘real talk’ should apply. Better to engage by asking the person
with a negative view to reflect on their values and life experience and focus on finding points
of agreement and connections. The initiative warned to be aware that actively trying to
counter disinformation about climate change can have the opposite effect of strengthening it

in someone else’s mind. The principle of respecting conversational partners should apply.

Cavalier (2016) found out that “in conversations with various government agencies and non-
governmental organizations, questions about whether citizen science results can be
trusted were largely met with rebuff and frustration. The generalized reaction was
straightforward: real challenges with the data quality of citizen science parallel the challenges
faced in all scientific work. In other words, the results produced by citizen scientists are not

alone in needing to be carefully scrutinized on the basis of their methodology, quality
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assurance, context, and application. Like all scientific findings, they are best served by

careful evaluation on a case-by-case basis, and by integrating many different sources of data.

Cavalier (2016) found that: ... the very establishment of a techno-scientific elite excluded
many from participating in science. Medical studies largely tested cures on male subjects
over females. Many of the research questions considered tended to be those of interest to
well-to-do populations over the impoverished (e.g., vastly more money goes into cosmetic
R&D in America than into many deadly diseases in sub-Saharan Africa). Decades of
exclusion have not only led to a distrust of the scientific enterprise, but also serious concerns

over the legitimacy and accuracy of work that focused on an overly narrow population”.

Again, Cavalier (2016) pointed out: ... in Ssome ways citizen science represents a
fundamental confrontation with the policy world. It reinvigorates questions about who ought
to be involved in making decisions, how they ought to do so, and what norms and
expectations define this new world. These subversions lead to challenging tensions that show
up in seemingly unrelated policy questions, like those of legality, ethics, and the “ideal”

scientific method”.

Appendix 4: Raising scientific literacy through participation in citizen science projects

Citizen science projects are organized with the aim to establish cooperation with the general
public. This can be to accumulate information or gather extensive data that are necessary in
decision making, and that would be hard to obtain with the limited resources of academia. In
some of citizen science projects, the expected input cannot be provided without specific skills
or knowledge. These projects offer cost-free informal learning accompanied with necessary
training to its citizen participants and sometimes even confirm the achieved knowledge level

through dedicated certificates.

Participation in citizen science projects does improve scientific literacy of the participants
(Price & Lee, 2013) as well as bolster quality of the obtained results. Pandya and Dibner’s
(2018) wrote, "If it is accepted that citizen science is a valuable tool for expanding and

deepening scientific inquiry, then attending to the learning outcomes of participants should be
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an important consideration for project designers. This, in itself, is one way that advancing
learning and advancing science are compatible: More science learning by participants has the
potential to improve their contribution to the project and potentially enhance the chance of

the discovery and scientific advancement in the project.” (p.20).

The Real Astronomy Discovery at home, RAD@home project exemplified this (avialxee,
2013). Founded in 2013 RAD@home project designed its own educational solution, Any
BSc/BE Can Do research (#ABCDresearch). The project offered several levels that ranged
from Discovery Camps over e-classes up to peer learning. Having learnt the basic concepts,
analysis tools and techniques and having understood the research interests of the
collaborating community, the project’s graduates become e-astronomers and continued to
learn, discover, and contribute through biweekly Facebook e-classes and e-research sessions
conducted by the principal investigator (P1) of the project. RAD@home participants
contributed to a number of significant discoveries. A similar approach spanned through
different countries including in Europe with European citizens given the opportunity to

contribute development of science.

EU project DITO: Doing It Together (DITO, n.d.) organized more than 500 innovative
workshops, exhibitions and activities during 2016-2019 in 9 European countries with the aim
to encourage active involvement of European citizens in science. With this initiative,
universities and research institutions collaborated together to create workshops, informative
meetings, exhibitions and activities that promoted scientific literacy and citizen science.

Appendix 5: Social inclusion and employability

Participation of diverse citizen is per se an important social inclusion factor, and it also
enriches the project's capital, since everyone brings their own expertise of any form. Social
inclusion is seen as an enabler for multi-disciplinary and cross-fertilization methods. In cross-
fertilization, everyone, even a so-called layman, brings something. For example, a sociologist
is a layman in cosmology and vice versa in sociology (Laine 2018). Active participation in a
field in which a person would not, at least initially, have expertise, may open possibilities,

including employability, in those previously "foreign" knowledge fields.
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The most effective citizen science projects would be those which can reach the widest set of
potential participants securing citizen science participation through disseminating
accessibility to opportunities (Fagan and Holland, 2007). One pressing issue within
dissemination is the digital divide. The digital divide is the concept of information poverty
— as Molinari (2011) defines: “the gap between individuals and communities that have access
to information technologies and those that don’t”, or simply “those who have access and
those who do not” to the Internet (Hulegaard, n.d.). Estacio et al. (2019) noted in North
America and Europe people’s “socio-economic and demographic factors, such as age,
income, education and health status were predictors of people’s likelihood to access and use
the internet to seek health information” (p.1668-1669).

The digital divide, which leads to social and employability exclusion, is manifested through
that part of the population that does not have access to the Internet. Karim (2018) points out
that “a good third of the world population ... are still outside internet coverage. The bulk of
these people living outside the world of internet are in Africa, Asia and Latin America”. In
the European Union (EU) the digital divide affected under 10 per cent of the twenty-eight
member countries as at June 30, 2019 (IWS, 2019). However, Internet penetration varied
across the twenty EU countries with Estonia reaching 97.9% of its population, but Bulgaria
reaching 66.7% of its population (ibid). In the CSI-COP project the challenge to capture a
wider range of participants who might not have Broadband at home will be to use the
consortium’s networks of networks, including libraries and stakeholder’s with initiatives
aimed at bridging the digital divide. Free-to-attend informal education CSI-COP workshops
and a free online MOOC will be a start to address the digital divide in the CSI-COP project.

Where accessibility has not been an issue, participants in citizen projects moved from
peripheral roles to central position in the group, (Jackson, 2015), leadership is one of the
motivations to participate (Tipaldo & Allamano, 2017), the participants were able to take
active part in decision making processes to achieve justice (Dhillon, 2017). They shared
knowledge with each other, they built networks and utilized IT technologies and
collaboration with government authorities to promote their missions (Nerbonne & Nelson,
2004).
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To enhance the employability of its participants, the Phylo citizen science project (phylo.info,
n.d.) offered as a service free information on professional opportunities and activities. This
included job listings and placement records.

Appendix 6: Best tools for citizen science reporting and interaction with researchers

The working group of the Flemish Knowledge Centre for Citizen Science documented into a
guide, ‘Communication in Citizen Science’, its expertise in effective communication with the
general public (Veeckman et al., 2019). The guide focussed mainly on the tools for recruiting
and permanently engaging citizen scientists. They distinguished between generic approaches
relying on traditional media (press, flyers, social media, etc.) and specific approaches
(collaboration with existing networks and communities) to carefully explain six tactics that

proved to be useful in appropriate projects:

e Hitch a ride on existing networks
e Offer a fun experience

e Use social media

e Digital storytelling

e Gamification

¢ Find project ambassadors

To ensure continuing and successful interaction between citizen scientists and project
researchers, some of citizen science projects try to employ creativity, imagination and
intuition of the involved citizen scientists to solve some challenging real-life problems that
are presented in a form of a game or a puzzle. This approach proved to be very attractive e.g.
in the projects Eterna - Invent Medicine (eternagame, n.d.) dedicated to design of novel
molecular medicines. Similarly, in FoldIT (2020) a project that attempted to predict the
structure of a protein or to fold the best proteins for specific purpose. To motivate their
citizen scientists, project websites take advantage of some psychological effects that are

characteristic for game context, namely they stimulate
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e competitiveness among citizen scientists by informing about recent top achievers (e.g.
Top Soloist of this week, Top Soloist of this month, Soloist Hall of Fame)

« asense of belonging when supporting development of teams or when offering
information about the number of participants that are at the same moment working online

(e.g. the number of players on 11.3.2020 at 0.52 am was 28).

As a part of the interaction between professional researchers and citizen scientists, it was
found that guidelines and procedures should be made clear to everyone. In particular, the
constraints and rules concerning the use of digital data should be explained in terms
understandable to everyone (Open Knowledge Finland 2017). Of critical importance are
ethical boundary conditions, which must apply to all involved: professional scientists and
citizen scientists (Laine 2018). Moreover, good scientific practices should be elaborated

clearly to improve the quality of citizen science (Open Knowledge Finland 2017).

In the context of reporting tools for citizen scientists to convey their findings, various citizen
science applications exist. These applications and tools are specifically to communicate
findings and upload data realised from citizen science research. Applications can be designed
bespoke, so developed for the specific needs of the project. Off-the shelf citizen science

reporting tools do exist, they include:

e Anecdata

e iNaturalist

e Sapelli

e Spotteron

e Opendatakit

e ArcGIS's Surveyl23

e (ClimateScan

What embedded trackers are in contained these citizen science reporting tools is outside the
scope of this project. The CSI-COP project will co-innovate with its citizen scientists a novel
cookie and tracker free, GDPR compliant reporting tool.
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Appendix 7: Best platforms for managing citizen scientists' data collection

Similar to citizen science reporting tools, when it comes to selecting a platform for a citizen

science project, there are three available options (Citizen science, n.d.):

1.
2.
3.

Design a customized one
Use one of the existing platforms or

Mash-up (use existing platform like Google Form for a CS project)

The decision on which is the best option depends on the specific project. The following steps

can help citizen science project designers to decide (Citizen science, n.d.):

Page 54

Write down goals and keep in mind the budget, as these two will define your options.
While using a free platform could be ideal for testing out ideas, in the long run this
could prove ineffective, as free platforms can change without much input from users.
In the long term, a more stable platform should be considered.
Be in the market for potential partnerships.
Outline the characteristics of the participants, decide the number required and lay
down the recruitment plan.

o Join forces with existing citizen science projects

o Decide if you have appropriately set barriers to entry for users.
Take into account the following limitations and special needs for the platform
features:

o Language impediments

o Meta data of the platform is a crucial feature for using the data

o Find out if there are existing techniques of data gathering. If so, what they are

o Keeping people engaged at all times, if possible
Devise plans for the coalescence of geeks and scientists

o Challenges regarding data and other similar events

o Corporate social responsibility by asking tech companies to do pro bono work

o Partner with other organizations for extra cyber infrastructure
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e Reporting of data should be decided upon the intended outcome of the project. This

will determine the level of credibility needed. For example, in order to sway

policymaking, data collected and reports to policy makers have to be robust.

e Evaluation metrics for a broad and multi-faceted review of platforms (Azavea and

Scistarter, 2014)

(@]

(@]

©)

o

(@]

(@]

o

General

Flexibility

Display, visualization, and publication
Technology of the platform

Social, marketing, and incentives
Data quality

Cost for a new project

e Existing platforms for data collection, management, and sharing (Citizen science,

n.d.):
¢

(@]

o

iNaturalistCit Sci Platform - http://inaturalist.org

OpenStreetMapSpatial Data Repository (only some data is appropriate for
OSM) - http://openstreetmap.org

HubnetCit Sci Platform - http://HubNet.nationalfield.org

eBirdCit Sci Platform - http://ebird.org/content/ebird/

SciStarterCit Sci Platform - https://scistarter.com/

Instagram/Twitter - use a specific hashtag to filterSocial Media Alternatives
FormhubResearch and Data Collection - https://formhub.org/

Open Data KitResearch and Data Collection - https://opendatakit.org/
Datahub.io Data Repository - http://datahub.io

Google Forms / Google Sheets Data Collection and Management

Google Fusion Tables Reporting

Carto.com*Reporting/ Mapping

JotForm.com*Data Collection and Management

Several popular platforms are currently used to announce projects and make citizen scientists

aware how to apply to be a part. For example:
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e SciStarter,
e Zooniverse,
e C(CitSci.org,

e schweiz-forscht.ch

Comparison of citizen science platforms has been undertaken by Yadav and Darlington
(2016). They compared platforms such as Zooniverse, CitizenGrid, World Community Grid,
EpiCollect and CrowdCrafting. Most do not provide interaction and do not show comparative
performance. However, they are open-source and provide do-it-yourself options. All consider
participants’ privacy issues. The platforms use social networks for advertisement and

participant recruitment, e.g. by using ‘followers’ feature in social networks.

For this deliverable, the CSI-COP consortium examined the information on citizen science
platforms beginning with SciStarter, the foremost citizen science platform. It currently
presents information on 1315 projects for citizen science participation across all age ranges,
6-10 years, through graduate students, families and seniors. The project topics are wide-
ranging and are alphabetically categorised from agriculture to science policy. The most
relevant to CSI-COP are the one hundred and eighty-four projects categorised as ‘computing
and technology'. These projects include 'Living with machines’, a UK British Library citizen
science project that seeks "to understand what kinds of accidents affected workers as
machines were introduced in the Industrial Revolution™. For this project citizen scientists are
asked to classify articles in digitised newspapers, "because computers can't match human
ability in understanding historical text" (British Library n.d.). Interestingly, the SciStarter
information on this British Library projects links to Zooniverse showing synergy between
these two citizen science projects’ information platforms. As of March 2020, Zooniverse
itself stores information on 100 projects in a wide range of topics from Art through climate,

physics and others to social sciences.

Another major online platform for citizen science engagement include NASA (n.d). In one
citizen science engagement with NASA, citizen scientists were provided with the opportunity
to act as amateur astronomers. Citizen scientists assisted NASA's scientists volunteering as a

"virtual imaging team". Using their own telescopes citizen scientists were tasked with

This communication is part of a project that has received funding from the
Page 56 European Union's Horizon 2020 research and innovation programme under grant agreement N°873169



CSI-COP

Citizen Scientists
Investigating Cookies
& App GDPR Compliance

exploring and submitting their images of the planet Jupiter. Benefits of participating in
NASA's Jupiter project was to "contribute to Juno mission decision-making and image
analysis. This helped NASA to know what its colour camera JunoCam should see as it passed
over Jupiter (NASA, 2016).

The UK's British Broadcasting Corporation (BBC) uses its extensive web-based presence to
link interested volunteers with citizen science projects, including links to Zooniverse. The
BBC inform on how to get involved in citizen science nature projects such as 'Garden Bird

Watch', ‘Big Butterfly count', or create citizen science projects. (2020).

London's Natural History Museum (NHM, n.d.), like the BBC uses its webpages to promote
citizen science engagement in a variety of projects. These include opportunities to take part
helping researchers to understand how diversity evolved to produce colourful bird plumage:
'Project Plumage'. The 'Big Seaweed' project entails citizen scientists helping marine
researchers by exploring the UK coastline. Reporting stranded whales is another NHM
citizen science project that engages volunteers in supporting UK marine mammal research.
Such is the assortment of NHM's citizen science nature explorations that they too include
space science. NHM's 'Star-spotting experiment’ provides an opportunity for citizen scientists
to collaborate "in a European-wide experiment to map the extent of light pollution affecting
the night sky" (NHM, n.d.).

Local libraries could also be providing information on local citizen science engagement

activities.

Appendix 8: Existing types of platforms used by citizen scientists and experiences with

them

In a manner of speaking, open-source software collaboration is a type of online platform for
citizen scientists to work alongside professionals and expert programmers. Hemetsberger and
Reinhardt (2006), reported that this sort of platform for collaboration was a "decentralised,

self-directed, highly interactive and knowledge-intensive process"” (p.188). Open-source
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communities, such as GitHub can provide some valuable insights into the experiences of

collaborators. The success of open-source platforms is due to factors including:

e make the project easy to understand
e cxplain contribution clearly

e Dbuild personal relationships

e make contributors feel included

e set-up a code of conduct

Hemetsberger and Reinhardt (2006), cite studies that show open-source platforms as models
of "community-based knowledge creation” that could be providing a "strong group
culture with clear rules and norms" with "patterns of behaviour” that "enhance
commitment and foster high-quality team-work" (p.188). This way of considering
"knowledge as socially constructed™ (Hemetsberger and Reinhardt, 2006, p.189) could help

to sustain communities of citizen scientists.

Appendix 9: Challenges in management of collected data

Challenges in the management of collected data include motivating citizen scientists to
deliver their gathered data. The amount of data processed by citizen scientists is significant,
but it is a small number of contributors who make a large share of the contributions
(Sauermann and Franzoni, 2015). This is a pattern that has been shown in other online efforts
such as Wikipedia as well as in some Data Collection projects. In fact, the researchers found
that most participants contributed only once and with little effort, leaving the top 10% of

contributors responsible for almost 80% of total classifications.

As noted in the findings to question 6 (Appendix 6), lack of proper training can also lead to
citizen scientists providing less reliable data with errors, or even wrong results to the project
(Follett and Strezov, 2015). Previous studies report a great disparity in the quality of citizen
science projects’ outcomes (Galbraith, 2016; Aceves-Bueno et al., 2017). Volunteer data is
more variable than professionally collected data (Harvey et al. 2002, Uychiaoco et al. 2005,

Belt and Krausman 2012, Moyer-Horner et al. 2012), specifically, there are problems with
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citizen science data accuracy (e.g., Hochachka et al. 2012, Vermeiren et al. 2016). The main
positive factors of influence on citizen science data quality were: marine or terrestrial
environments location, longer participation length, larger group size, prior training and
volunteer type (research on volunteer’s economic and health situations improves the data
accuracy). A longer participation length and holding a training session have a positive effect
on the percent agreement, both with around 20% increases. Data quality was good in 73% of
the papers’ abstracts but comparison to the experts’ data showed lower data quality (62% was
not significantly different from experts; 55% of the comparisons reporting percent agreement

had at least 80% agreement with professional data).

The following challenges need to be taken into account in citizen science projects
(Silvertown, 2009):

e data collected by the public must be validated in some way;

e methods of data collection must be well designed and standardized;

e as many assumptions as possible must be made explicit;

e itis desirable to have a hypothesis in mind, even if it is only a question like: ‘how is X

changing’ or ‘how is Y distributed?’

volunteers must receive feedback on their contribution as a reward for participation.

As already mentioned in an earlier appendix, one way to improve the quality of citizen
science products, is not only to make the citizen scientists fully cognizant of the scientific
processes but allow them to question the processes to understand and be part of the rationale

for the decisions.

Appendix 10: Online support- requirements and experiences of citizen scientists

Support is necessary to ensure citizen scientists are clear about their role in the project, to
monitor motivations and mitigate drop-out risk. Software tools that are used to support citizen
science projects do have some limitations, including for guiding the participants and
explaining how the data will be collected. Paper format has been adopted as the most

accessible and future-proof publication medium. However, paper use does come with high
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costs and is not efficient. The advancements of technology have reduced the cost of printing
over time and print-on-demand services have become more and more affordable. Silvertown
(2009) recommends offering downloadable hand-out e-books. In this way support can be
further modified and fine-tuned with customized content to suit the needs of local

participants.

With respect to experience of citizen scientists, it has been found that participants like to see
that their efforts are appreciated, their contributions are considered meaningful, and fruitful
for the growth of the project. Without this confirmation citizen scientists’ interest can
decrease and can be lost. Establishing an efficient management framework, utilising the best
and timely communication channels between the researchers and the citizen scientists, is best
to boost the eagerness of volunteers to continue in contributing into the project (Natureindex,
2019).

Leveraging online forums, target groups, organising face-to-face meetings, regular
teleconference calls should ensure that the participants’ feel connected, part of a research
community whose output always matters. This will go some way to achieving a quality
project, and importantly, help must be available in case of any queries, such as how to report

gathered data for the scientific project.
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Abbreviations, Acronyms and Symbols

Acronym Definition

BBC British Broadcasting Corporation

BSCS Biological Sciences Curriculum Study (since 2018, BSCS Science
Learning)

CoAct Co- designing Citizen Social Science for Collective Action

CS Citizen Science

CSA Citizen Science Association (USA

CSI-COP Citizen Scientists Investigating Cookies and App GDPR compliance

D2.1 Deliverable 2.1, this report

DMP Data Management pPlan

DOAJ Directory of Open Access Journals

DITO (project) Doing It Together

EPA US Environmental Protection Agency

EU European Union

GDPR General Data Protection Regulation (EU)

GLOBE (programme)
H2020

Global Learning and Observations to Benefit the Environment

Horizon 2020 (The EU Framework Programme for Research and
Innovation)

HDPA Hellenic Data Protection Authority
HPA Human Protein Atlas
IB Immer Besser GmbH (Task 2.1 leader)
ISPEX (related to) Spectropolarimeter for Planetary EXploration (SPEX
M1, M2, etc 15t month, 2" month, etc of CSI COP project
MLMP Monarch Larva Monitoring Project
MOOC Massive open online course
NASA The National Aeronautics and Space Administration
NGO Non- Governmental Organisation
NHM Natural History Museum (London)
NISS National Institute of Statistical Sciences
OUH Odense University Hospital
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PID Personal Identifiable Data

R&D Research and Development

SDU University of Southern Denmark

SME Small and medium- sized enterprises

SwafS Science with and for Society funding (a Horizon 2020 programme)
T2.1 Task 2.1 of CSI- COP

TBN The Birdhouse Network

UK United Kingdom

US NSF United States National Science Foundation

VOICE Visioning Outcomes in Community Engagement

WP Work Package (example: WP1 means Work Package 1)
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