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Abstract

The Named Data Networks (NDN) or Information Centric Networks (ICN)
are being replaced by point-point procedures in order to ensure a reliable and
efficient communication mechanism.The efficient benefits of ICN in terms of
improved reliability, efficiency and fast information delivery lifted it as a
highly capable interconnected networking form for Internet infrastructure.
Smart devices in Mobile Internet of Things (MIoT) and ICN contribute to-
wards exponential growth of technical firms by ensuring reliability, efficiency
and availability. Though NDN architectures ensure a secure data commu-
nication, however, in order to gain their own benefits, the expert intruders
may compromise routers (nodes) and their routing tables. Therefore, in or-
der to ensure a secure communication through MIoT, any modification in
stored data of these devices (routers) must be transparently reflected to re-
maining entities in the network. Recently, trust is proposed as an alternative
security measure to secure content delivery within ICN. However, only few
of these solutions focused on identifying the legitimacy of the devices. In
this paper, we proposed a novel ICN approach to compute the legitimacy
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of MIoT devices/routers/nodes and routing paths information using trust
based on a wide range of real-life parameters including energy consumption
while transferring the data from source to destination, message delivery to
preceding or succeeding nodes and distance among two devices to identify
Denial of Service (DoS), Distributed Denial of Service (DDoS) or Man-in-
The-Middle (MiTM) attacks. The proposed solution is evaluated rigorously
over various networking parameters such as distance among the devices, en-
ergy consumption, information loss while transferring the data and so on.
Further, the extensive simulation results of proposed mechanism leads to
94% efficiency in terms of better response time, lower authentication delays
and request ratios from fake nodes.

Keywords: IoT devices, Mobile Internet of Things, Named Data
Networking, Information Centric Networking, Trust model

1. Introduction

New frontiers of technologies and machines have been incorporated to ease
and improve the daily life of human beings. 10T is one such technological
front that aims to connect various devices into a common network. For
its applications in ambulant environments like smart cities and vehicular
networks, it has been further modified into Mobile Internet of things (MIoT)
which incorporates the mobile nature of the devices. The goal of MIoT is to
provide a connection to the users from anywhere and at anytime which makes
it an attractive mechanism in rescarch and industrial sectors [1]. While IoT
is an umbrella term used to denote a network of devices, MIoT is a type
of IoT in which the devices are mobile in nature instead of being static. A
network of vehicular devices may be considered as an IoT network but it can
also be called as an MIoT network with more specificity as the devices are
mobile.

Another efficient mechanism to further improve communication and net-
working is Information-Centric Networking (ICN), an approach that aims to
evolve the internet infrastructure from host-centric to data-centric prototype
[2]. The efficient benefits of ICN in terms of improved reliability, efficiency
and fast information delivery lifted it as a highly capable networking form
for MIoT [3]. The world has entered in the era of automated and wearable
devices loaded with sensors where the information gathered from the environ-
ment is relayed to remote location for auxiliary analysis. In order to ensure an



efficient and reliable communication among various entities, point-to-point
communication procedure has been replaced by one of the ICN architectures
known as ‘Named Data Networking (NDN)’ [4]. This architecture further
improves the data-centric approach by emphasising on content rather than
its location. In spite of heterogeneity, scalability and dynamicity, internet
protocol is still the most widely used solution in the prospects of NDN.

NDN is a prospective networking approach that has been inspired by
long term future centric research to solve various contemporary problems
associated with the current IP architecture [5]. The main proposition of
NDN is that the data should directly be accessed by the users and not via
a named host or client framework. It include various data structures to
ensure that all the numerically addressed hosts are replaced by named data
where [P architecture being non-generic in nature fails to constitute any
protocol stack other than the TCP/IP suite. Further, the security of data is
a major concern with the existing IP mechanism. The intruders may disrupt
the IP address and introduce various security threats in the network such
as reliability, denial-of-service and unavailability of services. ICN does not
transmit data using these IP addresses and therefore identification of packets
in transit is almost impossible. In addition, NDN is a data-centric framework
where only sender and receiver knows which data needs to be reconstructed
and hence this provides an additional layer of security over the encryption
technique [6].

NDN can be used by corporations that want a secure method of sending
and sharing data and float a data request without revealing the host entity.
In today’s era of smart technological devices, NDN provides a new space for
organizations to efficiently manage and send data. Smart devices i.e. [oT
enabled devices also have a significant contribute towards this exponential
growth of technical firms by ensuring reliability, efficiency and availability.
Suppose a device connects to the internet after entering an established IoT
network. The node may use NDN and data-centric approach over the internet
and may broadcast its request to the various parties on the internet but the
communication will remain hidden from other devices in the network which
may also connect to the internet on an individual level.

1.1. Motivation and Contribution

In spite of a wide range of advantages offered by IoT technology, MIoT
objects applied using NDN technology may still be adversely affected in a
number of ways. Providing a secure mechanism for MIoT devices is not only
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important for the NDN technology but also for various other mechanisms
that use IoT devices. Although, NDN-MIoT mechanism leads to a secure
framework for ensuring a safe data message transmission using various cryp-
tographic mechanisms. However, other data structures such as routing paths’
information in ICN may still be compromised by the intruders with the intent
of degrading the network performance in various aspects. The distributed
and scalable features of IoT can be exploited by the attackers by encoun-
tering various Denial of Service (DoS) and Man-in-Middle (MiTM) attacks.
Denial of Service (DoS) is a cyber attack in which the intruder attempts to
make a device temporarily unavailable with the intent of disrupting the com-
munication process. Further, the Distributed Denial of Service (DDoS) is a
specific type of DoS attack. In DDoS, a malicious attempt is made by the
intruders to disrupt normal functioning by flooding the devices with internet
traffic. Both DoS and DDoS are highly menacing and unpredictable attacks
to the NDN-MIoT [7, 8].

To address above issues, trust management can be introduced in the net-
work with the aim to provide security to the IoT devices. Therefore, the
sensors or nodes that provide the services to their respective users (entities)
must be recorded and analyzed regularly to check their behaviour in the net-
work. Now a days, various cryptographic solutions have been developed in
order to provide content delivery for MIoT devices within network structures
like ICN. However, these solutions fail to provide desired results during the
data transmission over the network with respect to high energy consumption,
communication losses, low resource utilization, untrusted routing path and
high key management overhead etc [9, 10, 11]. Therefore, to address these
issues, we have introduced a trust based approach that ensures the transmis-
sion of trusted content over the network [12]. The proposed mechanism has
been validated over various metrics including user’s request response, utiliza-
tion of resources, response time, number of processed request, probability of
attack detection and success rate, authentication delay, end-to-end delay and
throughput, DoS and DDoS attacks. The main contributions of this research
study are summarized below:

1. A novel trust management scheme to secure MIoT devices for NDN
networking approaches is proposed to evaluate the trustworthiness of
the legitimate nodes that provide the data to the communicating or
routing processing entities within the MIoT.

2. The legitimacy of each MIoT device is identified by computing the trust



value depending upon a wide range of parameters including authenti-
cation delay, response time, probability of attack detection, end-to-end
delay and throughput, to name a few.

3. Further, Johnson’s algorithm is used within NDN for finding the short-
est path routing algorithm to speed up the communication process
among the devices in real-time scenarios.

4. Finally, extensive simulations are carried out to validate our data-
centric proposal for securing the MIoT.

The rest of the manuscript is structured as follows. The survey of liter-
ature related to ICN and MIoT devices from trust and security perspective
is presented in Section II. The proposed trust framework for MIoT is de-
scribed in Section III. Further, Section IV analyzes the performance metrics
of the proposed scheme against various security networking metrics such as
response time, authentication delay and request ratio. Finally, Section V
concludes the work and highlights the future recommendations for this work.

2. Related Work
2.1. MIoT in Named Data Networking

The security of MIoT devices is critical for an efficient and reliable com-
munication process. The use of NDN in MIoT architecture resolves a number
of contemporary issues such as privacy preservation. To resolve the various
problems of existing networking architectures, NDN allows the direct access
of data by the users and drives the communication process in two ways to ex-
change the data from source to destination, i.e., via interest and data packet
type. Interest packet is the one where information is forwarded by integrat-
ing the desired data name into an interest packet whereas in data packet
type, interest reaches the requested data node by putting both content and
name along with the producer’s signature [13]. To further carry out the data
packet forwarding and interest functions, each data network maintains three
types of data structures i.e. Pending Interest Table (PIT), Forwarding Infor-
mation Base (FIB) and Content Store (CS) [14]. PIT stores all the interest
forwarded by the router that are not yet verified in the network. Each PIT
contains the data name carried in interest along with its incoming and outgo-
ing interfaces. Further FIB maintains a routing table that directly maps the
name to interface and finally CS where a cache is used to temporarily store
the data packets. Among these data structures, the security issues in PIT



and FIB structures are of more concern. While keeping the record of each
router and accessing the information of named data through routing tables,
NDN architecture ensures a secure delivery of data by requiring the crypto-
graphic signature of every data packet. Though NDN ensures secure delivery
of data packets among the nodes or routers, however, the advanced security
concerns such as compromised MIoT nodes or routers may lead to security
issue within the MIoT networks. Even though the data is secured in the
network, the compromised MIoT devices lead to drastic degradation of the
communication and transmission process in the network. Therefore, in order
to inflict cooperation among communicating entities and isolate the mali-
cious MIoT devices, this paper has proposed a secure trust mechanism that
considers the PIT and FIB structures to eliminate communication attacks
during message transmission or during path searching process by computing
the trust of each MIoT device. This section illustrates the hierarchical ICN
architecture along with a rival model to portray the designing methodology
and the proposed approach.

NDN offers an intrinsic security as data itself is secured by signing of each
information by individual producers. Figure 1 depicts the vanilla architecture
of NDN [15] where data packets are hierarchically verified for authentication
upon receiving from an author ‘P’ and published in a blog ‘JUIT’. The au-
thentication of the data packet is carried out in three different steps i.e. 1)
verification of the signature of the author ‘P’, followed by 2) checking the blog
administrator signature which certified ‘P’ and finally, 3) verification of the
authority which certified the blog administrator. The complete verification
process of proposed mechanism resulted in the generation of an authentic
data packet. In the next section, we identified various security schemes pre-
sented in literature to secure IoT via traditional ICN and NDN.

1 /JUIT/blogl/users/P/key/1 | \

Conter] ! I 3
/JUIT/blog/networking/2019/1/ICN / /Ui T/blog/admin/Blkey2 | \
Content Sig | Con 1JUIT/blog/key/1
sig S_ig tyj Sig | Content

signaty Sig
Sig type Key lo Zg}n
signature SHA 512 Ke Sig type
Key locator/JUIT/blog/users/P/key/1 Y signature SHA 512

4 — Kei locator
Trusted @

certification

Figure 1: NDN Vanilla architecture



2.2. Literature Survey

Nour et al. [16] have illustrated the benefits of NDN in IoT networks
by using content as a fundamental element that can be redistributed and
cached. Further, the authors have highlighted the privacy and security chal-
lenges in NDN. However, the routing threats occurred during communication
procedure is missing from this study. Furthermore, Nour et al. [17] presented
the limitations and challenges of NDN as publisher-subscriber by proposing
a group-based architecture. The proposed mechanism efficiently provided
access control, authentication and group management features without al-
tering the traditional NDN principles. The proposed mechanism is validated
against conventional policy-based subscription that showed improved privacy
and security features. However, the security issues occurred during packet
transmission process is not identified by the authors. Next, Zhang et al. [1§]
have discussed the advantages of NDN architecture that changed the packet
delivery process from IP address hosts to named retrieval of secured data
packets. Further, NDN have changed the network security approach that
uses name semantics to use cryptographic keys for ensuring the security.
In this article, the authors have proposed availability, confidentiality, data
authentication and bootstrapping for securing the transmitted data packets
within the network.

However, in order to make a practical use, there is a need to address the
content security issues of NDN architecture. For instance, Yu et al. [19] have
proposed a digital signature scheme using network coding, privacy preserv-
ing, post quantum and cost effective signatures to achieve authentication and
data integrity in variety of NDN applications. The authors suggested various
techniques to speed up the process to ensure signature verification and gener-
ation in time. However, the signature verification and generation process at
each node further leads to increased computational overhead. Moreover, the
proposed mechanism investigated the number of trusted schemes that need
certificate less security mechanisms. Next, Rezende et al. [20] have proposed
a key management mechanism for reducing the overhead and ensuring a se-
cure data model in NDN. The authors have proposed a replication based
scheme to disseminate the status of key by improving the robustness, key
status availability and convergence time metrics throughout the communi-
cation process. The proposed phenomenon is validated against original data
producer which identified a significant reduction in consulting the key status
of response time. Further, Zhang et al. [21] have proposed a trusted NDN
mechanism for ensuring authenticity, integrity and Provence by managing
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certificates and cryptographic keys in a meaning full manner. The proposed
mechanism provided the trust among two entities or within a single entity
by generating a certificate using its name space. However, they have not
considered further security issues concerned to NDN architecture. Tschudin
et al. [22] have proposed a logical trust engine for NDN which is capable of
correctly and efficiently verifying the authenticity and integrity of data. This
trust engine is implemented in CCNx stack to further validate the availabil-
ity of the network. Yu et al. [23] have proposed a secure NDN architecture
that ensures data authentication to sign and verify each data packet in the
network layer. In order to make authentication decision usable through a
trust-based scheme that defines which key may sign which data and verifi-
cation procedure. The authors have proposed a trust model to handle the
key generation and verification procedure during data authentication. NDN
with internet have introduced the future internet architecture by offering a
multicast, in-network caching, mobility and security through content-based
communication. In this article, Nour et al. [24] have illustrated a system-
atic and detailed review of IoT-ICN where ICN enables communication for
benefiting the IoT networks. In addition, the authors have surveyed Quality
of Service (QoS), interoperability, mobility, security challenges and research
directions.

Aboodi et al. [25] have discussed the issues of incorporating NDN archi-
tecture with IoT in terms of access control, naming schemes for data and
devices, forwarding strategies, in-network caching and device configurations.
Mick et al. [26], on the other hand, have proposed a scalable and novel
security framework for hierarchical and lightweight authentication in NDN.
The authors have highlighted the new routing and on boarding security chal-
lenges in NDN based IoT networks. The NS3 based simulation validated the
efficiency and scalability of the proposed phenomenon for large scale IoT ap-
plications as in smart cities. In order to improve efficiency and throughput in
5G 10T application, Lei et al. [27] have proposed a probability-based forward-
ing strategy for network coding. For quantifying the performance benefits,
authors have used ndnSIM simulator by integrating NDN into network cod-
ing. The experimental results demonstrated the significant improvement of
QoS, reliability and performance. Zhu et al. [28] have addressed the security
challenges of NDN-IoT architectures and analyzed the impact of network per-
formance against several security attacks. Lastly, a blockchain-based solution
is provided against NDN-IoT security threats.

Although there are various security improvements in NDN, yet there have
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been numerous setbacks. Various threats such as compromising the nodes
and intrusion of the routing path mainly via DoS, Man-in-middle and black
hole attacks are still persistent. Active research is going on in this domain,
where many studies have relied on cryptographic techniques to ensure secu-
rity within NDN. However, cryptographic solutions offer various limitations
due to their complex nature with respect to communication, computation,
key management and storage overheads. Therefore there is strong need for an
efficient security mechanism for the MIoT network. The goal of this paper
is to achieve an efficient NDN-enabled environment by securing the MIoT
devices that comprise this novel paradigm.

2.3. Existing Approach

In order to validate the proposed phenomenon, in this paper, an NDN
framework is compared against a recent trusted model proposed by Fang et
al. [29]. They have proposed a trusted model that have discussed the need
of cyber security by analyzing typical threat behaviours and defence mecha-
nisms. In this study, the authors proposed an efficient trust-based solution
to resolve an intelligent internal on-off threat. Simulation results proved the
efficiency of this solution by identifying and revoking malicious devices from
the network in a short span of time. The author’s computed the network trust
via two different methods i.e., directly and indirectly, solely depending upon
their reputation within the network. Further, trust is analyzed based upon
its data transmission and the information is updated accordingly. However,
in our proposed phenomenon the accuracy of nodes trust or legitimacy is
enhanced by calculating the weights using trust weights. Further, The value
of trust increments and decrements based on various networking parameters
such as energy consumption, previous interaction and information loss etc.
The simulated results of proposed framework shows better results against
various measuring parameters such as accuracy of service response during
the involvement of malicious activities by the intruders, response time by
the IoT devices in malevolent environment, efficient utilization of resources
where some of nodes are compromised by the attacker and finally the num-
ber of processed request by the devices sent by various users. All these
measuring parameters are efficiently compared and analyzed against exiting
(traditional) approach.



3. Proposed Solution

The NDN is assumed to be hierarchical in nature. In this paper, we cat-
egorized the NDN architecture into three distinct layers, i.e., (1) End user
layer, (2) IoT sensor layer, and (3) Internet layer. The end user layer consti-
tutes the lowest layer of the architecture which include healthcare systems,
industries, cities and cab services. Next layer is the IoT sensor layer which
consists of IoT devices (known as sensors) are allied above the end users. Fur-
ther, Internet layer is the top most layer of proposed architecture through
which the services are provided to IoT sensors. The generic network model
of the proposed framework is depicted in Figure 2 with an assumption that
the network may drop, duplicate and selectively broadcast the information
at anytime, anywhere in the network. The depicted Figure 2 contains num-
ber of IoT devices/sensors that can be adopted for vehicular networks, smart
cities, smart industries (industry 4.0) and smart healthcare applications, to
name a few. However, attacks from various intruders during the communi-
cation process with the aim of forging the legitimate device’s address and
consuming the resources for their own benefits is a major concern in NDN

networks.
Internet Layer

loT Sensor
Layer )
(5)) sensors mRY sensors (&)
End User
Layer Smart City

Smart Industry

Figure 2: Hierarchical architecture of network model
Moreover, the compromised devices may also indulge in various illegal
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or unethical deeds such as path information modification and non-optimal
route range during communication process to launch various threats inside
the network such as worm hole attack, Sybil attack etc. In this paper, we
have focused on some major threats which are considered as the most severe
attacks of IoT devices in NDN and other mechanisms for causing significant
packet drops, delays and degradation of the network performance [30]. The
proposed trust framework is evaluated over all the attacks as mentioned
below:

e Black-hole attack: is the one where the malicious device attracts all the
remaining legitimate nodes by promising the shortest path to destina-
tion,

e Data-falsification attack: during this attack the devices involved in
communication transmit false information to the corresponding net-
work.

e DoS attack: is a cyber attack in which the intruder attempts to make
a device temporarily unavailable with the intent of disrupting the com-
munication process.

e DDoS attack: the Distributed Denial of Service (DDoS) which is a
specific type of DoS attack and a malicious attempt to disrupt the
normal functioning by flooding the devices with internet traffic is also
highly menacing and unpredictable to the NDN-MIoT.

o Man-in-the-Middle attack, during this attack the attacker secretly al-
ters the communication between two parties who believe that they are
in direct communication with each other.

3.1. Proposed Generic and Adversary Model

By considering these attacks, an adversary model is also depicted in Fig-
ure 3. The adversary model includes a number of threats where sensors that
provide services to various firms can be easily compromised by the intruders
for their own benefits. The attacking devices show-up during the communi-
cation process and start behaving as legitimate devices by forging legitimate
identity. In order to ensure the entire communication process where devices
may freely provide secure services to their requested users in various firms,
there is a need to propose a secure communication mechanism. In this paper,
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we proposed a trust framework to secure MIoT devices for NDN environment
based on weight computation. The next section provide details of the pro-
posed trust solution within NDN.

Internet Layer

loT Sensor
Layer

End User
Layer

uthentication
attack

S--.. ., DDoS

ﬁ attack

K
,
,
“ o ’Il \‘ '
K
Sensors ((.))
X ack hole .
N '/' K /’
l'\
P

___________________________________________________________

Smart City

Smart Industry
©)

L m—glgﬁ

Figure 3: Hierarchical architecture of adversary network model

3.2. Proposed Trusted Scheme

The whole scheme is composed of four parameters as listed below which
have been elaborated in the following subsections.

1. Route Selection.
2. Weight Computation.
3. Trust Negation.

4. Path Selection.

3.2.1. Route Selection

The first main component of our proposed trust management scheme is
the route selection for the data generated by the IoT devices from source
towards destination. In order to do so, we relied on Johnson’s algorithm,
which computes the shortest route for the packets generated from source X
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to destination Z [31]. Johnson is the shortest path routing algorithm and is
used in this paper because of its high speed for searching the communicating
path in hierarchical environment. Further, in order to securely broadcast
the information among X and Z, the trust of each device that is based
upon former interactions and the weight of each device to search shortest
route are premeditated using certain metrics. The remaining text argues the
basic design of each parameter that is used to route, secure and broadcast
all information among communicating entities. The proposed scheme uses
preceding history interaction (PHI) for the trust computation of each device
because it helps in easy detection of malicious nodes from a database of
their preceding activities. Further, a route discovery between source and
destination is projected using Johnson’s algorithm by computing the weights.

3.2.2. Weight Computation of Nodes

In order to use Johnson’s algorithm, each IoT device must consign some
weights to calculate shortest route between X and Z. The weights used for
scarching and communicating the path are calculated via various metrics such
as (1) distance between devices, (2) device trust, (3) energy consumption and
(4) information delivery rate.

To compute nodes’ weight, we first calculate the Euclidean distance EDy; ;)
between d; and d; using

EDj = /(i = )2) + (4 — )?) (1)

where i, j are the network devices and x and y are their coordinates in
the network.

Once, EDy; ;) is identified, the next phase of our proposal computes device
trust which is achieved via PHI. PHI states that the trust of a sensor known
depends on the history of preceding communications by assigning a rank to
each device by checking their energy consumption and packet information
in the network. Initially, each device is assigned a static trust value let
say 0.5 ranging from 0.5 - 1 which can be further decreased and increased
by computing the rank of cach device using predefined assumed threshold
value.The trust value 1 is the highest value. The trust measured from 0.5 -
1 can be further varied according to opinions provided by neighbours. The
reason of assuming this range is that threshold will be 20% of maximum,
so that taking initial range will help in the further computation instead of
considering every value as simply 1. The limitation of taking these initials
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is that few devices tend to lose the trust as compared to other devices. The
formula for computing trust is defined as:

Device trust = Z PHI where n are the number of IoT devices (2)

=1

Further, energy consumption (EC) is the energy consumed by the device
that is measured after broadcasting the information. Here, device energy is
consumed upon each sending and receiving of information and is measured
for weight computation.

EC = Total energy — (E. + E,) (3)

where F, is the energy lost during information communication and E, is
energy worn out during receiving of the packets. Finally, information delivery
rate decreases due to internal threats on the device that are compromised by
the intruders. The device weight (w,,) is defined as sum of consumed energy,
information loss (IL means the number of packets or messages lost by the
nodes during communication mechanism) and distance between the devices
multiplied by some common factor and negation of trust given as:

n

wn=Z((a X EC )4+ (a x IL) + (o % digy) + (1—trust) (4)

i=1

The weight calculation and routing mechanism is explained in detail in
a flowchart of proposed approach as depicted in Figure 4. In the given
flowchart, an initial trust is assigned randomly to all the nodes that can be
further increased or decreased depending upon certain communicating fac-
tors. The resulting weights computes the overall trust value which ultimately
decides the legitimacy of IoT devices.

3.2.3. Significance of Trust Negation

Let us suppose, the communicating routes to broadcast the information
to destination Z as given as i-z and j-z with the assumption that trust of the
device iis 0.7 and j is 1. Now, according to PHI, the device having maximum
trust would be certain to route information. Initially, all the parameters to
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Figure 4: Flowchart of proposed trusted architecture
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compute the weights are set to be 1 where the corresponding weights of i
(w;—) and j (w;—_,) will be computed according to eq. 5 and eq. 6 as follows:

wi—, =02x1402x1+0.1x14(1-0.8)=0.24+0.2+0.140.2=0.7 (5)

wij_, =02x1+4+02x1+0.1x1+(1-0.9) =0.2+0.24+0.140.1=0.6 (6)

The weight of device d;. is 0.7 while that of device d;, is 0.6, therefore,
route selection by X would be through d;,. The higher is the trust value,
the lesser would be the weight. In this way, the device having trust less than
weight would be chosen for route formation process.

3.2.4. Path selection

To search a path in NDN networks, Johnson algorithm is used that works
on positive weights and is based upon Dijkstra’s that searches the minimum
weighted routes starting from X and generates a tree till Z. Now, according
to PHI, threshold value such as 0.7 is set to each device so that if PHI of any
device is less than the threshold than trust would be less and would never
be considered for path formation. Similarly, if trust is above 0.7, the device
would be considered as trusted.

PHI
Trust = pe v 1D+ Pl (7)
Moreover, in order to understand the proposed framework, let us assume
a scenario as depicted in Figure 5, where initially random trust would be
assigned for computing the weight of each device.

The weights of network would be computed through equation (4) where
previous trust of the device would be used to search the new weight. Now,
assume if a device P desires to forward information to device Q, trust of
device QQ would be considered for weight calculation as follows:

Wi = 0.2 x EC+0.2x IL+0.2x Dp,q) + (1 — 0.96) (8)

Let us suppose that EC, IL and D, , are set to 1 then the corresponding
weights would be computed through eq.(4) as shown in figure 5(b). Moreover,
if X desires to forward some information to destination Z, information will
be transmitted by computing the shortest route using Johnson’s algorithm
among X and Z.
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Figure 5: Example of proposed trusted scheme a) trust assignment b) weight calculation

4. Performance Analysis

4.1. System State

In order to overcome the security challenges in MIoT such as while trans-
mitting and routing the data packets, a trusted mechanism is proposed that
is further validated and verified through numerical simulations. We imple-

Table 1: Simulation Matrices

H Networking Parameters Values H
Simulation time 300 sec
Simulation area 400x400
Networking area 200
No. of IoT devices 50, 100
Mobility model random
PHY layer PHY 802.11
MAC protocol IEEE 802.11
Number of attackers 20, 50 %
Range of transmission 120 m
Size of user’s request (number of Packets) 256 Byte
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mented and validated our proposed trust mechanism to ensure IoT device
security over NS-2 simulator. Although it is a very challenging task to en-
sure security of every connected IoT device, we have presented a trusted
scheme that not only guarantees devices’ security but also recommends the
services to the real-time environment. In the proposed scheme,the approach
is verified against ideal and malicious behaviour and is running at NS 2.3.5
version with predefined devices. As depicted in Table 1, a 400 m x400 m
network size is generated having network size of 200 devices that are mobile
in nature and can join and abscond the network at any time randomly. Ini-
tially, we have created a network of 5 [oT devices that generates a synthesized
information using distribution pattern. Further, to verify the device security,
the performance is analyzed in presence of the intruders which has the ca-
pability to compromise the legitimate devices in the network. The intruders
have used black hole, data falsification, DoS, DDoS and MiTM attacks to
disrupt the ideal networking activities.

The malevolent devices are added based on probability during transmis-
sion process. Further, Table 2 lists out 200 deployed devices having 50 malev-
olent nodes. The probability of attacks in a single instance occurs on 3 out
of 10, 5 out of 15 and 50 out of 200 devices respectively. The execution is
accomplished for 300 seconds.

Table 2: Configuration of Networking Environment

H S.No. Legitimate Nodes Compromised Nodes H

1 10 3
2 15 5
3 200 50

4.2. Performance Parameters

To evaluate the performance of the proposed scheme, we integrated vari-
ous metrics within the NS-2 simulator including accuracy, response time, re-
source utilization, authentication delay, end-to-end delay, throughput, prob-
ability of attack success and attack detection, to name a few.

Figure 6 provides accuracy to the proposed scheme by detecting the
malevolent device in a large number of devices linked to corresponding end
users. Accuracy is defined as the difference between actual time and pre-
dicted time where the predicted time shows the response time of the devices
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Figure 6: Accuracy Comparison for responding the user’s request during malicious devices

under ideal conditions and the actual time show the response time of the de-
vices that are compromised by the intruders. The proposed scheme achieves
better accuracy for the malicious device prediction which may be further
enhanced if simulation runs for a longer period of time. The main reason
behind this high accuracy is the trust model that is computed through PHI
enables the legitimate devices to identify malicious nodes and thus revoke
them from the network.

Further, it is predicted that the response time from IoT devices for the
proposed scheme performs better as depicted in Figure 7.

It can be clearly seen that the malicious devices are identified using trust
and are removed from the network that further leads to increase in response
time and efficiency of the network. Further, in the proposed scheme the
detection of any malevolent device is immediately followed by its removal
from the networks so that it does not affect the overall network performance.

Next, we evaluated the proposed mechanism against existing approach
over various measuring parameters such as resource utilization and number
of processed request. This analysis further shows an improvement in resource
utilization as revealed in Figure 8.

The resource utilization parameter depicts the number of network re-
sources to be used by the IoT devices while communicating or providing the
requested services of the users. The resource utilization of proposed phe-
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Figure 8: Utilization of resources during malicious environment

nomenon is ideal as compare to existing technique even during the involve-
ment of malicious activities by the intruders. The reason behind this is the
involvement of only legitimate devices for providing the data transmission as
the malicious nodes are revoked from the network.

Moreover, Figure 9 presents the number of requests processed by the
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proposed system with respect to linear trend for adversary model. It can be
seen that as the number of devices increase linearly, the respective number
of processed requests also increases linearly. This is due to the fact that our
solution relies on trust scheme which eliminates the malicious nodes from the
network by identifying their PHI. Hence only legitimate devices are involved
during the communication process that can respond to the requested services
of corresponding users.

In addition, we analysed our proposed trust-based mechanism for end-to-
end delay, network throughput, probability of attack success, ease of attack
detection, average and maximum authentication delay. Figure 10 and Figure
11 depicts the end-to-end delay and network throughput for both proposed
and existing approaches.

Our proposed solution achieves low end-to-end delay than the existing
approach. This is due to the fact that our proposed solution has the ability
to detect the malicious and legitimate behaviour of [oT devices at an early
stages. Therefore, the overall end-to-end delay decreases as the malicious
devices are never involved in the communication process within the network.
Similarly, the throughput of proposed approach as depicted in Figure 11 is
more than existing mechanism as proposed trust-model never allows mali-
cious number of device to transmit the information in the network.

Further, Figure 12 and Figure 13 measured the probability of attack suc-
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cess and ease of attack detection in the presence of malicious nodes during
communication process.

It can be seen that the proposed mechanism can efficiently detect the
malicious behaviour of the nodes and reduces the overall probability of at-
tack success because of its highly trusted nature towards the communicating
nodes. The probability of attack success in Figure 12 over 25 MIoT devices is
approximately 3.3% due its initial establishment of the network. During the
network establishment, a random trust value is assigned to all the devices
that allows the intruders to involve at an early stage.

Further, Figure 13 depicts that the probability of attack detection over 25
MIoT devices is higher which further reduces at a consistent rate. The major
reason behind this phenomenon is that as the number of nodes increases, the
already existing legitimate devices may get compromised by the intruders.
The compromised devices may further generate various attacking patterns
and strategies such as sybil attack and worm hole attack which are very
difficult to detect at first instance.

These attacking strategies can be further identified through trust com-
putation and their previous behaviours upon increasing the number of nodes
with a larger rate. Finally, Figure 14 presents the average and maximum au-
thentication delay of proposed and existing approaches over various number
of devices.

22



Throughput (bps)

roposed Approach
xisting Approach

Number of loT Devices

Figure 11: Throughput over Number of devices

N
o

T T T T

L I Existing Approach
I Proposed Approach

Lk

Number of loT Devices

N
o]

N N N N
S (o2} © o N S (o2}
T T T T

Probability of attack success (% on scale of 10)
N

o

Figure 12: Probability of attack success over Number of devices

Average and maximum authentication delay signifies the amount of time
required to authenticate a node before participating into communication pro-
cess. The authentication of legitimate and malicious devices through trust
computation ensures efficient and fast detection process as compared to other
existing techniques. In a brief, all the above results depict the superior be-
haviour of the proposed scheme because a reference from the database of
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Figure 14: Average and Maximum Authentication Delay over Number of devices

former interactions results in a drop of the malicious nodes forever which
enhances the network performance in terms of cost and resource utilization.

Furthermore, Figure 15 and Figure 16 depicts DoS and DDoS attacks that
are more specific to MIoT architectures. In the depicted Figure 15, proposed
scheme outperforms existing approach as it integrates a trusted routing pro-
cedure where malicious devices are identified and eliminated before starting
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the communication mechanism.
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Similarly in Figure 16, our proposed solution is more resilient to DDoS
attacks as compared to the existing approach as it can identify attackers at
an early stage of the communication process.
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Figure 16: DDoS attack over Number of devices

4.83. Results Discussion

Proposed and existing mechanisms have been appraised based on vari-
ous network environments and devices for which a personalized simulation
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has been projected.We conducted a simulation-based study to validate our
proposal which is depicted by the simulation results in previous section.

From the results, we can conclude that the accuracy of our proposed
trust-based solution was close to 94% which can further be enhanced if the
simulation time is high due to the fact that the devices spent higher time
in the network which can be further identified via their trust values. More-
over, the response time will be rapid because of identification and removal
of detected malevolent devices from the system. The identification and de-
tection of malevolent devices was computed through device trust. Lastly,
we concluded that our proposed scheme can efficiently detect and identify
malevolent devices as depicted by the simulation results. The main reason
of the proposed scheme out performance as compared to existing technique
is its reliance on the data of PHI. As the existing technique identifies the
nodes’ legitimacy based on their current reputation and interaction which
can be tampered by the malicious behaviour of the nodes, thus achieving
low performance in comparison to the proposed approach. However using
the PHI scheme, whenever a node performs malicious activity, its perfor-
mance based on energy consumption and packet loss ratio is recorded in the
database which is used for future inference in calculating the trust. Further,
the early stage identification of malicious devices and their blockage for par-
ticipating in the communication process makes better utilization of resources
and highlights it better as compared to existing approach. Further, the use
of Johnson’s algorithm to route the messages through shortest path reduces
the response time among devices and requested user’s.

5. Conclusion

In order to solve various contemporary issues of IP networks, NDN have
been proposed as a future networking paradigm. Though it provides an ad-
ditional security layer by knowing the data to only sender and receiver, how-
ever, it has numerous setbacks such as complex security cost, computation
communication overhead etc. Recently, trust-based mechanisms have been
proposed by few researchers in content delivery mechanism in NDN, however,
only few of them have used trust scheme for identifying the device’s legiti-
macy. In this paper, we proposed a secure trust-based solution to compute
the legitimacy of MIoT devices based on various parameters such as energy
consumption while transferring the data, message delivery to preceding or
succeeding nodes, distance among two devices to identify denial of service

26



and man-in-middle attack and so on. Simulation results depicted that our
proposed trust-based mechanism efficiently verified several parameters such
as accuracy, response time, resource utilization and number of proposed re-
quests against traditional mechanism. The simulated results against various
parameters show approximate 94% success rate in the proposed framework
as compared to traditional approach.

In future, we will report the identification of specific NDN threats with
their resolution mechanism by integrating blockchain within MIoT networks.
Further, the tradeoff between delay and power during node security will also
be taken up for prospective scrutinizing. Moreover, the real-time scenarios
communication, congestion overheads while processing the data or services
through legitimate trusted node’s can be further analyzed.
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