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Abstract: Among the hot research topics, Fintech is leading the trend in terms of the newest technology applications. The relatively new emerging paradigms in various sciences, such as geometry
(fractals), physics (quantum), and database systems (distributed ledger—blockchain), seem to potentially contribute to a greater shift in the framework of the fnance industry, bringing also some
concerns (cyber-threats). Consistent and extensive investigation of the reasonable potential impact
of these new models (and their underlying technologies) is performed, and then tested through
a SWOT analysis, as the main objective of this research. Threats and opportunities are always
intrinsically driven by the introduction of technological advancements (revolutions). This research
confrms that information availability and the increasing interconnection of crosswise applications of
each discovery to the different felds of science is determining the rapid succession of revolutions
identifed by evident large shifts in economic paradigms. The growing computing capacity and the
development of increasingly powerful predictive software are leading to a competitive, extremely
dynamic, and challenging system. In this context, as shown by history, there is a high possibility
of market concentration in which, however, only a few corporations—digital giants—can afford to
develop these technologies, consolidating their dominance.
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1. Introduction
1.1. Research Objective
In this article, although limited to a general qualitative overview, the authors carried
out an analysis aimed at highlighting not only the exposure of the fnancial sector to the
technologies (FinTech) that are driving its exponential development, but also the inferences
with different scientifc felds, such as geometry (fractal), physics (quantum), and database
systems (blockchain distributed ledger). The potential impact of each scientifc progression
on Fintech is then assessed through a SWOT analysis to verify and systematically confrm
the assumptions.
The fnance sector is certainly one of the most dynamic and regulated sectors of
science [1,2], and technology has often been the main driver of social revolutions and
paradigm shifts [3,4]. Fintech can, therefore, undoubtedly be considered a potential catalyst
for innovative applications emerging from every feld of science.
Considering that many sciences are witnessing exponential progress thanks to globalization and the easier dissemination of information, and given that social and technological
revolutions have always been the result of a mix of innovations, it would be limiting to
focus only on a single driving sector for the Fintech development. An analysis of the
possible and potential interactions of different felds of science with the Fintech industry is,
therefore, undoubtedly relevant and interesting.

4.0/).

J. Open Innov. Technol. Mark. Complex. 2021, 7, 19. https://doi.org/10.3390/joitmc7010019

https://www.mdpi.com/journal/joitmc

J. Open Innov. Technol. Mark. Complex. 2021, 7, 19

2 of 19

1.2. Fintech Origins and Defnition
Fintech is undoubtedly a very popular and trending topic, especially when it comes
to considering its impact in the fnance industry [5]. It is, therefore, considered useful to
defne its origins to better identify the period in which to contextualize its evolution, in
parallel with the scientifc and social revolutions that are shaping it.
It is possible to reasonably confrm that the digitization of fnance has sharply accelerated in the last decade of the twentieth century, with the start-up of online banks, it is,
therefore, not surprising that the term “FinTech” or “Fintech” [6,7] was used for the frst
time by the chairman of Citicorp, John Reed, in 1990, as documented [8], as the contraction
of Finance (Fin) and Technology (Tech). The feld of research relating to Fintech is, however,
controversial [9], depending on (a) characteristics of the technologies to be included; (b)
identifcation of technologies that can be considered “new”, therefore including only “the
new breed of companies that specialize in providing fnancial services primarily through
technologically-enabled mobile and online platform” [9]; (c) the willingness to include
only technology-enabled business model innovations [8]. A broader meaning is referred
to any use of new digital technologies applied in the fnancial sector to perform forecasts,
analyses, or to facilitate fnancial transactions. As per the Oxford Dictionary, Fintech is
identifed as any “Computer programs and other technology used to support or enable
banking and fnancial services” [10]. Given this broad defnition, alternative payment
systems are included in the analyses, therefore overcoming the academic controversy as to
which “cryptocurrencies” or “virtual currencies” (based on the blockchain) may or may
not be framed within the Fintech scope, although not backed by any government (since
decentralized) and, therefore, lacking any intrinsic value [9].
1.3. Fintech and Interactions with Other Fields
In general, Fintech companies aim to provide the most innovative fnancial services
which, thanks to digital technologies, can be developed and evolve to bring new benefts
to end-users, individual consumers, large companies, or SMEs. The future of fnance has
indeed a digital DNA (See Figure 1), and shifts in other sciences will have a great impact
on the Fintech industry. As will be demonstrated below, three sciences, in particular, are
identifed as those that will have the greatest impact, given the specifc applications and
the main characteristics that make them particularly suitable for driving the development
of the sector.
Banking, fnancial and insurance services have been witnessing profound change over
the last two decades. The impact of digital technologies in fnance is indisputable; FinTech
is, therefore, the most challenging frontier. It is not limited to the banking sector, since
it can be extended to open banking, API (Application Programming Interface), start-ups,
robot-advisor, process automation, and crowdfunding online platforms [11].
In recent years, the interdependence among different areas of science has proven to
be the best driver of the main advancements [12]. Fields that did not even exist a couple
of centuries ago, such as data science (algorithms, data analytics), quantum computing,
fractal geometry, distributed ledger, and cloud systems represent nowadays not only hot
research topics but the driver of most strategic public and private projects. The need
for ever-greater computing power, availability of big data and complex mathematical
algorithms, decentralization of ledgers, seem to be the ideal context for the development
and application of quantum computing. Financial and insurance innovations are relentless
and driven by the customers’ satisfaction, increasingly convinced that digital services make
every process more agile. Therefore, the willingness to use new technologies is becoming
crucial. In this sense, great attention is focused on Blockchain, Big Data Analytics, Artifcial
Intelligence, Cloud Systems [13], and new 5G Communication Technologies [14,15].
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as well as to offer regulators an anticipated perspective of those that are the major regulatory challenges of the FinTech sector, which cannot be ignored, and which cannot be
treated as a mere subspecies of finance.
The adopted methodology is based on the following, sequential steps:
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(a)

Interviews with fellow scholars specialized in various disciplines of science to identify,
select, orient and focus analyses on trending topics in the specifc areas with the
greatest potential impact on Fintech.
(b) Targeted search of numerous combinations of keywords (i.e., “quantum computing”,
“fractal”, “fnance”, “fntech”, “forecast”, “Machine learning”, “artifcial intelligence”,
“blockchain”, “distributed ledger”) in search engines such as Google Scholar, Locate, ACM Digital Library, and Scopus Search, and then fltering primarily research
published in top tier journals (ABS 4 *, ABS 3 *, and Scopus Q1–Q2).
(c) Systematic review of the sources and further selection of the most relevant and
consistent ones, merging them with the most recent news found in international
relevant scientifc sources such as Bloomberg and Financial Times.
(d) Identifcation of a useful framework of current and forthcoming Fintech applications
classifed according to the three main related sciences to perform a consistent SWOT
analysis of the Fintech industry.
3. Literature Review: Frontiers’ Origins and Connections with Fintech
The term “paradigm” from the Late Latin “paradigma”, and the Ancient Greek
παρ´αδειγµα, derives from the verb παραδε´ικνυµι «show, present, compare», composed
by παρα-«beyond» and δε´ικνυµι «show» [17,18]. Among its various meanings, a paradigm
can be understood as a “model”; it has recently been introduced in the sociology and philosophy of science to identify a complex of methodological rules, explanatory models and
problem-solving criteria that characterize a community of scientists in a given phase of the
historical evolution of their discipline: the so-called “scientifc revolutions” can be traced
back to paradigm changes. Many scientifc disciplines in recent decades have witnessed
signifcant shifts, among which, however, three, in particular, have been more frequently
brought to the world of fnance. In the following paragraphs, three scientifc sectors and
their paradigm shifts are, therefore, briefy but exhaustively analyzed: geometry, physics,
and database systems. All the possible known or potential applications that the new
technologies introduced by these scientifc revolutions can impact the Fintech sector will
also be identifed in the fndings of this research, therefore expanding its frontiers [19–21].
3.1. Quantum Computing
At the beginning of the twentieth century, scientists were convinced that they understood the basic principles of nature. Atoms were the “building blocks” [22] with which
the natural world was built; Newton’s motion laws explained that most of the physics
problems seemed to be solved. However, starting from Einstein’s theory of relativity, which
replaced Newtonian mechanics, scientists have gradually understood that their knowledge
was far from complete. Quantum physics, which completely altered the fundamental
axioms of physics, is particularly relevant. The transition to this new approach involves
felds of nanotechnology for the production of hardware with very strong computing
power and, at the same time, it generates cybersecurity risks that cannot be ignored as
current cryptography systems will soon become completely obsolete (since vulnerable).
The Fintech industry will certainly be among the frst to be affected both from the side of
predictive calculation (performance of fnancial instruments), and from that of trust and
security in fnancial systems [23,24]. Quantum mechanics, or quantum theory, or quantum
physics [25] is a theory that its creators did not fully understand, but that has proved to be
the only one capable of explaining the behavior of matter in the microscopic world. At the
heart of the matter, there is an immense world, made up of billions and billions of particles,
which escapes our senses and our intuition. Quantum computers are new types of devices
that allow us to represent and manipulate information not through the classic bits, “0” and
“1”, but through the quantum bits or qubits, more complex objects that take advantage of
some properties that are peculiar to quantum physics such as the superposition of states,
entanglement, and quantum interference. Just as in classical information it is encoded on

way to characterize one without referring to the other. When a measurement
on one of the particles of the state, it also instantly determines the values o
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The blockchain can, therefore, be considered a technology that belongs to the cate
gory of Distributed Ledger Technologies (DLT), distributed archives. Distributed Ledge
Technology can be defined as a set of systems characterized by the fact of referring to
distributed ledger, governed in such a way as to allow access and the ability to mak
changes by multiple nodes of a network [51].
Any transaction, or the data that represent it, is subjected to an asymmetric doubl
key signature mechanism which, although not equipped with certificates issued by ac
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The blockchain can, therefore, be considered a technology that belongs to the category of Distributed Ledger Technologies (DLT), distributed archives. Distributed Ledger
Technology can be defned as a set of systems characterized by the fact of referring to
a distributed ledger, governed in such a way as to allow access and the ability to make
changes by multiple nodes of a network [51].
Any transaction, or the data that represent it, is subjected to an asymmetric double key
signature mechanism which, although not equipped with certifcates issued by accredited
certifers (the blockchain precisely provides for the overcoming of centralized certifcation
bodies), works with a similar mechanism to that of the digital signature. DLTs provide
the use of cryptographic algorithms that enable the user to use the system by providing
them with a public and private keys that are used to sign transactions or to activate smart
contracts or other services connected to the blockchain [51–53].
4. Results
Security and engineering in fnance (in terms of availability and development of
both fnancial instruments and software–hardware) affect everyone—private individuals,
the public sector, and businesses [54]. It is, therefore, absolutely impossible to overlook
the cryptographic security of fnancial transactions and deposits, currently threatened by
the evolution of quantum computers with previously unimaginable computing capabilities [55]. This great calculation power, however, combined with the use of fractal geometry
that manages to identify patterns in the apparent chaos of nature, can at the same time offer
highly effcient predictive tools to prevent and avoid fnancial crises that have cyclically
(and increasingly frequently) affected the world economy due to globalization that generates almost instant domino effects. The application of technologies such as blockchain,
which allows for greater transparency, transaction traceability, and information storage
security is not negligible [56]. This research, demonstrating the most general and evident
interrelationships between different sectors of science, was carried out by academics within
FinTech and reaches out to engineers for greater collaboration. The fundamental (somewhat
naive) goal of this research, through awareness of threats and opportunities, is to direct
the application of scientifc and technological research towards positive frontiers that can
make the (fnancial) world safer and less exposed to volatility risks, reducing uncertainties
and creating greater well-being and stability for people all over the world.
The main new applications made possible thanks to the main paradigmatic advances
in the three different felds of science considered are, therefore, summarized below.
4.1. Quantum Computing Application in Fintech
Frontier of computational evolution, quantum computing is now taking its frst concrete steps but is still far from meeting expectations. However, thanks also to important
public and private investments, research is growing and in the short term, the frst commercial applications will be available. The main advantage of quantum computers is that
potentially this category of computers could solve some families of problems, in technical
jargon, certain “complexity classes”, which today are very diffcult and require excessive
time and technical and economic resources to be able to deal with. This is a fascinating
feld, but with considerable criticalities: both from a scientifc point of view (there are still
diffculties in demonstrating the effective superiority of quantum computing over classical
approaches) and at the engineering level, given the fragility of quantum systems and the
need to shield them from radiation, it is necessary to keep them in temperatures close to
freezing and correct errors.
In the frst decade of the 2000s, many physical implementations of qubits were conducted, however, from a technology development perspective, the most recent advancements were determined by Google (Sycamore) in October 2019 [57], when its dedicated
research team declared the achievement of the quantum supremacy. Subsequently, Honeywell Venture (System Model H1), in June 2020 [58], announced it had built the most
powerful quantum computer in the world that reached supremacy, three months after
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disclosing (in March 2020), “investment in Cambridge Quantum Computing and Honeywell Quantum Systems confrms CQC as the frst beta user of their powerful quantum
computer” [59]. From the perspective of business opportunities and market domination,
it is certainly desirable to obtain the possibility of making calculations in a few seconds
that supercomputers based on traditional digital technology would be able to carry out in
hundreds of years.
The evolution of research now addresses numerous areas, from systems scalability
to error correction, from the exploration of early industrial applications to the creation of
frameworks and languages to develop software able to exploit the potential of quantum
technologies. In the short term, however, given that they require relatively few qubits,
the most probable applications of quantum computing concern simulations, in particular as regards systems themselves based on quantum properties. Further applications
related to simulations and big data can also be hypothesized, such as in fnance or other
scientifc research felds. In the long term, quantum attacks could likely break some of
the cryptographic algorithms regularly used today in fnancial transactions (including
many cryptographic systems on which blockchains are based) and in securing military
communications [60]. Very large quantities of qubits are needed to make these applications feasible; however, there are research lines related to postquantum cryptography
(or “quantum encryption” or “quantum cyber-security”). A few days ago (30 November
2020), IBM announced the launch of quantum-safe cloud services (through IBM key protect
encryption) [61,62], therefore starting a new market. From a cybersecurity perspective, if
quantum physics-based technology is commercialized, all current cryptographic systems,
including those that protect fnancial systems, would become extremely vulnerable and
useless [63–66].
A further potential application of quantum computing is related to artifcial intelligence and machine learning. Although it is still considered a hypothetical scenario to date,
research on quantum machine learning can be soon made available on cloud quantum
platforms that will create suitable testing environments, therefore massively accelerating
learning in a neural network or improving statistical learning systems. It is also reasonable
to consider that the frst applications in the Fintech feld will concern the detection of
fraud (reducing the cases of false positives and false negatives) or supporting Monte Carlo
simulations for a more accurate calculation of options. Moreover, the applications will
be countless and would affect all sectors, not only Fintech, since artifcial intelligence is
already applied almost everywhere, and it will be boosted by extraordinary computing
power.
4.2. Fractal Geometry Application in Fintech
From a fnancial perspective, understanding the irregularities of market trends, using
fractal theory through the implementation of adequate algorithms could provide a decisive
tool in assessing the risks associated with devastating albeit improbable events (the socalled black swans) [67–69] (see Figure 5).
According to Mandelbrot [37–43], the understanding of economics does not derive
from some abstract theory or from what people want to happen, but from observation
of the market. The prices of products do not depend only on the expenses incurred to
make or transport them but on their intrinsic value. In any business textbook, that “value”
is depicted, in the market trend, with a bell diagram [70,71]. So-called “turbulences”,
unpredictable spikes in value in one direction (growth) or the other (decrease), may occur
and therefore jeopardize previous forecasts. In general, turbulence is discarded (therefore,
excluded by economic models) since it is considered by economists the result of highly
improbable exogenous factors that fall into the extreme areas of the gaussian bell tails [38].
The key feature of fractal fgures is “self-similarity”: if the details are observed at different
scales, a certain similarity with the original fractal is always noted. Fractal geometry
is a means to identify these confgurations, to analyze and manipulate them, and can
be used as a tool for analysis and synthesis. With fractals, the rules are precise and the
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implemented as part of the calculation of options [68,69] and for the calculation of complex
and more accurate forecasting algorithms of future scenarios in trading and “black swans”
identifcation [67].
4.3. Database Systems, Blockchain Distributed Ledger Applications in Fintech
The blockchain, Distributed Ledger, is known above all for being the algorithm behind
cryptocurrencies and is often used as a synonym for Bitcoin. However, it represents a
paradigm shift ready to revolutionize the world of fnance in terms of effciency, costs, and
intermediation. Indeed, blockchain is considered among the most interesting technologies
that are impacting the world of Fintech and insurance [77,78]. Banks and industry players
have now understood the importance of Blockchain and Distributed Ledger, and there is
an increasing number of services based on these technologies promoted by fnancial and
insurance institutions around the world. The leaders of the developed countries seem to
have fnally identifed the potential and the innovative scope of the Blockchain [79,80].
Each time a new transaction occurs, all members of the community are informed and
must validate the exchange of information by updating their register, and at the same time
checking that everything is consistent with the history of previous transactions and with
the rules of the market. The blockchain immediately appeared (since it became mainstream
in 2009 for Bitcoin) technology expected to transform entire professional sectors, thanks
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to its essentially instant operation and the anti-tampering model it offers. Indeed, to
tamper systems based on the blockchain, it would be necessary to simultaneously alter the
various copies of the register, owned by the different users, not only by one centralized
entity [81]. The decentralized information structure—in which the data in the registers
are in the hands of everyone and, therefore, no one in particular—if, on the one hand, it
promises disintermediation and evolution towards international peer-to-peer systems, on
the other, it risks reducing the possibilities of control and the guarantees of legality offered
by traditional systems, based instead on centralized management. In some cases, this is
why blockchain was spoken of, at least at the beginning of its history, as an “anarchist”
technology [82].
By focusing on the fnance industry, not only money, but also stocks, bonds, and
securities could be managed and traded using blockchain technology. The benefts of
dematerialization would be added to the benefts already mentioned, with the defnitive
overcoming of the model based on a printed paper to move to a completely digital ecosystem. All this would then translate into savings, both for those who offer the intermediation
service and for the citizen who acts as the sender or recipient of the transaction. Although
the banking system is already enjoying cost-saving advantages, it is also demonstrated that
dematerialization will bring many other effciencies through the improvement of business
models [83].
The blockchain will make it possible to make international payments faster and easier,
which have always been slower and more expensive than national transactions. Contracts
will also beneft from the same technology, becoming “smart” since they will eliminate the
need (and cost) of a broker, also achieving immediate and automatic enforcement of the
underlying economic transactions [84]. Remarkable advantages in terms of transparency
and traceability of transactions are also pledged not only to banks but also to insurance
companies, with services available at any time [85,86]. Trading is also expected to become
even more effcient and accurate.
P2P lending (peer-to-peer lending, social lending), an innovative fnancial tool that
offers the possibility of fnancing private consumers and businesses through the internet
and blockchain, seems to be the best technology to host decentralized ledger systems [87].
These systems work as brokerage platforms to link potential borrowers and lenders looking
for investments without the need for intermediaries (therefore, avoiding brokerage fees). In
the past, deposits and payments were entirely carried out by the banking system. Recently,
however, all over the world, the so-called P2P Lending platforms offer private citizens the
opportunity to perform the same function [88].
The term Crowdfunding derives from the merger of two words, “crowd” and “funding”, therefore identifying the practice of “fnding funds through the crowd”, that is, a type
of micro-fnancing based on fostering investments in specifc businesses freely inspired by
the project and the proposed idea [89]. Currently, real estate crowdfunding, the fundraising
to fnance real estate transactions, is starting to use the blockchain, the set of technologies
that allows maximum security and transparency in data storage [90]. It is possible to
identify different levels in the use of blockchain architecture in the feld of crowdfunding
and P2P lending.
#
#

#

Distribution of “tokens” (virtual coins) to donors/lenders in proportion to the amount
given, to be used for events or as a medium of exchange with other users: in practice,
a more fexible version of the rewards [90].
Use of existing digital currencies such as Bitcoin to obtain the project funded or
to obtain a loan, especially if linked to these technologies; the advantage is that
donors/lenders are often supporters of cryptocurrencies and automatically become
“investors” who want to expand the portfolio hoping that their virtual investments
will increase in value [91].
Apps or online services: dedicated App Coin can be created, “coins” (provided to
donors/lenders) that can be used by them within the app or an ecosystem of apps
and services [92].
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Self-fnancing: the creators of a technology project can create their cryptocurrency in
a certain amount; they keep a part of the new cryptocurrency for themselves and the
rest is sold in exchange for donations/loans from users: they automatically become
investors, betting on the success of the project and the consequent increase in the
value of their digital currencies [93].

The blockchain is, therefore, not connected in the fnancial feld to crypto-currencies,
but also and above all from the perspective of decentralized systems in general. The
blockchain has features that can prove crucial for administrative and accounting consultancy companies. Not surprisingly, the four main companies in the sector—Deloitte, Ernst
and Young (EY), KPMG, and PriceWaterhouseCooper (PWC)—are already implementing
the technology in their offer [80]. The underlying reason why today’s accountants should
be concerned about expanding their knowledge of the Blockchain is that it has two characteristics, which can prove crucial for their profession: transparency and immutability.
It is of enormous beneft to the integrity of an accounting or fnance company that the
records are easily accessible to authorized persons. The rules that govern how authorized
entities can access fnancial records, and the blockchain, use so-called smart contracts.
Blockchain-based accounting and fnance, therefore, inevitably represents the next step
for the FinTech industry [94]; it should be noted, however, that the problems that have
hitherto slowed down the effective diffusion of this technology are mainly linked to the
high development costs and the need to train company personnel for its use.
4.4. Miscellaneous Further Fintech Applications
In addition to the possible applications determined by the paradigmatic shifts listed
above, some further miscellaneous drivers constitute forthcoming applications. It is worth
listing the major applications that, through the use of new technologies, are already impacting the Fintech sector, shaping the future of the industry, although unrelated to any of
the three previous drivers.
#

#

#

Payment gateways—software that facilitates a transaction by communicating information about transactions. A payment gateway authorizes credit card payment for
online retailers, traditional stores, and e-commerce ventures. The payment gateway
protects the details on a credit card by encrypting the sensitive information it holds.
This process ensures that personal private details are passed securely between the
customer and the merchant. A payment gateway is part of the process that occurs
in the background when a credit or debit card transaction occurs. By sending information securely between the website and the credit card network for processing and
then returning the transaction details from the payment network to the website, this
is a core component that enables e-commerce [95].
Digital wallets (E-wallets)—a virtual wallet that allows users to make payments,
online or in physical stores, using electronic devices. In other words, an e-wallet
is a secure tool that can store credit, debit, prepaid, or bank account numbers to
make payments quickly and easily. The virtual wallet is the safest solution for digital
payments: it allows users to make payments simply by creating a free account and
entering an email address. After creating the account, the user can enable payments
without sharing their personal data. Indeed, to authenticate the transaction, the
consumer will only have to enter the email connected to his wallet and the relative
password. In this way, there will be no need to share sensitive data or information,
avoiding the risks of fraud or theft. All the user’s personal information is stored in
dedicated protected environments outside the online pages, making the payment
particularly secure. In the current context, increasingly oriented towards payments
by phone and on the move, the most used version of e-wallets is undoubtedly the
mobile one [95].
Digital banking/digital insurance—represents the use of technology to provide banking/insurance products. However, the concept of digital banking/digital insurance
(or “InsurTech”) cannot be understood only using an online or mobile platform.
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Going digital means embracing the latest technologies at all functional levels and
across all service delivery platforms. A digital bank would behave in the same way at
the branch, at the head offce, on an online service delivery platform, at ATMs, and
vending machines. Many other banking/insurances functions can be managed online,
such as (a) risk management, (b) treasury, (c) product development, (d) marketing,
and (e) relationship-based sales teams [96,97].
4.5. Fintech Frontiers Overview and SWOT Analysis
As demonstrated, the frontiers of Fintech are numerous, as well as the applications
that are currently and soon ready to revolutionize the fnancial and banking sector. Some
of these frontiers, however, are expected to have a greater impact, as they are linked to
structural paradigm shifts.
Given the above discussion and the underlying systematic review of the literature,
it is possible to summarize in Table 1 the main current and forthcoming applications in
the Fintech feld, classifed according to the paradigm shifts relating to the three main
identifed scientifc felds.
Table 1. Drivers; new paradigms; current and forthcoming applications.
Drivers

New Paradigms

Current and Forthcoming Applications

Quantum Computing

From Classical Bit
To Quantum Bit

•
•
•
•
•
•

Fractal Geometry

From Normal Distribution
To Fractal Distribution

•
•
•

Advanced trading forecasts (data aggregation, data intelligence)
Better forecast accuracy
“Black swans” modeling, risk analysis

From Centralized Ledger
To Distributed Ledger

•
•
•
•
•

Transparency, accuracy, and security of transactions
Data sharing between two parties
Regulatory transparency
Cryptocurrencies
Peer-to-peer lending/Crowdfunding

•
•
•

Payment gateways
Digital wallets
Digital banking/digital insurance

Blockchain
Distributed Ledger

Miscellaneous

Supercharged data analyses
Greater calculation speed
False-positive reduced in fraud detection
Monte Carlo simulations performed in seconds, rather than hours
Ultrafast applications in conjunction with ML algorithms, using AI
Quantum cryptography

Based on the outlined results in the table above, important outcomes are further
examined by defning a SWOT analysis, to identify Strengths, Weaknesses, Opportunities,
and Threats (See Figure 6).
The identifed framework, thanks to the SWOT analysis, is undoubtedly relevant
for the orientation of regulation development in the Fintech feld. It is well known that
fnancial regulations are usually only updated after huge scandals and frauds. Indeed, the
slow response of the regulators and the rigidity of the legal system, based on feedback
mechanisms, are notorious [98].
Thus, this framework aims to offer: (a) an opportunity for regulators to adopt a
feed-forward approach in defning regulations in the Fintech feld; (b) an overview of the
technologies that can reasonably and potentially have a greater impact on the sector to the
other interested players.
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industry is not only made by the spin-off of big banking companies but also by many new
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Fintech industry is not only made by the spin-off of big banking companies but also by
many new competitors [113], it is demonstrated that the investment in Open Innovation
made by new start-ups and SMEs allows the development of a “new combination of
entrepreneurial technology and markets” [101].
Investigating in future research the number of applicants for total patents could be
useful to calculate the Intensity of Open Innovation (IOI) and the related Total Level of
Open Innovation (TOI) [100]. According to Minesoft, the most recent patents in the Fintech
industry are those related to the following main clusters: (a) Trading, for example, in stocks,
commodities, derivatives, or currencies; (b) Crypto-Currencies; (c) Financial Security, e.g.,
Blockchain; (d) Electronic or mobile payments; (e) Banking, e.g., interest calculation, credit
approval, and mortgages; (f) Investments, e.g., fnancial instruments or portfolio and
fund management; (g) Insurance, e.g., risk analysis or pensions [115]. Considering these
clusters, and weighting the number of patents with their market value (when available),
could undoubtedly be a good starting point to test the level of innovation of each country
and to eventually confrm the fndings of the Bloomberg Innovation Index from an Open
Innovation perspective.
The focus on patents, however, cannot be the only one to be considered. It is
known that many open-source projects are currently developed in the quantum computing
feld [102]. Indeed, this trend can even increase the opportunities for open innovation in
Fintech, decreasing the cost of the introduction of new technologies and, therefore, creating
opportunities for new start-ups. It must be said, however, that in the case of quantum
computing, despite the open-source software and applications, the cost of hardware is still
unaffordable to most companies. The introduction of cloud-based quantum platforms,
however, could overcome this limitation [116]. The one offered by the frst-mover IBM is a
leading example [117].
6. Conclusions
Given that the fnancial sector is undoubtedly the most regulated, as a pillar of the
functioning of the economy, based on public trust, the development of all technologies
with application in this industry appears to be of considerable interest to policymakers
and regulators [1,2,44]. The incredible ability to speed up transactions, to connect users
(potential lenders and borrowers) without adequate reliability checks, along with the
decentralization of systems, represent essential challenges and as many concerns for the
future of Fintech. The need to reduce (or at least mitigate) systemic risk certainly contrasts
with an increasingly easily interconnected system, where “concentrated markets are not
necessarily more susceptible to systemic risk than dispersed or disaggregated ones” [9].
The economy, in general, and fnance, in particular, have always been impacted by
technological advances. Although some attempts have been already carried out [118–121],
the identifcation of the drivers that can most lead (and at the same time threaten) the
development of the Fintech industry appears to be a very controversial topic, being to date
the object of unsystematic research, only focused on specifc features, rather than providing
a comprehensive framework that could help to:
(a)
(b)

Improve the regulations, therefore ensuring public trust and reducing systemic risks;
Gather relevant information on the opportunities that technologies can bring through
a re-intermediarization.

Given the need for new Open Innovation business models, this article intends to highlight the impact that paradigmatic shifts in three interdependent sciences are generating
on the Fintech industry: geometry (from normal to fractal distribution), physics (from
classical bit to quantum bit), and database systems (from centralized to the distributed
ledger—blockchain). After briefy, but rather comprehensively, analyzing the shifts in
those paradigms, it was possible to demonstrate (see Table 1 and Figure 6) that most of
the forthcoming Fintech applications are based and attributable to at least one of them
or to a combination of them (i.e., forecasting algorithms to be run on a cloud quantum
environment). The process of introducing these applications has also been accelerated
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by the current outbreak of the COVID-19 pandemic, which has substantially changed
consumer expectations, focusing in particular on the need to ensure consumer trust and
ease of use [121].
While the main limitation of this research is related to the impossibility of predicting
which of these technologies will generate the greatest impact on the Fintech industry, its
main usefulness is due to the ability to shed light on the Fintech sector. The systematic
survey, through a classifcation that can be traced back to major paradigms, allows readers
(scholars, regulators, entrepreneurs, and Fintech stakeholders in general) to understand
and foresee most of the future technological trends.
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