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LoRa-LiSK: A Lightweight Shared Secret Key
Generation Scheme for LoRa Networks

Aisha Kanwal Junejo, Fatma Benkhelifa, Boon Wong, and Julie A. McCann

Abstract—Physical layer security (PLS) schemes use the ran-
domness of the channel parameters, namely, channel state in-
formation (CSI) and received signal strength indicator (RSSI),
to generate the secret keys. There has been limited work in
PLS schemes in long-range (LoRa) wide area networks (Lo-
RaWAN:Ss), hindering their widespread application. Limitations
observed in existing studies include the requirement of having a
high correlation between channel parameter measurements and
the evaluation in either fully indoor or outdoor environments.
The real-world wireless sensor networks (WSNs) and LoRa
use cases might not meet both requirements, thus making the
current PLS schemes inappropriate for these systems. This
paper proposes LoRA-LiSK, a practical and efficient shared
secret key generation scheme for LoRa networks to address the
limitations of existing PLS schemes. Our proposed LoRa-LiSK
scheme consists of several preprocessing techniques (timestamp
matching, two sample Kolmogorov Smirnov tests, and a Savitzky-
Golay filter), multi-level quantization, information reconciliation
using Bose—-Chaudhuri-Hocquenghem (BCH) codes, and finally,
privacy amplification using secure hash algorithm SHA-2. The
LoRa-LiSK scheme is extensively evaluated on real WSN/IoT
devices in practical application scenarios: 1) indoor to outdoor
and 2) long range static and mobile outdoor links. It outperforms
existing schemes by generating keys with channel parameter
measurements of low correlation values (0.2 to 0.6) while still
achieving high key generation rates and low key disagreement
rates (10% — 20%). The scheme updates a key in one hour
approximately using an application profile with a high transmis-
sion rate compared to three hours reported by existing works
while still respecting the duty cycle regulation. It also incurs less
communication overhead compared to the existing works.

Index Terms—Security, Key Generation, LPWAN, LoRaWAN,
Wireless Sensor Networks

I. INTRODUCTION

HE broadcast nature of wireless transmission enables all

devices in the range of a sender to receive a message.
Taking advantage of such cases, adversaries can eavesdrop and
monitor the network traffic to carryout active attacks, namely,
modification, jamming, spoofing, replaying, and Denial of
Service (DoS) [1]. These attacks violate the confidentiality,
integrity, and availability of wireless sensor networks (WSNs)
and therefore robust security mechanisms are essential. En-
cryption has always been used as a tool to protect information
during rest and transit. However, the classical encryption
schemes, namely asymmetric and symmetric, have several
limitations when applied to sensor networks. Asymmetric
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schemes are computationally heavy due to operations on large
prime numbers and finite fields. They also require a public
key infrastructure (PKI) for the generation and verification
of keys and certificates. Likewise, in symmetric schemes,
the generation and management of shared secret keys in
the large-scale WSNs are challenging problems. Each sensor
node requires (n — 1) keys to securely communicate with
its neighbouring nodes. The management of these many keys
is not a trivial process, thus making symmetric schemes an
impractical solution. The challenges mentioned above are
precisely why classical encryption schemes are not suitable
for battery-powered and resource constrained sensor devices.
Additionally, the nature of continuously evolving wireless
technologies and their security issues necessitate the devising
of novel and lightweight encryption schemes.

Recently, low power wide area network (LPWAN) tech-
nologies, namely long range (LoRa), SigFox, and narrowband
Internet-of-Things (NB-IoT), have widely been used in many
sensor-based applications such as healthcare, smart cities,
manufacturing, agriculture, etc. [2]. In contrast to the other
LPWAN technologies, LoRa has captured particular research
and industrial interest for several reasons such as operat-
ing over unlicensed spectrum (sub-GHz band), transmitting
over long range distances, consuming low power, etc. The
LoRaWAN specification supports end-to-end security based
on a 128-bit application key (App key) generated from the
advanced encryption standard (AES) [3]. Each device uses the
App key to generate two session keys; network session key
and application session key. LoRaWAN defines two joining
procedures for end-devices; over the air activation (OTAA) and
activation by personalization (ABP). The latter is vulnerable
to security attacks as the devices use preshared keys for
encryption/decryption. Additionally, predistributed secret keys
can also be compromised by a node capture attack [4].

The physical layer security (PLS) is an alternative approach
to the secret key generation. PLS key generation has sev-
eral advantages over classical schemes. The most notable
advantage is how it is more lightweight and more efficient
compared to asymmetric cryptography. As reported in [5],
the elliptic curve Diffie-Hellman (ECDH) consumes 98 times
more energy and imposes 1289 times higher complexity than
PLS key generation, when both are implemented on an 8-bit
Intel MCS-51 microcontroller. The PLS key generation also
does not rely on a trusted key generation authority (KGA),
making it suitable for decentralized or device-to-device sensor
applications. Another key advantage of PLS key generation is
how it is able to address the problem with key predistribution.

PLS schemes use channel state information (CSI) and
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received signal strength indicator (RSSI) as the randomness
sources for secret key generation. However, acquiring CSI
knowledge is quite challenging for some network technolo-
gies as it requires developing customized driver packages
which inform about channel properties such as scattering,
fading, and power decay with distance. RSSI is the most
commonly employed channel parameter in wireless networks.
Key generation in LPWAN faces challenges such as channel
reciprocity, key refreshment, and low randomness that are
typical characteristics of the static environments. Additionally,
the correlation between RSSI measurements at the end device
and gateway can be low due to the low signal-to-noise ratio
and the high delay time between uplink and downlink packets.

There is limited work on PLS schemes in LPWAN, and
the existing studies [6]—[8] are exploratory and inconclusive.
They are not feasible for real LPWAN applications due to the
following reasons. Firstly, the application scenarios presented
in the above studies are based on fully indoor or outdoor
modes with static and mobile configurations. Realistic scenar-
ios however do not always follow a fully indoor or outdoor
network topology. LoRaWAN is the enabler technology of
smart cities as it provides ubiquitous connectivity in disparate
endpoints. In such large-scale network ecosystems, gateways
can only be deployed in a few locations. The use cases namely
public transport (specifically the underground network), indoor
monitoring, waste management and agriculture farming can
be based on indoor-to-outdoor topologies where gateways are
located on roof tops and nodes are either inside or outside
the buildings [9]. The sensor nodes may be outside in an
agriculture farm or deployed on vehicles, whereas the base
station may be indoors in a junction box. Likewise, for indoor
monitoring, the base station can be around the city, which is
the case of The Things Network (TTN) having multiple base
stations all around Europe.

Secondly, a high correlation between RSSI channel mea-
surements of end devices and the gateway is a prerequisite of
the existing key generation schemes. However, the correlation
can be low in some practical use cases such as indoor to
outdoor, and deep indoors where the end devices could be
located indoor but the gateway located outdoors and vice versa.
In these cases, the propagation channels cannot be perfectly
symmetric; that is where the uplink channels are assumed to
be exactly the same as downlink channels and vice versa. Our
work also focuses on indoor to outdoor scenarios where the
propagation channel between the nodes and the gateway is
not perfectly symmetric. The low correlation can be due to
obstacles, walls, large-scale path loss fading, and short-scale
multi-path fading. Moreover, it is well known that multi-path
fading channels are time-varying and randomly distributed
meaning that it is impossible to have the same channel quality
during the uplink and downlink transmission.

A. Contributions

Considering the security challenges of LoORaWAN and the
limitations of existing works, in this paper, we propose a
lightweight shared secret key generation scheme for LoRa
networks (LoRa-LiSK). The contributions of this paper are

three-fold, 1) The proposed scheme enables key generation
using RSSI channel measurements with a low correlation
value (down to 0.2 in some cases). The generation of secret
keys with channel parameter measurements of low correlations
enables securing information in all use cases including those
mentioned above. 2) The scheme is experimentally evaluated
over several devices and in realistic application scenarios. The
first scenario is based on multiple end-devices located deep in-
building and an outdoor gateway. Precisely, four end devices
are located indoor and one gateway is located outdoor on a
different building. The motive behind the evaluation on more
than one device is to benchmark the performance in different
deep-indoor locations with varying channel randomness. To
the best of our knowledge, this is the first study which is
simultaneously evaluated on four end devices and in which
optimal results are produced. In the second scenario, the
scheme is evaluated in a dense urban environment involving a
long distance outdoor LoRaWAN link between one end device
and a gateway. 3) An extensive attacker model was designed
and implemented on a separate end device acting as a passive
eavesdropper overhearing two end devices located nearby in
a bid to generate similar keys with any one of them. The
eavesdropper fails to generate a shared secret key highlighting
the effectiveness of our proposed scheme.

The rest of this paper is organized as follows. The related
work is presented in section II. The proposed LoRa-LiSK
scheme is discussed in section III. The experimental results
are discussed in section IV. The conclusion and future work
are presented in section V.

II. RELATED WORK

In this section, the recent studies on PLS based security
are discussed. The wireless key generation process is well
established and consists of four steps, namely channel probing,
quantization, information reconciliation, and privacy amplifi-
cation [10]. Existing studies differ from each other based on
the methods used in the steps mentioned above to achieve
high key generation rate (KGR) and low key disagreement rate
(KDR). Following this, we discuss PLS schemes proposed for
different wireless technologies namely, WI-FI, bluetooth, and
LPWAN. Due to the limited amount of literature about LoRa
key generation. we extended our review to cover the schemes
used for other technologies.

We will first start with the secret key generation schemes
proposed for other wireless technologies such as IEEE 802.11,
IEEE 802.15.4, and LTE. Zenger et al. [5] propose an au-
thenticated key establishment scheme for resource constrained
devices. The scheme uses a notion of vicinity pairing (VP) in
which the authenticated and trusted nodes authenticate other
nodes. VP is based on time and frequency-varying channel
profiles. VP uses the correlation between channel profiles in
physical proximity for authentication and extraction of shared
secret keys. The study in [11] proposes a scheme for estab-
lishing an encrypted wireless link between two body-worn
sensor nodes integrated on the textile antenna platforms. The
scheme utilizes CSI for the key establishment. The works in
[5] and [11] are not suitable for LoRa networks because of the
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short-range communication involved. Liu et. al [12] propose
a key generation scheme for IEEE 802.11, Wi-Fi networks
based on the channel measurements from multiple Orthog-
onal Frequency-Division Multiplexing (OFDM) subcarriers
achieving high KGR. The problems of channel non-reciprocity
and low correlation are addressed by introducing a notion of
Channel Gain Complement (CGC). The study in [13] proposes
a RSSI based key generation scheme for IEEE 802.11 multiple
input multiple output (MIMO) WSNs. Significant limitations
of the scheme are the use of a computationally heavy Cascade-
based information reconciliation, and evaluation on Google
Nexus One phone, which is not a lightweight device.

Ali et al. [14] propose a secret key scheme for wearable
health monitoring devices. The bit mismatches in RSSI mea-
surements of the base-station and the device are removed by
using Savitzky-Golay (SG) filtering and therefore does not
require information reconciliation step in key generation. Xi
et al. [15] propose a CSI based group key generation scheme
for IEEE 802.11n Wi-Fi networks. S-boxes are generated
after channel sampling, and parity check bits are used for
removing the mismatches. The scheme enables the devices
located in the proximity to generate the shared secret key and
therefore are not suitable for LPWAN networks which cover
long distances. The nodes are close to each other and this
setting does not fit the LPWAN networks. The study in [16]
proposes a key generation scheme using RSSI for 802.11b
passive Wi-Fi technology. The system model is similar to the
RFID, consisting of tag and passive reader. The scheme is not
suitable for LPWAN networks with long distances. The study
in [17] explores the secret key generation in In-Band Full-
Duplex Communication. Siavoshani et al. [18] propose a group
key scheme shared among many nodes. The scheme does not
follow the formal key generation process. For key generation,
a state-dependent wireless broadcast channel is converted into
several independent erasure channels. Additionally, an optimal
key generation rate is achieved by solving a non-convex
power allocation problem over the erasure channels. Huang
et al. [19] propose a channel frequency response based key
for underwater acoustic systems. The correlation is increased
by using adaptive weighted probing signaling. Additionally,
block-sliced key verification is employed to handle channel
dynamics and increase the KGR probability.

Next, the existing studies [6]-[8] for secret key generation in
LPWAN are discussed. Xu et al. [6] propose a key generation
protocol for LoRa networks. This work employs filtering
and interpolation techniques to generate the missing values
and achieve high KGR. Additionally, compressive sensing
is used to reduce the mismatches between the node and
the gateway’s RSSI measurements. The scheme achieves a
KGR of 18 bits/sec in stationary and 31 bits/sec in mobile
scenarios. However, the results of key update time and the
communication overhead are not presented. In other words,
the complexity of the key generation process is not discussed.
The use of several techniques, namely, SG filter, linear in-
terpolation, multi-level quantization, and compressive sensing
indicate a higher level of communication and computational
complexity. The scheme’s evaluation in fully indoor and
outdoor use cases also underlines its unsuitability for practical

scenarios. Additionally, in the threat model, the attacker is put
at a distance of 1 m from the gateway. It is believed that
the threat model is quite simplistic and the presence of an
unknown/malicious node in such a short distance can easily
be detected and blocked from overhearing. Ruotsalainen et
al. [7] propose a secret key generation scheme for LPWAN.
They have addressed limited randomness due to static channel
conditions in LoRa networks by using an electrically steerable
parasitic array of radiators (ESPARs) antenna. The proposed
scheme is evaluated with LoRa signalling and LoRaWAN. The
scheme uses single-bit quantization to convert analog RSSI
values to bits. Additionally, BCH code is used in the informa-
tion reconciliation step. The study has several limitations as
discussed below. Mounting an ESPARs antenna to enhance the
channel randomnesses is not viable for small sensor devices
and incur additional hardware costs. The schemes takes 3
hours to generate a shared secret key. Such long update times
are not suitable for mission critical sensor networks wherein
a key update is required for every new message. Also, the
evaluation was done in constrained network topologies, either
fully indoor or outdoor, which may not be compatible with
realistic scenarios where the gateway is outdoor and the nodes
are indoor or where the gateway is indoor and the nodes are
outdoor. They never tried deep indoor to outdoor. The outdoor
scenario is also not tried in a dense city like London. Lastly,
the attacker node is just 5 cm from the legitimate node which is
a very short distance. It is believed that malicious nodes can be
identified by employing some radio identification techniques
thus rendering the current threat model ineffective. Zhang et al.
[8] also propose a key generation scheme for LoRa networks
which employs differential quantization for extracting high
level of randomness from wireless channels. Similar to other
LPWAN key generation schemes, this scheme is also evaluated
in fully outdoor urban and indoor environments. These are the
limitations of existing works (experimental scenarios, network
topology, and location) that we are trying to address in this
paper.

From the literature review, it is clear that the current
LPWAN key generation schemes in [6]-[8] cannot fulfil the
requirements of realistic and practical use cases such as
agriculture, smart grid, and transportation where nodes can
be located indoor and gateway can be located outdoor or vice
versa. Besides that, they require highly correlated RSSI mea-
surements to generate the secret keys, which can be another
limitation of the real-world application scenarios. Moreover,
in terms of experimental evaluation, the existing schemes are
not consistent, and different values for parameters, namely, in-
door/outdoor distance, channel parameters, and attacker model
specifications are applied. The prevailing inconsistency makes
it difficult to evaluate the performance of new schemes against
a well-defined criteria. However, considering the limitations
of the existing studies, in this paper, we proposed an efficient
and lightweight scheme, named LoRa-LiSK. This scheme is
evaluated in real-world WSNs use cases, and can generate
keys with low correlation but still maintaining a high level of
security from a passive eavesdropper. Our choice of experi-
mental parameters for this scheme (i.e., location, distance, SF,
attacker model) is also in line with this approach and produce
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1. Channel Probing

2. Quantization

3. Information Reconciliation

4. Privacy Amplification

Fig. 1: Key Generation Process

optimal results.

III. SHARED SECRET KEY GENERATION PROCESS

In this section, we present our proposed LoRa-LiSK
scheme. As discussed previously, all PLS schemes follow the
same standard key generation process. The process consists of
fours steps namely, channel probing, quantization, information
reconciliation, and privacy amplification as shown in Fig. 1.
Any two LoRa devices can generate a shared secret key by
following the process shown in Fig. 1. However, the choice of
techniques applied in each of the subprocesses varies among
different studies and is mainly motivated by improving the
performance metrics, namely, KGR, KDR, randomness, and
security. In line with this approach, we are discussing the
techniques and methods that are used in each of the subprocess
in our LoRa-LiSK scheme. Additionally, we also discuss the
attacker model and the performance evaluation metrics.

A. Channel Probing

As discussed in section I, the keys are generated from
the channel parameters. In the LoRa-LiSK scheme, RSSI is
chosen as the source of randomness because the current LoRa
driver specifications do not provide CSI measurements. In
other words, the only measurements available at both sides,
end device and the gateway are RSSI values. This is the first
step of secret key generation in which both parties need to
record each other’s RSSI measurements.

For a shared key generation, the gateway and sensor devices
need to collect at least 128 RSSI measurements each. This may
pose a challenge if a gateway connected to The Things Net-
work (TTN) is used since a sensor device (class A) connected
to the TTN is only able to receive up to 10 downlinks per
day due to the fair access policy. TTN is not used by most
LoRa networks and it does not have uniform global coverage.
TTN has 18534 gateways in 151 countries worldwide with
more than 9000 gateways in West Europe alone [20]; while
LoRa has 152 operators spread over 167 countries covering
all continents [21].

LoRa supports bi-directional communication with three
device classes A, B, and C. In low powered LoRa operations,
class A end devices are configured to send uplink packets
to the gateway (in compliance with the legal requirements
for duty-cycling), whereas the downlink packets are not so
frequent. In Class A devices, after each uplink transmission,

two consecutive downlink windows of limited duration (1 or
2 s) open. We are examining class A end devices because
they consume lower power compared to their class B and C
counterparts which have more frequent downlink windows [2].
LoRa was designed to have bi-directional communications,
TTN restricts the number of downlink transmission to 10 per
24 hours for class A devices. For that reason, TTN cannot
perform bi-directional communications as it was designed by
LoRa networks. This scheme or any other existing PLS based
scheme such as [6], [7] will require enough bi-directional
communications in order to generate one key. Therefore, in
our study, the gateway is connected to the ChirpStack, open-
source LoORaWAN network instead where a downlink is sent
to the end device for every uplink packet transmitted by the
same end device. This ensures that the LoRa-LiSK scheme is
able to take place within a reasonably short amount of time
in a practical use case.

In the LoRaWAN class A standard, the end devices first
send an uplink packet and then open up downlink windows at
two specified times, typically at 1 second and 2 seconds after
the uplink packet is transmitted.

Ty=Tu+T, (D

where Ty and T, are the downlink and uplink time durations
and 7 is the delay between them.

After channel probing, generally some signal processing and
filtering techniques are employed to reduce the asymmetry
which is introduced by the non-simultaneous RSSI measure-
ments and the inherent noise in the hardware platforms. In
the existing studies, the noise in the measurements is reduced
by employing different preprocessing techniques such as low
pass filtering [6], and statistical methods based on mean
and standard deviation of the RSSI measurements [7], [12].
However, none of the already proposed schemes gave us the
same results, and for this reason a systematic study is carried
out to find the best fit of techniques for this scheme. Precisely,
three techniques namely, time stamp matching, two-sample
test, and Savitzky—Golay (SG) Filter are used in the LoRa-
LiSK scheme.

1) Timestamp Matching: The timestamp matching tech-
nique is used to correctly identify a downlink packet cor-
responding to an uplink packet. Three time stamps, uplink
sending time 7;,, uplink arrival time at gateway 7, + air time,
and downlink receiving time T} at the end device are recorded
to ensure the RSSI measurements match. Care is also taken to
ensure the time required to send and receive packets is in the
coherence time limit, 7, the time during which propagation
channels remain unchanged. 7. is comprised of a transmit time
T;, propagation time T},, and operation delay 7.

2) Two Sample Test: Next, the collected RSSI mea-
surements are divided into several subsets. A two-sample
Kolmogorov-Smirnov (KS) test [22] is carried out for each
subset to ascertain that they belong to same density distribution
using eq. 2

D,, = sup, |Fy n(x) — Faon ()], 2

where 7 is the size of samples, F , and I3 ,, are the empirical
distribution functions (EDF) of two RSSI samples taken at
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different time periods, and sup, is the supremum function
which functions like a threshold to filter out a range of
samples. The RSSI values within the range of supremum are
considered for quantization while the rest of them are dropped.

3) Savitzky—Golay Filter: The noisy discrepancies in RSSI
measurements taken from uplink and downlink packets have
been smoothed out by using a SG filter [23]. SG filter is
a low pass data smoothing method based on a local least-
squares polynomial approximation which reduces noise while
maintaining the shape and height of bandwidth fluctuation
caused by multi-path environment.

B. Multi-level Quantization

The next step of the LoRa-LiSK scheme is to convert analog
RSSI values to their binary representation. The number of bits
generated from each RSSI sample depends upon the quanti-
zation levels, namely single-bit and multi-bit. The number of
quantization levels are bounded by the entropy of the RSSI
measurements. The channel measurements recorded in our
experiments have high entropy and are therefore suitable for
multi-level quantization. We adopt [24]’s scheme, consisting
of two steps namely, finding quantization levels and intervals.

1) Quantization Levels: The quantization Ilevels are
bounded by the mutual information between the end devices
and gateway. In other words, the bit length (i.e., 1, 2 or 4
bits) of quantization is directly proportional to the shared
randomness. However, both the parties cannot find the mutual
information before hand and subsequently infer it based on
the estimated entropy given as

n
H(R) ==Y _ P(r;)log P(r;), 3)
i=1
where H(R) is the entropy of a subset R of RSSI measure-
ments, P(r;) is the frequency of ith measurement in R. The
maximum quantization level, n is bounded by the estimated
entropy, 7 < 27(F)_Each level in the quantization is assigned
an n-bit code, n = log, n. For instance, the code would be
two bits long in 4-level quantization.

2) Quantization Intervals: Once the quantization levels are
defined, the next step is to find out the number of RSSI mea-
surements that will fall into each of the levels based on their
probability distribution f,.. A robust quanitzation technique
ensures that all the levels are equiprobable. The bit agreement
ratio between two consecutive intervals is increased by using
guard bands. With 7 quantization levels, the quantization
intervals are given as:

In=(q0,q1 —91), [ = (q1,92 — 92)5 -, In—1 = (-1, Q)
“)
where ¢ and g,, are the minimum and maximum RSSI values
in R, g; is the size of guard band between the ith level and
(i — 1)th level, and g; is the lower bound of the ith level . The
size of interval of each level is calculated using eq 5

qi—g1 1—a qi o
/ frdr = ) / frdr T (5)
ai—1 n ¢i—g1 n—1

where, ¢; and g; are the ith quantization level and guard band
respectively. Likewise, 1 <4 < 7n—1 and « denotes the guard

band to data ratio, which are the excluded measurements in all
the guard bands over the total measurements in R. Equations
4 and 5 are translating the aim of achieving equiprobable
RSSI values in the quantization levels. The guard bands are
complementing the process by increasing the bit agreement
ratio between two quantization levels.

C. Information Reconciliation

After quantization, both the end device and the gate-
way generate a key which might not always be same and
can have some mismatching bits due to non-simultaneous
channel measurements. The information reconciliation in
the LoRa-LiSK scheme addresses this issue by employ-
ing some error correction code (ECC) technique, namely
Bose—Chaudhuri-Hocquenghem (BCH) code [25], Reed-
Solomon code [26], low-density parity-check (LDPC) [27],
Turbo, and Golay code [28]. Other ECC techniques include
compressive sensing [29] and Cascade protocol [30]. In the
LoRa-LiSK scheme, BCH codes are used for correcting the
mismatched bits as they are lightweight compared to other
error correcting codes. The BCH codes are constructed from
polynomials defined over a finite Galois field (GF) having
linear complexity and thus suitable for low powered devices.
The error correction capacity ¢t of BCH codes (n,k,t) is
defined using eq. 6, where n and k are the lengths of codeword
and message respectively

tmaz 2m72 - 1

S T ©
where m > 3 is a positive integer. ECC schemes are used in
conjunction with secure sketches [31] to securely transmit the
encoded data over unauthenticated channels. A secure sketch
produces public information about the key without revealing
it to an eavesdropper. The main advantage of using secure
sketches is to recover key given another value that is close
to key. In the LoRa-LiSK scheme, the end device transmits a
secure sketch towards gateway and gateway decodes the sketch
to correct the errors in the quantized key bits.

D. Privacy Amplification

As the secure sketch is transmitted over an unprotected
channel, it may still leak some information about the secret
key. The privacy amplification step in the LoRa-LiSK scheme
is introduced to prevent the leakage about the shared secret
key such that an adversary cannot generate the same key.
Cryptographic Hash functions namely, SHA-1, SHA-2, and
SHA-3 are generally used for privacy amplification. In this
work, SHA-256 from the family of SHA-2 is used for privacy
amplification.

E. Attacker Model

The proposed LoRa-LiSK scheme follows Dolev-Yao threat
model [32]. In Dolev-Yao adversarial model, adversaries can
overhear and intercept any message that is exchanged between
two or more parties in the network. Besides that, in some
cases, the eavesdroppers can just overhear the exchanged
messages for learning about the network entities and may later
use this information for active attacks.
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F. Performance Evaluation Metrics

The performance of a key generation scheme can be eval-
vated based on four key metrics namely, randomness and
entropy, KGR, KDR, and key update time.

1) Randomness and Entropy: The security of cryptographic
algorithms is based on a good source of randomness, and
it is achieved by using large security parameters and prime
numbers. Randomness of the key sequences is the prerequisite
of PLS based schemes because otherwise the adversary can
easily guess the shared secret key. NIST statistical test suite
[33] is used to test the randomness of random number genera-
tors (RNGs) and pseudo random number generators (PRNGs).
Every secret key must pass the NIST randomness test prior to
be used in any crytographic algorithm. The tests are conducted
before the privacy amplification step. Additionally, entropy is
the quantification of randomness of the shared secret key and
lies between [0,1]. A high entropy indicates a truly random
key.

2) Key Generation Rate: The KGR defines the rate at which
the secret key bits produced from RSSI measurements. KGR
is defined using eq. 7

KGR="", @

Nk

where n, is the number of RSSI measurements and n; is
the number of quantized key bits. In case of 4-level multi
quantization, two bits are generated from each measurement.
Other factors namely channel parameters (RSSI, CSI), spread-
ing factor, channel probing rate, and quantization scheme also
impact the KGR.

3) Key Disagreement Rate: KDR defines the number of
mismatching bits between two parties and is calculated using
eq. 8

KDR=—" ®)

where n,, is the number of mistmatching bits in the quantized
vectors of the two parties and ny is the number of key bits,
which is generally 128 for a 128 bit AES key. If the KDR is
higher than the error correction capability ¢ of BCH code then
the mismatches cannot be corrected and the key generation
fails.

4) Key Update Time: To obtain the timing results, we adopt
the technique in [7]. Additionally, we assumed that the KDR of
the Eve is readily available and/or derived from experiments.
The time T, required for generating a new key depends upon
a number of factors, 1) the mismatches (KDR) between the
keys of Alice and Bob, and Eve, 2) quantization algorithm,
and 3) spreading factors. T}, is inversely proportional to
the KDR, meaning that key update time would be shorter
with a larger KDR and vice versa. Tj., is calculated based
on the minimum number of quantized bits n,,;, and total
measurements n; required for generating a 128-bit AES key.
TNumin 18 calculated using eq. 9

128
i K DRpye — KDRap' &
where KDRpg,. and K DR 5p are the KDR of Eve, and Alice
and Bob respectively. Next, n, is calculated using eq. 10

Nmin

~ KGR’

ny (10)

6
i Alice First Scenario Second Scenario
Indoor to Outdoor (ACE-Ext) Outdoor (EE)
Fig. 2: Indoor and Outdoor Scenarios
TABLE I: Experiment Parameters
Parameter Value
Bandwidth 125 kHz
Power 20 dBm
Frequency 868 MHz
Total 4
No: of End Devices | 3 with ADR
1 with SF = 12
No: of Gateway 1
Duration 7 Days
Lastly, T}, is calculated using eq. 11
Tkey :ntTay (11)

where T, is the airtime for an uplink packet with a fixed
payload and specific SF.

IV. EXPERIMENTAL RESULTS

In this section, the performance of the LoRa-LiSK scheme
is evaluated. The results has two parts: 1) the first part presents
the performance of the scheme in benign and attacking sce-
narios, and 2) the second part presents a comparative analysis
with existing state-of-the-art works.

A. Experimental Setup

In our experiments, the LoRa end device is represented by
a customized node made up of a Pycom FiPy development
board and Raspberry Pi Model Zero, as shown in Fig. 3(a).
The FiPy module [34] is used as the primary LoRa end device
the Raspberry Pi acts as the observer which sends the setup
parameters to configure the LoRaWAN stack running on the
FiPy besides performing node-side datalogging for both the
uplinks and downlinks.

The MultiConnect Conduit MTCDTIP-LEU1-266A-915 is
used as the LoRa gateway in our experiments. As mentioned
earlier, the gateway is connected to the Chirpstack, an open-
source LoRaWAN network server. Our choice of the packet
transmission rate of 1 packet/minute is motivated by our
intention to challenge the upper performance limit of the
LoRaWAN network in continuous infrastructure monitoring
while abiding by the 1% duty cycle regulation as part of the
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Fig. 4: RSSI Channel Measurements

TABLE II: Pre-processing and Filtering

KDR [ Node I [ Node 2 | Node 3 ] Node 4
Raw RSSI
a=0 0.72 0.11 0.88 0.61
a=1 0.16 0.2 0.67 0.33
Filtering 1 - Moving average window (Size=15) and CGC
a=0 0.72 0.27 0.75 0.67
a=1 0.38 0.05 0.66 0.16
Filtering 2 - Low Pass Golay (5,9)

a=0 0.23 0.19 0.31 0.21
a=1 0.17 0.04 0.14 0.12

fair access policy of LoRa. By keeping the packet size at 20
bytes or below, we are able to keep the uplink airtime within
the bounds of 1% duty cycle regulation while still committing
to our choice of packet transmission rate.

The experiments were run in two very challenging condi-
tions in the dense city of London and COVID-19 restrictions
(brought further experimentation challenges). Table I lists the
parameters used in the experiments. Adhering to security algo-
rithm terminology, the notions of Alice, Bob and Eve are used
to represent the gateway, node (end device), and eavesdropper,
respectively. We successfully managed to conduct experiments
for two scenarios, 1) static indoor to outdoor, and 2) static and
mobile long range outdoor.

First experimental scenario: As shown in Fig. 2, it consists
of four nodes (Bob) and one gateway (Alice). The four nodes
are located in three different rooms at the same level in one

building (ACE extension). They are located deep indoors.
Rooms 1 and 3 have windows, while Room 2 has no window
and is located at the heart of the building. The gateway
is outdoor on the rooftop of another building, Electrical
Engineering (EE) building. The two buildings (ACE building
and EE building) are not in line of sight (LoS) of each other.
Three nodes are setup on adaptive data rate (ADR) while
one is on a fixed spreading factor (SF = 12). ADR adapts
the SF value assigned to the end device depending on the
channel quality [3]. We configure one of the nodes to SF-12,
an edge-case, that analyzes the performance of the proposed
scheme on the largest spreading factor that is used when the
channel conditions are at their worst, introducing longer on
air times and hence longer off times due to the duty cycle
restrictions. This experiment was run for 9 days and 10K RSSI
measurements are collected for each node.

Second experimental scenario: As shown in Figs. 2 and
3, the end device and the gateway are approximately 1.3
km apart which represent the long range outdoor link. This
scenario is used to evaluate the performance of our proposed
scheme in a fully outdoor long range condition covering both
static and mobile end devices. The end device in both the
static and mobile modes of the scenario have been configured
to transmit in spreading factor 12 assuming worst channel
conditions. Both the experimental modes for the mentioned
fully outdoor long range condition involve the movement or
placement of the end device in Hyde Park in Central London
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and the gateway located in the same position as that in the
first experimental scenario. In the static setup as shown in
Fig. 3(b), the end device was placed on a wooden bench in
Hyde Park where randomness was introduced by mainly the
winds, trees and the activities of the people in the park. As
for the mobile setup shown in Fig. 3(c), the end device was
carried by a team member who was walking in the compound
of Hyde Park at a speed of approximately 1m/s. This mode of
experiment introduced disparity/fluctuations between the chan-
nel measurements of both the end device and the gateway due
to path loss, shadow-fading and small-scale fading. Although
the duration of these outdoor experiments were limited to only
two hours due to COVID-19 restrictions, the application profile
used by the end devices enabled us to collect sufficient RSSI
measurements to validate our proposed shared key generation
scheme. Next, the attacker model setup is discussed.

The attacker model consists of one Alice (gateway), two
Bob nodes, and one Eve. Fig. 2 shows the positioning of
the nodes. Two Bob nodes are purposefully used to evaluate
the robustness of the proposed scheme under two different
attacking configurations. The node 1 and node 4 in rooms 1
and 3 are the two Bob nodes. Node 1 is near the window
closer to the gateway than the other nodes, whereas Node 4
is located deep indoors in room 3. An Eve node is put close
(8 m away) to the Bob nodes. Node 3 in room 2 is the eve. It
is also located close to the window. From here onwards, node
1 is referred to as Bobl and node 4 is referred as Bob2. The
Eve is programmed as LoRa Class C device to overhear both
uplink and downlink channels simultaneously. The LoRa Class
C applies no restriction for reception, which is helpful for low
latency communication. The SF for Eve is changed once every
two days because it is unable to operate in ADR. The channel
(frequency) for Bob nodes and Eve is fixed to 868.1 MHz by
using channel blacklisting, because otherwise eavesdropping
may not be possible. In real life, when a Bob node operates
in LoRaWAN mode with no channel blacklisting and using
ADR, it would almost be impossible for Eve to eavesdrop as
the channel is random and the SF is unknown.

B. Performance Analysis

In this section, the results of the proposed LoRa-LiSK
scheme are presented. We will first discuss the results of
correlation and KDR of both scenarios and then move to KGR
and entropy.

First Scenario Results

There are four nodes in the first scenario and all nodes
are evaluated based on four metrics namely, randomness
and entropy, KGR, KDR and key update time discussed in
section IV-B. As there are multiple nodes located in different
locations, so there were variations in the RSSI samples of
each node. To handle these variations and to reduce the KDR,
several preprocessing and filtering techniques were evaluated.
Table II lists the KDR obtained with different techniques. At
first, the raw RSSI is used directly for key generation but
as can be seen, the KDR is very high with o = 0 for all
nodes but node 2. KDR decreases with o = 1, however
KDRs of 33% and 67% are still high for nodes 3 and 4.

Henceforth, two filtering techniques are applied to test which
one decreases the KDR. The techniques would be referred
as Filtering 1 and Filtering 2 in the following paragraphs.
Filtering 1 is a combination of two preprocessing techniques,
namely, moving average window (with window size = 15) and
channel gain complement (CGC) used in [12]. CGC is applied
to reduce the disparity of channel measurements between Alice
and Bob. CGC is based on the mean and variance of RSSI
samples. As can be observed from Table II, this filtering also
did not yield any conclusive results and the KDR remained
high for all nodes and in fact it increases from 11% to
27% for node 2 with o = 0. Different sizes 10, 15 and 25
of moving average window were also tried but none gave
conclusive results. In Filtering 2, three different techniques,
namely, time stamp matching, KS-two sample test, and SG low
pass filter are applied together. For the KS-two sample test, a
threshold of 0.5 is defined. Moreover, the Golay filter is also
tested with different polynomial orders and frame lengths. The
sgolay filt(5,9) function (from MATLAB) produces the most
optimal results and is therefore chosen. It can be observed that
our chosen techniques significantly reduce the KDR. Hence-
forth, we proceed to use Filtering 2 with three techniques (i.e.,
time stamp matching, KS-two sample test, and SG low pass
filter) for achieving low KDR. The results of the complete key
generation process are presented in what follows.

1) Correlation: All nodes have shown good performance,
however the results of one of the nodes are presented here
to omit redundancy. Fig. 4(a) shows the raw RSSI values
(before preprocessing) of Alice and Bob (Node 4) in Fig. 2.
It can be observed that the values are close to each other but
with some spikes in the gateway samples. Fig. 5(a) shows
the correlation between RSSI values of Alice and Bob with
respect to different spreading factors in the indoor-to-outdoor
experimental scenario. As discussed in section IV-A, three
nodes have been setup with the ADR activated. In particular,
the node 4 operated on three SFs (i.e. 7, 8 and 12), while
the other two nodes operated on (SF = 7, 8, 9, 10, and
12). In our experimental data sets, the nodes were never
assigned to the whole range of the SF values {7,8,...,12}.
This restriction is due to the ADR as the selection of SF
is based on environmental conditions. Under stable channel
conditions, the end device may not operate with all SFs. It
can be observed that the correlation of the raw RSSI is low,
and the highest is 0.38. The SG filtering has significantly
improved the correlation and for SF = 8, it has increased
from 0.35 to 0.65. Additionally, in both outdoor scenarios,
the correlation is generally good for raw RSSI and slightly
improved by filtering. Next, the results of KDR are presented.

2) Key Disagreement Rate: Fig. 6(a) shows the KDR
between Alice and Bob. It can be observed that KDR is
decreasing with increasing values of « in equation 5. The
highest KDR is 0.23 when o = 0, and the lowest is 0.03 with
« = 1. This is an expected behaviour of multi-level quantiza-
tion, and as the guard band to data ratio is increasing the RSSI
measurements are being quantified to the same levels/values
based on their probability distributions. Additionally, a BCH
code (255,63,30) is used in the information reconciliation
step meaning that it can correct up to 30 errors in a codeword
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of length 255. The message/key length is 63.

The ECC code is carefully chosen after experimenting with
several BCH code lengths. Since the experimental evaluation
involves multiple end devices with different KDR with the
gateway. For instance, in case of node 1, more than 70% of
the RSSI measurements have mismatches in the range of 1 to
15, which can be easily corrected by applying a BCH code
of (127,29,21) with a syndrome of just 98 bits. Likewise, for
nodes 2 and 4, approximately 60% to 70% RSSI measurements
have mismatches in the range of 3 to 15. The mismatches for
node 3 were slightly higher, and the smallest number of error
bits was 12. However, more than 40% of measurements have
mismatches between 13 and 30. Henceforth, we must choose a
BCH code that can correct mismatches resulting in the lowest
possible KDR and uniform success ratio for all devices and
not give Eve freedom to derive the key. In other words, we
have to select an optimal ECC code that does not compromise
the security of the proposed scheme. So, we have decided to
use the BCH (255, 63,30) code. The key blocks of node 3
having mismatches > 30 would be dropped, and the channel
probing would start again. The same applies to other nodes.
Second Scenario Result

Next, the results of outdoor LoORaWAN scenarios are dis-
cussed. Figures 4(b) and (c) show the RSSI measurements
in static and mobile outdoor setups. It can be observed that
compared to static indoor to outdoor scenario, there are more
fluctuations in RSSI in both outdoor setup. Also, the mobile

outdoor has more variations than static outdoor. Figures 5(b)
and (c) show the correlation of end device and gateway in
outdoor static and mobile setups, respectively. In static outdoor
environment, the correlation is 0.6 which is remarkably greater
than the highest correlation (0.38) observed in first scenario.
Likewise, the correlation in outdoor mobile environment is
0.55 which has further improved to 0.68 after Golay filtering.
Precisely, before filtering, the correlation of static environment
was higher than mobile. However, after filtering the correlation
of mobile environment is higher than static. Fig. 6(b) shows the
KDR of both outdoor setups. It can be observed that KDR is
0% meaning that the RSST measurements of Alice and Bob are
quantized to same bits. Even if there were some mismatches
they are successfully corrected by our chosen BCH code.

3) Key Generation Rate: In this section, KGR with respect
to the spreading factor is discussed. With Multi-level quanti-
zation (4-level in our case), one RSSI measurement is always
converted into two bits. However, the KGR varies with the
spreading factor. The channel coherence time 7, increases
with a high spreading factor as the symbols take longer to be
transmitted from sender to receiver. In our experiments, when
a node is running on ADR, the spreading factor is selected
based on the environmental conditions. Fig. 7(a) shows the
KGR achieved by node 1 in the first scenario for different
spreading factors. In the second scenario, the KGR is 0.5. Due
to COVID-19, the outdoor experiments were run for shorter
time period and with a fixed SF = 12. It can be observed
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TABLE III: P Values of NIST Statistical Test

NIST Test Value
Frequency 0.99
FFT 0.53
Longest Run 0.21
Linear Complexity 0.73
Block Frequency 0.91
Cumulative Sums 0.35
Approximate Entropy 0.73
Non Overlapping Template | 0.53

that all spreading factors achieve a KGR of 0.5 at least. The
KGR is the highest with SF' = 12 and the lowest 0.52 with
SF = 10. It is underlined that all other nodes also achieve
similar KGR but the number of spreading factors they adapt
to varies.

4) Randomness and Entropy: Another property that is
essential for generating robust secret keys is the randomness.
A secret key must be truly random and the randomness is
calculated based on the Shannon’s information entropy. The
entropy is calculated before and after the last step, privacy
amplification of key generation process. Fig. 7(b) shows the
entropy of secret key shared between node 2 and Alice in
the first scenario. The entropy values before and after privacy
amplification are plotted. One entropy value represents the
entropy of one shared secret key. It can be observed that
entropy of secret key before privacy amplification is between
0.6 and 1 meaning that the key is random and cannot be
guessed by an adversary. Overall, the entropy for most of
the keys is between 0.75 to 0.99 which indicates that our
proposed scheme can generate the keys with high entropy.
Additionally, SHA-256 (SHA-2) hash function is used in
privacy amplification step for generating the final secret key. It
can be seen that the chosen hash function is further increasing
the entropy and it is approaching 1 for some keys. It is
underlined that the hash function does not decrease the key
generation rate. SHA-256 produces an output of 32 bytes, so
first 16 bytes can be used as the secret key.

Apart from entropy, the secret keys are also tested for ran-
domness based on the statistical test suite proposed by NIST
[33]. This test is also carried out before privacy amplification
step. A truly random sequence must pass the recommended
tests namely, frequency, block frequency, cumulative sum,
linear complexity, approximate entropy, etc. Each test returns
a p-value indicating the probability of randomness and to pass
the test, it must be greater than 1%. Table III lists the p-values
in the indoor to outdoor scenario for each of the tests obtained
from the secret keys generated from LoRa-LiSK scheme. It
can be seen that p-values of all tests except longest run and
cumulative sums are greater than 50%. The values for these
tests are also 21% and 35%, respectively, meaning that they
also passed the set randomness criteria of 1%.

C. Security Analysis

In this section, the security of the LoRa-LiSK scheme is
evaluated by analysing if a passive eavesdropper (Eve) can
obtain the same key as the Alice and Bob. It is underlined
that the attacker model is only evaluated in the first scenario,

static indoor-to-outdoor. The security analysis is based on
three overhearing scenarios. All attacking scenarios are run
for 7 days to collect the overhearing logs. In the first two
overhearing scenarios, Alice, Bobl, and Eve are configured
to run on SF = 7 and SF = 12 respectively. In the third
scenario, Alice and both Bob nodes are configured to run on
ADR and Eve is configured to run on one specific SF for
one day. The spreading factor of Eve is changed every day.
It is underlined that in ADR mode, Bobl operates on SF =
{8,9, 12}, while Bob2 operates on SF = {7,8}. The operation
in a few spreading factors is due to the static environmental
conditions. Due to Covid-19, the offices were empty and the
randomness that could be introduced due to moving people
was also missing. It is underlined that Eve can hardly overhear
Bob2 and therefore the logs could only be collected for SF =
{7,8}. For SFF = 9 and SF' = 12, Eve did not overhear
enough packets required to generate a key.

Figures 8(a) and (b) show the RSSI values of Alice, Bobl,
and Eve in SF = 7 and SF = 12, respectively. It can be
observed that the RSSI measurements of Alice and Bobl are
close to each other. Additionally, the RSSI of Bobl and Eve
uplink are also correlated to each other. However, the downlink
of Eve is highly uncorrelated to all other RSSI measurements.
The same pattern can be observed in case of SF = 12.
Howeyver, there are a bit more fluctuations this time. These
figures also explain the reasons of low correlation between
the Alice and Eve, and Bob1 and Eve.

TABLE IV: Correlation in Attacking Model

Eve Setup | SF-7 [ SF-8 [ SF-9 [ SF-12
Eve Overhearing Alice and Bobl - ADR
Alice-Bob | N/A 0.12 0.11 0.04
Alice-Eve | N/A 0.05 —0.01 | 0.2
Bob -Eve | N/A —0.03 | —0.05 | 0.01

Eve Overhearing Alice and Bob2 - ADR
Alice-Bob | 0.039 | 0.04 N/A N/A
Alice-Eve | 0.083 | 0.15 N/A N/A
Bob -Eve | —0.03 | 0.17 N/A N/A

Table IV lists the correlation between the real RSSI mea-
surements of Alice and Bob nodes and those overheard by
Eve. It is noted that none of the Bob nodes operated with
SF = {10,11}, as there are no results for them. First, the
correlation results of Bobl node with respect to different SFs
are discussed. Bobl did not operate in SF=7. For SF=8, the
correlations between Alice and Bob1, Alice and Eve, and Bob1
and Eve, are 0.12, 0.05, and —0.03, respectively. Likewise,
in case of SF=9, the correlation values are 0.11, —0.01, and
—0.05. For SF=12, the correlations are 0.04, 0.2, and 0.01.
Similarly, when Eve is overhearing Bob2 for SF = 7, the
correlations between Alice and Bob2, between Alice and Eve,
and between Bob2 and Eve, are 0.03, 0.083, and —0.03,
respectively. The correlation values of Bob2 in SF=8 are 0.04,
0.15, and 0.17. These values are comparatively higher than the
other correlation values. Overall, the correlation is very low
as expected. Table V lists the bitwise KDR between the keys
generated from Alice and Bob, and from Alice and Eve. The
KDR values are obtained before privacy amplification. It can
be observed that in case of Bobl, the KDR is 22%, 32% and
35% for SF=8, SF=9, and SF=12, respectively. For Bobl1, the
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TABLE V: KDR in Attacking Model

Eve Setup SF-7 | SF-8 | SF-9 | SF-12
Bobl and Eve | N/A 22% | 32% | 35%
Bob2 and Eve | 30% | 25% | N/A | N/A

KDR is increasing with increasing spreading factor. The KDR
for Bob2 and Eve is also listed in Table V. KDR is 30%
and 25% for SF=7 and SF=8, respectively. The KDR further
increases after privacy amplification and henceforth, the Eve
cannot generate the same key as Alice and Bob. The above
results highlight the robustness of our proposed LoRa-LiSK
scheme.

D. Key Update Time and Communication Overhead

In section I, we discussed that existing symmetric and
asymmetric schemes are not suitable for large scale WSNs.
Additionally, the security vulnerabilities in the ABP joining
procedure of LoRaWAN are also discussed. These challenges
underpin the need of proposing lightweight and robust security
schemes such that new keys can be generated without incur-
ring additional overhead. Frequent key updates guarantee that
sensor data is secure and cannot be corrupted by malicious
adversaries. In this section, the timing and memory overhead
of the key generation process are discussed.

They is computed using eq. 11 presented in section III-F4.
As Tyey is computed based on the KDR, so the attacker

model is exploited for it. Figures 9 (a) and (b) show T, for
Bobl and Bob2 nodes versus KDR. It can be observed that
T}ey increases while decreasing KDR. Additionally, T}, also
increases with a high SF value. The highest T}, for SF' =8
is 0.79 hours (47 mins) with KDR = 0.13. Likewise, Tj.ey
for SFF =9 is 1.64 hours (98 mins). Bob1 takes the highest
They = 3.8 hours when SF' = 12. T}, results for Bob2 can be
observed in Fig. 9 (b). The highest T}, happens for SF' =7
and is 0.34 hours. Overall, it is concluded that T}, obtained in
this study are low and better than reported by other studies [7].
Without the attacker model, the average T}, is approximately
one hour with duty cycle. T}, depends upon the frequency
of uplink and downlink packets, a high frequency can result
into low key update time and vice versa.

Next, the communication overhead of each step in the key
generation process is discussed. The channel probing does
not introduce any communication overhead as the probe and
request packets are exchanged as part of the normal LoRaWAN
operation. The packet synchronization is achieved by the
time stamp matching technique introduced in section III-A.
The end device records both 7, and T, if the downlink is
received within one or two seconds of sending the uplink,
the downlink is marked as matching with the uplink packet
otherwise the packet is retransmitted. 7, and T, enable
packet synchronization without incurring any communication
overhead. Additionally, for the KS-two sample test, a fixed
threshold of 0.5 is defined and agreed. Both end device and
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Fig. 9: Key Update Time versus ADR

gateway utilize only those measurements which meet the set
criteria. The SG filter is also executed on predefined parame-
ters and does not require any packet exchange. The multi-level
quantization is also executed individually and does not incur
any communication overhead. After the quantization, the end
device will encode the key bits and send the generated code
word to the gateway. Sometimes there were more mismatches
between the quantized key bits so, a BCH code (255, 63, 30),
with a higher ¢ is used. At this stage, the communication
overhead is determined based on the packet payload and the
packet delivery ratio (PDR). The overhead for both scenarios
is discussed below. Each packet has a payload of 20 bytes and
the PDR in the first scenario is approximately between 90% to
95%, henceforth 4 to 5 packets (72 to 76) bytes are sent. In the
second scenario, the PDR is 70% meaning that 5 to 6 uplink
packets (75- 80) bytes are sent. This overhead estimation is
the upper bound and represents the worst case scenario with a
high number of mismatches. Lastly, in privacy amplification,
a hash function is applied that does not incur any overhead.
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Fig. 10: Comparison of Quantization Techniques

E. Comparative Analysis

In this section, LoRa-LiSK is compared with relevant exist-
ing schemes [6]-[8] to show the compatibility with the state
of the art. Firstly, the above mentioned schemes including the
proposed are compared based on their experimental configura-
tions, and secondly the LoRa-LiSK scheme is compared with
an existing work [7]. Table VI lists the parameters, namely,
deep in-building penetration, outdoor range, spreading factors,

bandwidth, transceivers, antennas, signalling, communication
scenarios, quantization, and preprocessing techniques chosen
for comparison. It can be observed that the LoRa-LiSK scheme
is evaluated on same parameters as used by other studies,
thus making it compatible with the state of the art. Besides
that it can be analyzed that the LoRa-LiSK scheme is tested
in all possible configurations whereas the other schemes are
not. For instance, it is evaluated in deep in-building scenario
but [6] is not. Additionally, this scheme is evaluated in both
static and mobile scenarios whereas [7] and [8] are not.
All above schemes require high correlation for secret key
generation whereas the LoRa-LiSK scheme can generate keys
with low correlations. Our first experimental scenario is based
on indoor-to-outdoor configuration making it more practical
than fully indoor or outdoor scenarios. It is underlined that
LoRa-LiSK is the only scheme which is evaluated in indoor
to outdoor scenarios which is more challenging and also more
typical of real-world scenarios. Lastly, compared to the other
schemes, our scheme uses ADR for selection of SF based
on environmental conditions rather than fixing it initially.
ADR informs about the channel conditions namely reciprocity,
randomness, and signal-to-noise ratio, which in turn assist
in evaluating the performance of the secret key generation.
The LoRa-LiSK scheme is evaluated by activating the ADR.
Precisely, the ADR is deactivated in other schemes.

Next, the LoRa-LiSK scheme is compared with [7] based on
low correlation and KDR. The work in [7] is based on highly
correlated RSSI vectors. However, the correlation between
RSSI measurements of the end devices and the gateway in our
dataset is low. The efficiency of the LoRa-LiSK scheme to gen-
erate the secret key from low correlated channel measurements
has already been demonstrated in section IV-B. Next, both
the schemes are compared based on KDR. Fig. 10 shows the
KDR obtained by applying the single-bit quantization scheme
introduced in [7]. The single-bit quantization is different from
the multi-bit quantization and is based on the mean (u) and
standard deviation (o) of the RSSI measurements [10]. The
measurements are quantized as follows.

nt+t=p+axao
Nn—=p—axXo

All measurements > 7+ are quantized to 1 while those
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TABLE VI: Comparative Analysis with Existing Studies

Parameters [6] [7] 8] Our Scheme
Deep in-building Penetration | No Yes Yes Yes
Outdoor Range 4 km 7 km 500 m 1.3 km
Spreading Factors 7 12 7 ADR - SF = {7,8,9,10,11,12}
Bandwidth 500 125 125 125
Transcievers 2xSX1276 :3;1 é;ﬁi255)7(1 301 2xSX1276 | FiPy with LoRa Transceiver
ESPAR and
Antennas Monopole Monopole Monopole | Monopole
Signalling LoRa LoRaWAN LoRa LoRaWAN
Communication Scenarios Static and Mobile Static Mobile Static and Mobile
Quantization Technique Multi-1bit Single-bit Single-bit Multi-bit
. . KS Test, Time Stamp Matching,
Preprocessing Techniques I%Slezlrhler:tgn%)lation Packet Number Matching, | None KS Test,
P and DCT and SG Filter
Correlation Requirements High High High Low

< np— are to 0. The comparative analysis is based on the
first scenario consisting of four nodes. It can be observed
that KDR is much higher with single bit quantization with
node 3 having 80% key disagreement. Comparing the results
with our multi-bit quantization, it can be observed that LoRa-
LiSK scheme is performing better even with a = 0, with the
highest KDR being 42% for node 3. The proposed scheme
shows the best performance with o = 1. The lowest KDR
is approximately 5% and the highest being 30% for nodes
2 and 3 respectively. Overall, the KDR of node 3 is always
higher than the other nodes. Study in [7] uses a BCH code
(127, 23,22) in the information reconciliation step. Having less
mismatches between quantized key bits, the chosen code can
correct up to 23 bits in a code word of 127 bits. However,
in our case, there were more mismatches and therefore a
BCH(255,63,30) code with ¢ = 30 is selected. The above
results exhibit that the LoRa-LiSK scheme is performing better
than all the existing state-of-art schemes.

V. DI1SCUSSION AND CONCLUSION

In this paper, a secret key generation scheme is proposed
for LoRaWAN networks. The scheme outperforms the existing
schemes in several important ways; low correlation, low KDR,
and high KGR. In LoRa-LiSK scheme, secret keys can be
generated with low correlation meaning that its feasible to
secure information in deep indoor to outdoor and long range
link scenarios wherein the highly correlated RSSI measure-
ments might not readily available. The evaluation is carried
out in real-world practical application use cases, with four end
devices covering indoor-to-outdoor, and long range outdoor
configurations. This scheme achieves low KDR compared to
existing studies. With high KDR, the key generation process
can fail because a large number of mismatching bits cannot
be corrected in information reconciliation step. Additionally,
the code size has a trade off with the correction capability ¢
of the BCH code (n,k,t). These factors put constraints on
the choice of error correction techniques and also impact the
communication overhead. Precisely, a larger BCH code can
correct more mismatches but it adds to the communication
overhead which is undesirable for resource constrained and
low latency sensor systems. Our LoRa-LiSK scheme worked
with BCH code with ¢ = 30. Additionally, the attacker model

is designed to challenge the LoRa-LiSK scheme to its upper
bound by testing it in different experimental configurations.
The Eve is configured as a class C LoRa device running on
ADR (changed every other day) and allowed to eavesdrop on
both uplink and downlink channels. It is placed at a distance
of 8 meters from two Bob nodes and has the freedom to listen
to any Bob node of its choice in a bid to generate the same key
as Alice and the Bob node. We are aware that this scenario
is beyond what can happen in reality but our goal was to
challenge our scheme to its extremity. Fortunately, the inability
of Eve to generate the same key as Alice and Bob gives us
the confidence about the robustness of the proposed scheme.

The above advantages underline that our proposed LiSK
scheme is not only efficient and lightweight, but also robust
and universal. To further analyze the strengths of our scheme,
we aim to evaluate it in a few other scenarios, 1) with large
number of static and mobile nodes in outdoor locations, 2)
under different attacking configurations, and 3) with other
LPWAN technologies. The low KDR of 0% in our static and
mobile outdoor experiments guarantees that the LoRa-LiSK
scheme will produce similar results with larger datasets. The
scheme will be further evaluated in outdoor experiments over
longer duration (e.g. one to two weeks) with large number
of static and mobile nodes. The impact of other channel
parameters, namely, randomness, ADR, path loss, and shadow
fading for long range outdoor links will be analyzed. The
results of current attacker model give us the confidence that
it will perform well in outdoor modes with varying environ-
mental and experimental configurations. In line with this, the
attacker model will also be evaluated in outdoor scenarios
with larger number of static and mobile nodes. Lastly, we aim
to propose security schemes for other LPWAN technologies,
namely, NB-IoT and Sigfox. Our LoRa-LiSK scheme can be
directly applied to the other LPWAN technologies as long as
the source of randomness (RSSI values) is the same or has
similar probabilistic behavior. If the source of randomness
has a different type of distribution, our scheme needs revision
only at the level of channel probing and the preprocessing
techniques. For the other steps of quantization, information
reconciliation and privacy amplification, we believe they are
robust enough to adapt to other LPWAN technologies.
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