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Ensuring Trust and Confidentiality for Adaptive
Video Streaming in ICN

Fawad Khan and Hui Li

Abstract: 'With the dissemination of huge amount of video con-
tent over the internet, information centric networking (ICN) has
emerged as a potential candidate to effectively exploit it and im-
prove the QoS. ICN decouples content from its location by caching,
which can later be retrieved by consumers from their nearest loca-
tions. Various experimental studies have depicted the performance
merits of dynamic adaptive streaming via HTTP (DASH) over ICN
for improving QoS. However, there are two challenges that need
to be addressed in the context of DASH over an ICN environment.
The first one from content consumer domain is that the relevance,
integrity, and provenance (RIP) of content should be guaranteed.
RIP ensures trust establishment between publisher and consumer
of content. The second one that concerns the content publisher is
the confidentiality of DASH media, so that any consumer can view
the particular quality or resolution of video based on his designated
privileged rights. We address these two mentioned issues with the
context of DASH over ICN. The performance and security analysis
of our scheme depict its effectiveness for enforcing access control of
adaptive streaming media in an ICN environment.

Index Terms: Confidentiality, information centric, name based
trust, provenance, scalable media.

I. INTRODUCTION

NFORMATION centric networking (ICN) such as named

data networking (NDN) [1] and content-centric network-
ing [2] consider named-content as the primary entity for request-
ing, retrieving, caching and routing of content; decoupling the
location from it. Due to the large dissemination of multimedia
video content over the Internet in last decades, ICN evolves as
a potential candidate for future Internet (FI) to improve qual-
ity of service (QoS) [3], because of its intrinsic ability to cache
and disseminate content upon request. Moreover, as content re-
quests are furnished by potential content sources locally within
the network; hence ICN reduces the upstream bandwidth and
downstream latency.
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For improving the quality of service of video provision, dy-
namic adaptive streaming over HTTP (DASH) has emerged as a
hot topic in both academia and industry. Using DASH, content
consumers can get the quality scalable media based on the de-
vice constraints and network resources, or the access privilege
rights assigned to them. Deployment of DASH over ICN [4]-
[6], is to utilize it for referencing and delivery. Moreover,
for adjusting the scalability component of streaming video ser-
vices [7], the scalable video coding (SVC) extension of H.264
video compression standard (H.264/SVC) [8] is utilized to en-
code a video content into a base layer and several enhancement
layers for supporting progressive transmission.

Several recent research works [9]-[11] have depicted the
applicability and advantages of adaptive video streaming in
ICN environment; thereby improving the QoS due to content
caching. Lederer et al. [9] evaluated the protocol overhead for
CCN in-comparison to HTTP. Wang et al. [10] implemented a
gateway for transforming the HTTP request and reply messages,
correspondingly to the CCN interest and data messages respec-
tively. Petrangeli et al. [11] exhibited the effectiveness of SVC
based adaptive media streaming in ICN with effective caching.

Despite of the several advantages of SVC in ICN envi-
ronment, an issue worth addressing is the confidentiality of
SVC video streams based on privileged access rights of con-
sumers. For elaboration we present a scenario in which a content
provider (publisher P) wishes to publish a video with various
resolutions for its clients in an ICN environment. Publisher P
wants to restrict that any subscribed user with attribute F'reeyser
can view only a low resolution (basic quality) of video, while
with attribute Paidyser can enjoy the video of full fidelity. En-
forcing the confidentiality of content in the above scenario based
on consumers privileges is a challenging issue for the content
provider. Some existing works [12]-[14] have focused to pro-
vide confidentiality to layers of SVC media, but all of these
are formulated from a single authority CP-ABE scheme [15].
This limits the data owners/publishers to encrypt content over
attributes belonging to a single specific attribute authority or a
specific organization. In the real world the attributes universe
is diverse, and to allow content owner to enjoy the expressive-
ness of his defined policy, he should be able to encrypt content
over disjoint set of attributes belonging to multiple authorities.
Moreover, for increasing the benefits provided by ICN, the con-
tent should be encrypted one time by publisher and shared under
an expressive policy comprising of attributes from different or-
ganizations depending on a particular application scenario.

Another issue from the domain of content consumer is the
relevance, integrity and provenance (RIP) of the retrieved con-
tent. We briefly explain these parameters as: (1) Relevance to
make sure that the name of requested and retrieved content is
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same and bound to content; (2) integrity to check any accidental
or intentional change of content; (3) provenance to make assur-
ance regarding the originality of content, i.e., who is the provider
(publisher) of content. RIP ensures the content consumer that
the retrieved content by him is from an authentic trustable pub-
lisher, as in ICN there is no direct communication between pub-
lisher and consumer due to content caching and delivery. This
phenomenon is in contrast to traditional TCP/IP host centric in-
ternet architecture where both the parties directly communicate
with each other for content delivery. Hence, in ICN a publisher
needs to make others believe about the authenticity of his con-
tent. Smetter’s et al. [16] stated that the primary requirement
for ensuring provenance is by generating a mapping triple of
content-name N, content itself C' signed with the publisher key
Pas My pc) = (N,C,Signp(N,C)). Zhang et al. [17] em-
ployed an identity based signature (IBS) for ensuring RIP. How-
ever, an IBS signature is computationally expensive to evaluate
and verify because of pairing operations. Moreover, the content
name should be a human readable name so that a consumer can
directly request content without involving a trusted third party
(TTP) in contrast to [18].

As by principle, both ICN and attribute based encryption
(ABE) [19] follow the one-to-many paradigm, i.e., same content
/ data message for many intended receivers. Hence this prop-
erty can be exploited for providing data confidentiality in ICN.
Moreover, for the assurance of RIP, i.e., relevance, integrity and
provenance of content; a signature of content and content-Name
needs to be signed by the publisher using his private key. Verifi-
cation of the signature by consumer helps him in building trust
on the publisher and its published content.

The main contributions of this work are as follows:

o We formalize the notion of a scalable media with trust and
confidentiality in ICN (SMTC-ICN) for a human readable
content name.

o We address the issues of relevance, integrity and provenance
collectively termed as RIP. To resolve it, we employ a public
key signature for binding the content to its name, which is
signed by the publisher private key. This signature is part of
the meta-data to be sent along with content, and helps con-
sumer in building trust on the publisher and its published
content. The employed signature is computationally effective
and provides the assurance of RIP.

e« We put forward an access control mechanism for ensur-
ing confidentiality of H.264/SVC video streams. For pro-
viding confidentiality of content based on consumer’s ac-
cess privilege rights, we employ a multi message-multi
authority-ciphertext policy ABE (MM-MA-CP-ABE), which
restricts them to view the specified spatial and quality scal-
able H.264/SVC video content based on their assigned ac-
cess rights. The employed MM-MA-CP-ABE have decentral-
ized multiple authorities, where all authorities work indepen-
dently without any coordination between them to enforce ac-
cess control based on expressive monotone access policies.

e We present the comprehensive performance and security
analysis to depict the effectiveness of our proposed SMTC-
ICN scheme.

Rest of the paper is arranged as follows. Related work is de-
scribed in Section II. Preliminary background is detailed in Sec-

tion III, followed by Section IV giving an insight about adaptive
SVC media and access hierarchy. Section V elaborates our pro-
posed SMTC-ICN construction, while Section VI exhibits its
analysis. Section VII concludes the paper.

II. RELATED WORK

In this section, we will review the trust establishment, i.e.,
relevance, integrity and provenance between content publisher
and consumer and attribute based encryption with the context of
ICN for enforcing content confidentiality.

Wong et al. [20] proposed a scheme to develop a trust re-
lationship between content publisher and its consumer by the
introduction of three identifiers namely: An authority identifier
(ID), generated by the publisher public key; content identifier,
evaluated by taking the cryptographic hash of content; and algo-
rithmic identifier for binding the authority identifier to chunks
of content identifier. The signature is based on public key di-
gest employing RSA. Dannewitz et al. [21] proposed that a tu-
ple containing content-ID (which is a self-certifying flat name),
content itself, and meta-data combined to form an information
object. Zhang et al. [17] proposed a name based mechanism for
CCN employing identity based signature (IBS). In their scheme,
content name prefix or publisher identity is set as the public key
for building provenance between publisher and consumer. Al-
though, the constructions [17], [20], [21] can partly ensure trust
establishment between content publisher and consumer, they
lack to provide content confidentiality.

Khoury et al. [22] proposed an access control mechanism in
MANET setting for CCN by using the CP-ABE scheme [19].
In [22], the content identifier (CI) (self-certifying name) is gen-
erated by cryptographic-hash of ciphertext used for encrypting
data with policy. Moreover, CI is made a part of meta-data ci-
phertext, but as there is no signature binding between the two
entities, hence provenance cannot be guaranteed. Li et al. [18]
proposed an attribute based access control mechanism for pro-
viding confidentiality in ICN environment. The scheme consists
of a TTP for managing subject / object attributes. Due to con-
tent caching following the basic principle of ICN and lack of
publisher control over its published data, a naming scheme for
preserving the privacy of access policy is proposed. Also, the
policy is used for encrypting the symmetric key used to encrypt
content. The encrypted symmetric key acts as content name
(content label), and content is retrieved by consumer with the
help of domain name service. However, as stated in [23] the
proposed naming scheme needs to be re-investigated because
exposure of symmetric key would necessitate publisher with is-
sues of re-keying and changing content name. Wu et al. [12]
proposed an access control scheme for SVC (scalable media)
in cloud aided content-sharing networks. Following their work
Ma and Chen [13] proposed access control for two dimensional
SVC, and Ma et al. [14] for multi-dimensional SVC. In all the
schemes [12]-[14], the authors extended the single authority
CP-ABE scheme [15] to multi-message CP-ABE by exploit-
ing the structure of access tree. However, single authority CP-
ABE constructions suffer from performance bottleneck issues
and during the period of its failure / unavailability, users can-
not request their attribute keys from the authority [24]. Khan



KHAN et al.: ENSURING TRUST AND CONFIDENTIALITY FOR ADAPTIVE VIDEO ...

et al. [25] proposed a multi-message multi-authority CP-ABE
based on the linear secret sharing scheme (LSSS) access struc-
ture in which several authorities work in a de-centralized fash-
ion, and users cannot collude their keys to gain access to data
for which they are not entitled. In [26], a near-duplicate check-
ing for encrypted content over CCN is studied. However, there
is no proposed scheme which simultaneously addresses trust es-
tablishment, i.e., RIP and SVC content confidentiality in ICN.

1. PRELIMINARIES
A. Hierarchal Key Derivation

Key derivation plays a significant role in providing access to
users based on their roles or hierarchies [12], [27]. In this ap-
proach, nodes are arranged in hierarchal order and structured
in the form of tree, and symmetric keys are assigned to them.
Moreover, keys are derivable in the top-down manner, i.e., a
parent node can derive the key of its child node by using its key.
So, the parent nodes have access to more data while child nodes
are limited to only the data encrypted by their key. We detail
the hash based key derivation [12]. For a standard one-way hash
function H, from key k,, the key k; corresponding to the ¢th
level of hierarchy is generated as:

ki = H(kiy1|li)  for

i=n—1,---321.

B. Syntax of MM-MA-CP-ABE

We utilize a MM-MA-CP-ABE scheme [25] for providing
confidentiality to the content, so that only legitimate users are
allowed to access the data. It consists of the following algo-
rithms.

Global setup()\) — G P: This algorithm outputs the global pa-
rameters GG P for the system by taking the security parameter A
as input.

Authority setup(GP) — SK, PK: Each attribute authority
AA takes G P as input to generate secret / public (SK/PK) for
itself.

Encrypt(S;, (A, p), GP,PK) — CT: Content owner (pub-
lisher) utilizes this algorithm for encrypting content by taking as
input the messages \S; (symmetric keys corresponding to SVC
media streams), access matrix (A4, p), GP and PK of AA to
output ciphertext C'T" under a policy.

KeyGen (GID,GP,i,SK) — K; qip: Taking SK, GP asin-
put, the algorithm generates decryption key K; grp correspond-
ing to attribute 7 and user (consumer) identity GID.

Decrypt (CT,GP, K; ¢ip) — S;: For decrypting CT, GP
and user (consumer) attribute keys K; ¢rp are taken as input to
output any of symmetric key S; corresponding to the set of user
attributes.

IV. SCALABLE MEDIA SHARING IN ICN

In this section, we discuss about the structure of scalable me-
dia and the idea of granting access privileges to it, followed by
the format of content meta-data for “Data” message in ICN.
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A. Structure of Media & Access Hierarchy

We choose to explain the H.264/SVC video compression
standard to elaborate how the transmission in ICN works.
H.264/SVC standard supports scalability in video coding and
its transmission [28]. Every video content can be coded with
SVC into a BL content with necessary information regarding
it, and several EL with information for improvement in video
quality [12], [29]. For playing the nth quality level of video, de-
coding is performed for all nth layers including the base layer.

Each of the media content layer, i.e., BL, ELy,---, EL,
can be considered as a logical unit [12], and can be retrieved by
different groups of consumers based on their privileged rights.
Consider an SVC video with BL unit and three E'L units, i.e.,
BL,EL,,ELs, ELs; we can have four access privilege groups
or sets. The consumers in a group with access to BL media
unit can view only the basic quality of video, but those pro-
visioned with E' L3 unit can enjoy the full fidelity video. For
SVC, in-order to view a video of high quality at a particular layer
(EL3), consumer should be having access to all lower enhance-
ment layers (E'Lo, EL1) and base layer (BL) as well, due to
the dependency of higher layers over lower layers [29], [30]. To
allow a consumer with higher privilege rights for having access
to lower enhancement layers (F'L;) and base layer (BL); each
layer is encrypted with a hierarchal top-down derivable sym-
metric key as shown in Subsection III.A. Hence, the consumer
will derive the hierarchal keys for lower enhancement layers and
base layer from the key assigned to him based on his privileged
rights. Fig. 1 shows privileges for groups / attribute sets W.
Without loss of any generality, we can assume an SVC video
to have n layers, where the base layer is encrypted with key S;
and each (ith — 1) enhancement layer FL;_; with key S; for
{i = 2,---,n}. Also, each of the symmetric key S; is asso-
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ciated to an attribute set W;. Attribute set W,, has the highest
privilege, so consumers belonging to it can derive the keys .5;
from their key S,, for {i =n —1,- -+, 1} to view the full quality
video. The direction of red arrows in Fig. 1 indicates the key
derivation. Consumers belonging to group or attribute set 3
have access to key 57, and can correspondingly view only the
basic quality (lower resolution) video.

B. Content meta-data

The format of content meta-data is shown in Fig. 2. Content-
name is human readable name. H(C) is the hash of encrypted
(base layer of SVC video) content with its symmetric key, i.e.,
H(enc{BL, S1}), where enc is a standard symmetric key ci-
pher like AES. Pubg;q is the identity of content publisher used
for signature o verification. Moreover, it can be a certificate
Cyid, T a signed by the secret key of trusted authority indicating
publisher identity. PP are the public parameters corresponding
to authority T'A generating the signing key for publisher. Sig-
nature o, is for ensuring the trust via its verification, and C'T
is for ciphertext associated to MM-MA-CP-ABE provisioning
confidentiality.

V. SCALABLE MEDIA ACCESS CONTROL IN ICN

Here we will elaborate the system model, threat model, and
our proposed SMTC-ICN scheme for ensuring trust, i.e., RIP
and confidentiality of content in ICN.

A. System Model

The system model consists of content publishers, consumers,
intermediate caching nodes, and authorities as shown in Fig. 3.
Publisher: Any node who wants to publish content. Prior to
publishing the content, it first defines a human readable content-
name [2] for the content (SVC video). The naming for differ-
ent layers of encoded SVC video are /BL/EL;/FELs. For the
assurance of trust, publisher signs the content to content-name
with his signing key skg;q to form a signature o. For restrict-
ing the content access only to legitimate consumers, it defines
a policy over their attributes and encrypts content employing
MM-MA-CP-ABE. Moreover, publisher node on receiving an
“Interest” message will forward the corresponding “Data” mes-
sage to consumer along with meta-data of content, following the
principles of ICN. This node can also be tagged as a server with
potential content sources.

Consumer: This node can issue an “Interest” message contain-
ing the content-name of content (SVC video) along with spec-
ified layer of video to which it is entitled to view. Based on
the ICN principle of named-based routing, it can get the corre-
sponding “Data” message. The message will contain meta-data
and encrypted layers of SVC content from base layer to specified
level of enhancement layer requested. Consumer can then ver-
ify the signature with information available in meta-data to have
assurance regarding relevance, provenance of the content, and
for building trust on publisher and its published content. After
that, it can decrypt the content based on the attributes possessed
by him.

Intermediate / caching node: Any node lying in between con-
sumer and potential sources of content, i.e., content router or

@;"’@ “’@"’%?;
\ P

Publishers GP, P/( \\/\(\G\D )

/server AA Q Consumers

o
<«— - -Interest-- — —

— — -Data — » :
@ Intermediate node Authorities

Fig. 3. System model.

any other caching node. It caches content according to its cache
policy to be later retrieved by other content consumers by send-
ing out an "Interest" message; there by improving the QoS in
network.

Attribute authorities (AA): AA’s generate the public / private
key-pairs for themselves and work in a de-centralized fashion.
Attributes management is performed by these authorities, and
these are also responsible for assigning attribute decryption keys
K; a1p to consumer’s. Moreover, any authority can also grant
a signing key skgy;q to publisher node corresponding to his iden-
tity gid, signed by authority’s secret key. We denote gid to indi-
cate publisher global identity used for signing the content, and
represent GI D to indicate a consumer global identity based on
which he is assigned collusion resistant decryption keys from
authorities.

B. Threat Model

In the work, we assume that the intermediate caching nodes
are semi honest, which means that they follow the protocol by
sending out the requested content but at the same time curi-
ous about the requested content. Moreover, they can be com-
promised by adversaries who try to manipulate signed content,
or send out a different content instead of requested content to
consumer. Publisher is honest node, who signs the content with
his own key for ensuring RIP. Users have a colluding nature to
gain access to content they are not entitled to get individually
or beyond their privileged access. Attribute authorities are con-
sidered honest. For more details regarding the threat model we
refer readers to [24], [26].

C. SMTC-ICN Scheme

In this work, we employ the public key signature [31] for
binding the name to its content ensuring provenance, and lay-
ing grounds for providing relevance and integrity of content.
For ensuring confidentiality, i.e., access control based on con-
sumer’s privileged rights we employ MM-MA-CP-ABE scheme
proposed in [25]. Moreover, we employ the key derivation [12]
as mentioned in Subsection III.A for hierarchically encrypting
H.264/SVC layers.

Global setup: In global setup, a multiplicative cyclic group
G of prime order p is chosen. Global parameters are set as:
GP ={g, el(g,9), p, H'}; where g is a generator of group G and
hash function H' maps global identities GID to elements in G.
Authority setup: Each authority selects a random value ¢t € Z,,
for itself. Moreover, for every attribute ¢ belonging to authority,
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it chooses a random value a; € Z,. It keeps values {t, a;Vi}
as secret key, SK and publishes { g%, e(g, g)®iVi} as public key,
PK.

KeyGen: For creating a key for consumer GID corresponding
to an attribute ¢ of authority, it computes:

Kiarp = g™/ H'(GID)'!

Sign and encrypt: Publisher who wishes to publish an
H.264/SVC video content will first define its human-readable
content-name as shown in Fig. 2. After then it will encrypt its
base layer (BL) with key Sy and enhancements layers (E'L;_1)
with symmetric keys S; for {i = 2,---,n} as shown in Fig. 1.
We remark that keys can be hierarchically derived downwards
from S; to Sy, for {i = 2,---,n}. Thereafter, hash of en-
crypted base layer of SVC video is computed, i.e., H(C) =
H(enc(S1,BL)). Hash of only BL layer has also been em-
ployed in [29] for data de-duplication in cloud setting because
higher layers of SVC depend on base layer. Following that, pub-
lisher will take m = {content-name, H (enc(S1, BL))} as input
for evaluating signature o.

For providing confidentiality to content (encrypted SVC lay-
ers with hierarchal symmetric keys .S;), publisher defines an ex-
pressive monotone access control policy based on consumers
attributes. In the policy, there are various attribute sets (con-
sumers group) W;; where every W, is mapped to symmetric
key S; used for encrypting the SVC layers as seen from Fig. 1.
Moreover, each W; contains consumers attributes with an AN D
operation between them. We denote AN D with A operation for
the rest of this paper. As an example for a particular attribute
set W1 containing attributes Subscriber, Gold is expressed as

= Subscriber A Gold.

The resulting AND — OR based expressive access control
policy appears as W = [W; OR W5 OR---OR W,,]. Then, he
transforms the policy W into an LSSS matrix A of size a x b
with p containing a map of matrix rows to its attributes. There-
after, it gives the S;, (A, p) values as input to encrypt algorithm.

To proceed, algorithm will first choose random val-
ues ¢;,v;2, -, Vip € 4, to form a sharing vector
v; ={q,vi2, -, v;p} for each attribute set W;; where g; is
shared secret for each attribute set W;. Further, it computes
Ao = Ag - v; for p(z) € W;, where A, is the xth row of
A and corresponds to mapping p(x). Moreover, it will choose a
random vector w € Z), of length b with 0 as its first entry. Com-
pute w, = A+ w. After then, the ciphertext components CT;
are computed as:

CTZ' = {Cl:SZG( ) Clm _e(gag)
C?,w = gtwm}'

Ci, and C5, values correspond to attributes in attribute
set W;. The entire ciphertext CT = {CT; for i =
1,2,--+,n,W, (A, p)} is made a part of content meta-data along
with signature o as shown in Fig. 2. The “Data” message will
comprise of encrypted (SVC layers) content, and meta-data.
Verify and decrypt: On receiving a “Data” message in-
response to a sent out “Interest” message, consumer can first
check about the authenticity of publisher and its published con-
tent by verification of signature 0. To comply, it extracts

(g, 9) e,
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content-name and H(C) from meta-data to form m. Then it
takes m, signature o, PP, and Puby;q from meta-data to verify
the signature o. If the signature is satisfied, then there exists
a binding between name, content and its publisher; hence pro-
visioning trust establishment between consumer and publisher.
To decrypt the data, consumer will input CT, his attribute keys
K; ¢rp and G'P to decrypt algorithm.

For decryption, the primary assumption is that the ciphertext
is encrypted under access matrix (A, p). If the decrypting con-
sumer attribute keys { K () ¢rp} can form a span (1,0, --,0)
over the subset of access matrix rows A, € WW;, then the con-
sumer will choose constants u, € Z,, so that ZT Uy Ag
= (1,0,---,0) where p(x) € W;, and then will decrypt as fol-
lows:

H (Cl,m/e(CQ,ma Kp(x),GID))um =

x

e(g,9)”

After correctly finding e(g, g)%, he will divide this by value
of C; (corresponding to an attribute set W; for which his at-
tributes’s formed a span) to obtain \S; which is symmetric key for
an encrypted SVC layer. Due to the dependency of higher layers
of SVC over its lower layers specifically base layer; consumer
can derive the lower hierarchy keys from his own key to view
a particular resolution of video based on his access rights. As
the consumer cannot derive keys up in the hierarchy; hence he
would not be able to access full fidelity video content to which
he is not entitled.

Correctness: The proposed access control scheme is correct.
To decrypt, the consumer will first choose constants u, € Z,,
sothat ) u, Az =(1,0,---,0); then will decrypt as follows:

H < Cl , T )uz
(Coz, Kp(z),c1D)

_H g9)e(g, g)* e -
twl g p(z)/t H/(GID)l/t)

G “ei?;,??é?;))wz)“’

H
H( (0. 1 GIAD» )%Ze(%g)qi

g g O‘n(r)wl .

VI. ANALYSIS

In this section, we will exhibit the performance evaluation and
security analysis of SMTC-ICN.

A. Security Analysis

Trust establishment: Content consumer on receiving the data
message, can gain trust regarding the public key PK 4;4 of pub-
lisher with the certificate obtained from meta-data. Certificate is
signed by the trusted authority with its private key for publisher
identity gid. For ensuring trust, consumer will first take content-
name, H(C) = H(enc(S1, BL)), PP, o from meta-data in the
data message, and will verify the signature o to build its trust
on publisher, and provenance of content. For integrity the con-
sumer can take the cryptographic hash of (enc(S1, BL)), and
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Table 1. Comparison with existing relevant schemes.

Scheme C  RIP  Authority H.264/SVC  Security assumption
[22] v X Single X d-paralle]l BDHE
[18] v X Multiple X Generic group

[12] v X Single v Generic group
Our’s v v Multiple v Generic group

Table 2. Computational comparison with existing relevant constructions.

Scheme  Encryption Decryption

[22] (3Nr +2)E (2N +1)P+ (N1)E
[18] (BNt +4)E (2N +1)P+ (2N))E
[12] (2N7 + 2p)E (2N; +1)P+ (Np)E
Our’s (3N +p)E+3E (N;)P+ (N;)E+3E

compare it to its result placed in meta-data. For relevance the
content-name in requested interest message and retrieved data
message can be compared, as the content corresponding to name
is bound by signature.

A potential attack in an ICN environment launched by an ad-
versary can be by replacing the requested content in data mes-
sage with any arbitrary content of his choice and making the
consumer believe that he retrieved the requested content accord-
ingly to its name in interest message. However, if the content-
name is bound to content and signed by a publisher, than the
attack is mitigated. Hence, the relevance of content in interest
and data message can be ensured if the publisher signed the con-
tent with content-name placed in the data message.

As our trust mechanism relies on proven secure cryptographic
functions like SHA-256, and digital signature [31]; hence it is
statistically infeasible for an intruder tempering data without any
modification in the signature o, because of the pre-image attack
resistance of hash function, and forgery attack resistance of digi-
tal signature. Hence, any un-authorized modification in content,
or its meta-data can be detected by signature verification. Signa-
ture o can also be checked by any intermediate content caching
router node even without having any privileged access rights.
So, a data message can be discarded by it, if o is not verified to
avoid malware. It ensures that the content should not be prop-
agated in network, if it does not ensure the trust, and exhausts
only the network resources.

Confidentiality and collusion resistance: For providing con-
fidentiality to the content based on consumer’s access privi-
lege rights, we have employed MM-MA-CP-ABE [25] which
is proven secure in generic group model. Moreover, the scheme
provides collusion resistance against consumers key combina-
tion. Hence, consumer’s will not be able to combine their keys,
and attain the content they are not entitled to get individually.
We refer reader for the security model and proof of MM-MA-
CP-ABE scheme in Subsections IV.A and V.B of [25].
Privileged access: Our proposed scheme encrypts layers of
SVC content with hash based hierarchal symmetric keys [12].
As key derivation is from a parent node to its descendant child
node; hence any consumer cannot view a quality of SVC content
beyond its privileged access.

B. Performance Evaluation

At first, we give the comparison of theoretical computations
with existing relevant schemes and then we will demonstrate
some practical results based on layered structure of H.264/SVC

Table 3. Average encryption and decryption time of segment 0, 1 of Blue Sky

1080p video.
Segment  Layer Size (KB) Enc (ms) Dec (ms)
BL 139 28 12
0 EL; 385.5 85 50
ELy 709.9 95 108
EL3 1331.2 133 114
BL 197.9 47 34
1 ELy 448.1 76 60
ELy 761 85 89
EL3 1443.6 121 127

media.

Table 1 shows a comparison of our scheme with existing rel-
evant schemes [12], [18], [22] employed for providing data con-
fidentiality. The notations used in Table 1 are: RIP indicates
the provision of content relevance, integrity and provenance and
C represents confidentiality/access control. Our scheme ensures
trust (RIP) and confidentiality (access control) simultaneously
for H.264/SVC media as seen from Table 1. In Table 2, we give
a comparison of our scheme with existing constructions Khoury
et al. [22], Li et al. [18], and Wu et al. [12] theoretically, in
terms of computations involved for attribute based access con-
trol in encryption and decryption operations and signature sign-
ing and verification costs. Notations used in Table 2 are: Ny for
total attributes in policy, N; for consumer’s attributes involved
in decrypting ciphertext to obtain content, F for exponential
operation, P for pairing operation, and p to denote the num-
ber of privileged consumer groups / attribute sets. Our proposed
scheme is much efficient in comparison to other schemes in de-
cryption operation. For the assurance of RIP, our construction
incurs a cost of 3 exponential operations for signature genera-
tion and its verification as seen from Table 2 in encryption and
decryption operations.

All the simulation results presented in this section are car-
ried on a Ubuntu 14.04 virtual machine with 1.5 GB allocated
Ram on a HP core-i5 CPU@3.30 GHz desktop PC with 4 GB
Ram. Before moving on, we briefly state here the purpose of
involvement of some simulators / libraries in our experiments.
We have utilized CCNx Distillery D for creating a linear topol-
ogy between content consumer and publisher to transfer the en-
crypted H.264/SVC segments (content) by sending out the inter-
est message. To encrypt the H.264/SVC segments we employed
the linux library mcrypt 2) in the cipher block chaining (CBC)
mode. For decoding the media segments and playing video con-
tent accordingly for base layer and enhancements layers at the
consumer side; DASH-SVC-Toolchain [32] is utilized. For en-
forcing trust and access control of H.264/SVC media, we imple-
mented our proposed scheme in Charm [33]. Charm 3)is a tool
for constructing and evaluating cryptographic constructions. We
use “SS512” symmetric curve with “512” bit base field for car-
rying out CP-ABE operations in Charm simulator.

We utilized the encoded H.264/SVC video [32] for carrying
out our experiments. The demo video “Blue Sky” consists of
217 frames encoded into 5 segments. Each segment is com-
prised of a base layer and three enhancement layers. We have

LCCNXx. [Online]. Available: https:/github.com/PARC/CCNx_Distillery
2Merypt. [Online]. Available: https://packages.ubuntu.com/trusty/merypt
3Charm. [Online]. Available: http://www.charm-crypto.com/category/charm/
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Table 4. Average running time of encryption, o generation / verification and
CT, o size.

Encryption (ms) 78.72
Ciphertext Size (KB) 6.5

o-Generation (ms) 6.45
o-Verification (ms) 3.51
o Size (KB) 1.1

Table 5. Average key generation time by authority.

Consumer  Attributes Time (ms)
Uy Subscriber, Basic 28.38
Us Subscriber, Silver 25.72
Us Subscriber, Gold, X 35.09
Uy Subscriber, Platinum, Y  32.25
Us Subscriber, X, Y, Z 43.06

encrypted segments of Blue Sky video using mcrypt in CBC
mode employing hierarchal symmetric keys .S;. Table 3 lists
the average encryption (Enc) and decryption (Dec) time in mil-
liseconds for all the layers of segments 0 and 1 along with their
sizes. We remark that consumer’s having privileged access to
base layer content will retrieve and decrypt only the base layer
content. This will help improve the network overall QoS, and
less metering costs for consumer’s.

For providing confidentiality to H.264/SVC layers based
on consumer’s rights, we have defined a privileged access
policy for a content producer as: (Subscriber A Basic)
OR (Subscriber A Silver) OR (Subscriber A Gold) OR
(Subscriber A Platinum). The goal of content producer is
to limit the consumer’s to view the specific spatial and qual-
ity scalability of video based on their subscribed package, i.e.,
Basic, Silver, Gold, and Platinum membership. We take the
help of a simple policy to better explain the scenario; although,
our underlying expressive access policy CP-ABE scheme can
encrypt multiple attributes sets with a single ciphertext over
policy efficiently. For the above defined policy, we have four
attribute sets, namely W7 = (Subscriber A Basic), Wy =
(Subscriber A Silver), W3 = (Subscriber A Gold) and Wy =
(Subscriber A Platinum). Here, different attribute sets W;
correspond to different derivable keys S; used for encrypting
the segments of H.264/SVC video as stated in previous para-
graph. The attribute sets / groups in policy are privileged as:
Wy > W3 > Wy > Wi. Hence, the consumers having at-
tributes Subscriber, Platinum or belonging to attribute group
W, can enjoy the video of full fidelity, but those belonging to
attribute group W can view only the base layer of video. The
average encryption time and ciphertext size for our defined priv-
ileged policy is evaluated in Charm simulator and is shown in
Table 4. The size of ciphertext for the entire policy as seen from
Table 4 depicts much smaller overhead in comparison to seg-
ments size of H.264/SVC. Moreover, the average time for sig-
nature o generation and its verification along with its size em-
ployed for ensuring RIP is presented in Table 4. We observe that
the signature generation / verification time and its size is com-
paratively less and constant in contrast to attribute based access
control.

For demonstration purpose, we defined five content con-
sumers with identities U; for {i = 1,2,---,5} and assigned
them with attributes as shown in Table 5. Moreover, the aver-
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Table 6. Consumer’s access privilege and C'T decryption time.

Consumer  Access  Key derive (KD) KD + CT (ms)
Ui BL S1 0+13.78 = 13.78
Us ELy So2 — S1 1+14.06 = 15.06
Us ELs S3 — Sy — 51 2+13.98 = 15.98
Uy EL3 S4 — S3 — So — S1 3+13.93=16.93
Us No — —

Fig. 4. Base layer content shown to U7 on the left, while black screen shown to
Us on the right.

age key generation time for all five consumers corresponding to
their attributes evaluated in Charm is presented in Table 5. Gen-
erally, key generation time for a user linearly increases with the
number of attributes, and it is a one-time process.

For the assigned attributes to consumers in Table 5, each
consumer will have access to a specific layer of H.264/SVC
correspondingly to his attributes. Although, consumer Uy, Us,
Us and U, all satisfy the policy, but due to underlying multi-
message CP-ABE, they will have access to a different layer of
H.264/SVC video based on their attributes. Table 6 show the
access privilege rights of consumer’s correspondingly to their
satisfaction of policy. Moreover, consumer having access to an
enhancement layer based on his privileged rights will have to
derive the lower hierarchy keys in-order to view a high quality
video because of the dependency of higher enhancement layers
of SVC over lower enhancement layers and base layer. We ob-
served an average time of 1 ms for deriving a key from parent
to child node for one hierarchal level. Table 6 lists the cipher-
text decryption and key derivation time in milliseconds for con-
sumers. In case of Uy, the key derivation K D time is 3 ms be-
cause of three hierarchy levels, i.e., Sy — S3 — So — 5. The
ciphertext C'I" decryption time is almost similar for consumers
U1, Uz, Us, and Uy, because two attributes of every consumer
are utilized for decryption. Generally, the decryption time lin-
early increases with the number of consumer attributes which
combine to satisfy policy.

We remark that the acquired keys \S; by consumer’s are used
to decrypt the encrypted segments of H.264/SVC. The decryp-
tion time of corresponding layers segments of H.264/SVC can
be seen from Table 3. Thereafter, the consumers can play the
corresponding layer of video by decoding the video segments
employing python script of DASH-SVC-Toolchain [32]. On the
left in Fig. 4 shows the base layer content shown to consumer
U, based on his attributes. As consumer Us does not satisfy the
policy, hence he cannot decrypt the encrypted segment, and on
directly decoding he will see a blank screen as shown in Fig. 4
on the right.

For a consumer Uy having privileged access to E'L3, as seen
from Table 3, the overall cumulative segment decryption time
for all the layers of segment 0 is approximately below 300 ms,
which is acceptable. Moreover, the ciphertext decryption and
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key derivation time for Uy is around 16.9 ms which is much less
then 300 ms as seen from Table 6. It signifies that the employed
access control is cost efficient in comparison to SVC video seg-
ments decryption. Content consumer U, while viewing the first
segment of SVC can download and decrypt the next segments
of video in order to experience no real time delay. Generally
for real time multimedia traffic, the segments decryption time
should be fairly less to display the next received segments on
time.

VII. CONCLUSION

In this paper, we have proposed a suitable access control
mechanism for sharing scalable media content in ICN envi-
ronment. We have exploited the common characteristic of both
ABE and ICN, i.e., one-to-many access paradigm, for providing
confidentiality to content. For ensuring privileged access control
based on consumers attributes for scalable H.264/SVC media
content, we employed multi-message multi-authority CP-ABE.
To establish a trust between content publisher and consumer,
we have utilized a public key signature; hence provisioning rel-
evance, provenance, and integrity of content. Analysis shows
the effectiveness of our approach by having less overhead and
computational time. Moreover, the consumer is restricted to
play/view the specific spatial and quality scalability of video
based on his attributes. By utilizing our scheme, the content can
be cached and routed accordingly with the principles of ICN,
but only legitimate consumers are allowed to decrypt and view
the content.
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